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Preface

Preface

We are pleased to present the latest edition of the Norton
Rose Fulbright Guide to Business ethics and anti-corruption
Asia Pacific laws. The rapid and extensive developments in
the anti-corruption landscape in the Asia Pacific region and
elsewhere in the world, as well as the growing importance
of certain jurisdictions, have rendered the publication of
this updated edition both timely and necessary.

The global anti-corruption movement continues to gain
momentum and key jurisdictions in Asia Pacific are joining
the campaign against corruption. It is of crucial importance
for multinational companies to have a strong grasp of the
fundamental features of the local laws in each jurisdiction
in which they operate, as well as the extraterritorial
application of enforcement regimes around the world.

The purpose of this Guide is to provide legal, governance,
risk and compliance practitioners who are interested in
the region with an overview of anti-corruption regimes
and related laws in the Asia Pacific context. The sheer
diversity within Asia Pacific presents those who have
regional responsibility with both complex and unique
challenges. We hope this Guide goes some way towards
meeting those needs.

We look forward to supporting you as you navigate the
anti-corruption regimes in your business dealings in this
dynamic, entrepreneurial and exciting region.
Wilson Ang
Partner, Singapore
Norton Rose Fulbright (Asia) LLP

This new edition of the Guide has an expanded coverage
which includes 19 chapters on Australia, Bangladesh,
Brunei Darussalam, Cambodia, China, Hong Kong, India,
Indonesia, Japan, Macau, Malaysia, Myanmar, New
Zealand, the Philippines, Singapore, South Korea, Taiwan,
Thailand and Vietnam.
The Guide also examines, within an anti-corruption
context, interlinked issues on anti-money laundering,
whistleblowing, extortion, data privacy, disclosure and
privilege in each of the jurisdictions surveyed.
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Abbreviations
A number of abbreviations have been used throughout the guide. For ease of reference, they are as follows:

Institution/Convention/Legislation

Abbreviation

Asia Pacific Group on Money Laundering

APG

Asian Development Bank

ADB

Bribe Payers Index 2011

BPI

Corruption Perceptions Index 2011

CPI

United States Department of Justice

DOJ

Dodd-Frank Wall Street Reform & Consumer Protection Act 2010

Dodd-Frank Act

Financial Action Task Force

FATF

Foreign Corrupt Practices Act

FCPA

OECD Convention on ‘Combating Bribery of Foreign Public Officials’

OECD Anti-Bribery Convention

United States Securities and Exchange Commission

SEC

United Kingdom Serious Fraud Office

SFO

Transparency International

TI

United Nations Convention against Corruption

UNCAC
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Introduction

Introduction

For ease of jurisdictional comparison, each chapter in
the Guide dealing with a specific jurisdiction is organised
according to the following sections:
• Transparency International (TI) rankings
• International anti-corruption conventions and intergovernmental organisations
• Key anti-corruption laws
• Features of bribery offences
• Compliance defence and mitigation
• Facilitation payments
• Gifts and entertainment
• Corporate liability for the acts of intermediaries
• Liability of individual directors and officers
• Penalties
• Enforcement agencies
• Anti-money laundering laws
• Whistleblowing
• Data privacy
• Disclosure and privilege
In respect of the monetary penalties that may be imposed in
the event of violation of the laws, we have sought to provide
the figure in the local currency as well as in US dollars for
ease of comparison. The exchange rate we applied was that
prevailing on 1 May 2014.

International anti-corruption regimes
One of the most important international anti-corruption
framework agreements is the Organisation for Economic
Cooperation and Development (OECD) Convention

on Combating Bribery of Foreign Public Officials in
International Business Transactions 1997 (OECD AntiBribery Convention) which requires signatory countries to
criminalise the bribery of foreign public officials. The OECD
Anti-Bribery Convention was signed on 17 December 1997
and entered into force on 15 February 1999. There are 34
OECD Member countries and seven non-member countries
which have adopted this Convention.
The OECD Anti-Bribery Convention requires that signatory
countries enact implementing national legislation that
makes bribery and attempted bribery of foreign public
officials a crime, prohibits off-the-books accounts, false
documents and other actions aimed to hide bribery,
imposes effective, proportionate and dissuasive penalties,
and requires mutual legal assistance to be rendered to other
parties in their investigations and proceedings. The OECD
has established a peer review system whereby a Working
Group is tasked to monitor each adhering country’s
compliance with the OECD Anti-Bribery Convention and
to assess the steps the country has taken to implement its
requirements in national law.
Another important international framework agreement, the
United Nations Convention against Corruption (UNCAC),
was adopted by the United Nations General Assembly on
31 October 2003 and came into force on 14 December
2005. It has a much higher rate of participation with 140
signatories. The UNCAC requires participating states to
implement legislation prohibiting the bribery of public
officials as well as persons in the private business sector.
It has a much broader scope than the OECD Anti-Bribery
Convention and includes, among others, anti-money
laundering provisions.
Within the regional context, the Asian Development Bank
(ADB) and the OECD developed an initiative to combat
corruption in Asia Pacific in 2001. The initiative led to
the development of an action plan of legally non-binding
principles and standards towards policy reform which
participating governments of the Asia Pacific region
voluntarily committed to implement in order to combat
corruption and bribery. This came to be known as the ADB/
OECD Anti-Corruption Initiative for Asia and the Pacific.
A steering group was established in accordance with the
initiative to review the progress achieved by regional
participating countries in implementing the action plan.

Norton Rose Fulbright – June 2014
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US and UK anti-bribery laws
The United States and United Kingdom anti-bribery laws
merit specific consideration in the Asia Pacific context due
to their broad extraterritorial reach and profound impact on
business conduct taking place around the world.
The US Foreign Corrupt Practices Act (FCPA) was passed in
1977 in the wake of the Watergate scandal and subsequent
federal investigations uncovering illicit practices in both
government and private businesses, including payments
to domestic and foreign government officials. The FCPA
contains two types of provisions: (a) anti-bribery provisions
which prohibit covered individuals and entities from
offering or making corrupt payments to non-US government
officials to obtain or retain business or a business
advantage; and (b) accounting and internal control
provisions, which require companies to keep books and
records that accurately and fairly reflect the transactions
of the corporation and to devise and maintain a robust
internal controls program.
The FCPA provides two affirmative defences and one
exception. First, it is a defence if the relevant payment
was lawful under the written laws of the non-US country.
This is a very narrow defence, because it is interpreted to
require an affirmative statement in the laws of the non-US
country that the type of payment contemplated would be
lawful. Second, it is a defence to provide things of value in
respect of reasonable and bona fide expenditures directly
relating to the promotion, demonstration, or explanation
of a company’s products or services or the execution or
performance of a contract with a non-US government
official or instrumentality thereof. As for the exception,
“facilitating payments”, or small amounts paid to a non-US
government official to induce that, or another, official to
perform or expedite a routine, non-discretionary act that he
or she would otherwise be required to perform in the course
of his or her ordinary duties, do not violate the FCPA.
Examples include obtaining permits or licences, providing
police protection, mail pick-up and delivery, or providing
phone service, power and water supply.
The FCPA allows for both criminal and civil liability, and
is enforced by the Department of Justice (DOJ) and the
Securities and Exchange Commission (SEC). The FCPA
applies to: “issuers” who either have stock listed on a US
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national securities exchange or are required to submit
annual filings to the SEC and their employees, officers,
directors, and agents; “domestic concerns” or individual US
residents or nationals and companies organised under the
laws of the US, and their employees, officers, directors, and
agents; and to companies or individuals using US mail or
other means of US interstate commerce.
The FCPA prohibits corrupt payments made directly or
indirectly through intermediaries. The FCPA targets public
bribery and does not cover commercial bribery, although
such conduct may violate other US statutes, such as the
Travel Act.
The UK Bribery Act 2010, which came into force on 1 July
2011, was passed to replace a patchwork of antiquated
anti-bribery laws in the aftermath of OECD criticism and a
scandal involving the sale of arms to Saudi Arabia. The UK
Bribery Act has four separate offences. Section 1 prohibits
a person offering, promising or giving a financial or other
advantage to another person directly, or through a third
party to (a) induce or reward the improper performance
by that other person of a relevant function, or (b) where
the person knows or believes that the acceptance of the
advantage offered, promised or given in itself constitutes
the improper performance of a relevant function or activity.
Section 2 prohibits a person from requesting, agreeing
to receive or accepting a financial or other advantage
intending that, in consequence, a relevant function or
activity should be performed improperly. Section 6 creates
a “standalone” offence for bribery of a foreign public
official. Section 7 provides for a strict liability corporate
offence of failure by the “relevant commercial organisation
to prevent bribery by persons associated with it” to obtain
or retain business or to obtain or retain an advantage in the
conduct of business for that commercial organisation. In
addition to the above, an ancillary offence under section 14
states that if any of the general offences under sections 1,
2 and 6, of bribing another person, being bribed or bribing
a foreign public official, is committed by a body corporate,
any “senior officer” of that body corporate would be guilty
of the offence if it is proved to have been committed with
his or her consent or connivance. A “senior officer” is
defined to include a director, manager, secretary or other
similar officer.

Introduction

The UK Serious Fraud Office (SFO) is the main agency that
enforces the UK Bribery Act. It has jurisdiction over offences
that are committed in the UK or that are committed outside
of the UK by a person with a close connection to the UK,
which includes a British citizen or an individual ordinarily
resident in the UK, or a body incorporated under the laws
of any part of the UK or carrying on business or part of a
business in the UK.

organisations can put in place to prevent persons
associated with them from bribing. The guidance which
was published by the UK Ministry of Justice in 2011 (MOJ
Guidance) formulates six guiding principles for adequate
procedures, which are: (a) proportionate procedures;
(b) top-level commitment; (c) risk-assessment; (d) due
diligence; (e) communication (including training); and (f)
monitoring and review.

Anti-corruption compliance: defence
and mitigation

Corruption Perceptions Index and
Bribe Payers Index

Anti-corruption compliance programs are crucial for
organisations both as an anti-corruption preventative
strategy and also potentially to mitigate the penalties or
serve as a defence to legal liability under the FCPA and the
UK Bribery Act. The DOJ sentencing guidelines consider
whether a corporation can demonstrate it has an effective
compliance and ethics program, and those that do might be
entitled to sentencing credit. Under the UK Bribery Act, it is
a complete defence for an organisation to prove that despite
a particular case of bribery, it nevertheless had adequate
procedures in place to prevent persons associated with it
from bribing.

Leading anti-corruption advocacy group Transparency
International (TI) periodically publishes, among other
materials, the Corruption Perceptions Index (CPI) and the
Bribe Payers Index (BPI) to draw global attention to the
continued occurrence of corrupt practices, abuses of power
and bribery around the world. The CPI ranks countries
and territories based on how corrupt their public sector is
perceived to be. A country’s score indicates the perceived
level of public sector corruption on a scale of 0 to 100
with 0 indicating that the country is perceived to be highly
corrupt and 100 indicating that the country is perceived
to be very “clean”. The rank indicates its position relative
to the other countries and territories included in the index
– the lower the rank signifying a higher level of perceived
corruption. The CPI 2013 is the most recent index and
it ranks 177 countries and territories. The most recent
BPI was published in 2011 and it ranks 28 of the world’s
leading exporting economies according to the likelihood
that firms from these countries would pay bribes when
doing business abroad. The BPI 2011 is based on responses
from over 3,000 senior business executives in 30 countries
around the world. As a result of the smaller number of
countries surveyed, not all the jurisdictions included in this
Guide are ranked in the TI BPI 2011.

The DOJ and SEC have published a resource guide to
the FCPA (FCPA Guidance) which is intended to provide
information for businesses and individuals regarding
the FCPA. It provides some insight into the aspects of
compliance programs that the DOJ and the SEC assess
when evaluating companies which may have fallen foul of
the FCPA. The FCPA Guidance outlines the 10 “hallmarks”
of an effective compliance program. These include: (a)
commitment from senior management and a clearly
articulated policy against corruption; (b) code of conduct
and compliance policies and procedures; (c) oversight,
autonomy and resources; (d) risk assessment; (e) training
and continuing advice; (f) incentives and disciplinary
measures; (g) third party due diligence and payments;
(h) confidential reporting and internal investigation; (i)
continuous improvement − periodic testing and review;
and (j) pre-acquisition due diligence and post-acquisition
integration during mergers and acquisitions.
The UK Bribery Act requires the Secretary of State to
publish guidance about procedures which commercial

Anti-money laundering
Money-laundering is the act of obscuring the true origin
of illicit funds and making them appear legitimate. The
process of money laundering is commonly referred to
as a cycle comprising three steps: (a) placement, where
the proceeds of illicit activities are introduced into the
financial system; (b) layering, where the illicit funds are
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separated from their source to conceal their origin; and (c)
integration, where the illicit funds are reintroduced into the
normal financial system.
Money laundering is closely related to serious crimes
like bribery and corruption since the proceeds of corrupt
activity can be laundered to conceal or disguise their source
and render them untraceable.
The Financial Action Task Force (FATF) is an intergovernmental body established in 1989 that sets standards
to promote effective implementation of legal, regulatory
and operational measures for combating money laundering
and terrorist financing. The FATF has produced a series
of recommendations and monitors the progress of its
members in implementing the necessary measures.
At a regional level, most Asia Pacific countries are members
of the Asia Pacific Group on Money Laundering (APG) and
signatories to the UNCAC and have therefore criminalised
money laundering and instituted financial intelligence
units to share information about suspicion of money
laundering activities with other countries.
Anti-money laundering laws and regulations can include
provisions requiring regulated entities to keep records of
transactions, conduct due diligence on their customers
and report suspicious transactions to the country’s
relevant agency. Countries also generally have a system
for processing and responding to requests for mutual legal
assistance, freezing and confiscation of assets within their
jurisdiction, extradition, and other forms of international
cooperation.

Whistleblowing
Whistleblowing has emerged as one of the most effective
ways of uncovering bribery and corruption. It is also a
common trigger for internal investigations into potential
corporate wrongdoing.
The protections and incentives provided by whistleblowing
laws, insofar as they exist, and whether on a sectoral
or overarching basis, vary widely depending on the
jurisdiction in which they are enacted. These laws
generally protect whistleblowers from potential retaliation
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by the company, dismissal from work, or other adverse
consequences to the whistleblower as a result of disclosing
to the relevant authorities information about crimes or
other violations committed by the company. The laws may
also aim to protect the identity of the whistleblower. In
some jurisdictions, the whistleblower may be eligible for
a financial award which has been offered to incentivise
whistleblowing. In the US, under the Dodd-Frank Wall
Street Reform & Consumer Protection Act (Dodd-Frank
Act) a whistleblower may be eligible for a reward of 10 per
cent to 30 per cent of the monetary sanction for voluntarily
providing timely and original information to the SEC that
led to a successful enforcement where a sanction of more
than US$1 million was imposed.

Data privacy
Significant amounts of data are collected, used and
transferred, sometimes to third parties, on a daily basis.
The ease of obtaining and sharing data along with the
attendant potential for abuse has led to the development
of data privacy laws. Personal data, which is the subject
of protection, refers to data about an individual who can
be identified from that data, or from that data and other
accessible information.
In the context of conducting internal investigations into
allegations of corrupt conduct, personal data would
need to be accessed and reviewed. In certain situations,
personal data may need to be disclosed to and reviewed
by third parties or transferred to another jurisdiction to be
processed. In that respect, the requirements of data privacy
laws would need to be identified and complied with so as to
avoid any breaches of the law.
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the issues addressed here in further detail, please do not
hesitate to get in touch with us.

Norton Rose Fulbright – June 2014 13

Business ethics and anti-corruption – Asia Pacific laws

14

Norton Rose Fulbright – June 2014

Australia

Business ethics and anti-corruption – Asia Pacific laws

Australia

Contributed by Norton Rose Fulbright Australia

Transparency International (TI) rankings
Australia is ranked 9 out of 177 on the TI CPI 2013.
Australia is ranked 6 out of 28 on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Australia has ratified the OECD Anti-Bribery Convention
and the UNCAC. It is a member of ABD/OECD AntiCorruption Initiative for Asia and the Pacific, the FATF and
the APG.

Key anti-corruption laws
Australia operates on both State/Territory and Federal legal
systems.
• Crimes legislation of States and Territories criminalise
both active and passive private bribery and bribery of
State and Territory public officials.
—— In addition to offences created by legislation in some
States there is a common law offence of bribery of
public officials. This offence was developed over many
years through court decisions, although it does not
appear to have been recently relied upon.
• The Criminal Code Act 1995 (Criminal Code) is the
Federal legislation which criminalises bribery of foreign
public officials and Commonwealth public officials.

Features of bribery offences
At the Federal level, the Criminal Code does not apply to
bribery in the private sector.
However, the Corporations Act 2001 can apply to bribery
because it imposes duties of good faith on directors and
officers of corporations (section 181) and prohibits them
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from improperly using information or their position to gain
an advantage for themselves or for someone else (sections
182 and 183). The Competition and Consumer Act 2010
can also apply to bribery because it prohibits conduct such
as price fixing, market sharing and other cartel conduct.
State and Territory legislation deals with private sector
bribery. It criminalises both corruptly giving rewards to
employees or agents, and employees or agents corruptly
receiving rewards to show favour in their employer’s or
principal’s business. There are also other bribery related
offences which deal with conduct of trustees and others
who have obligations because of their relative positions of
power or close relationships with other parties.
Persons who aid, abet, counsel, procure, solicit or incite the
commission of the offences are also guilty of an offence.
The wide definition of “agent” in most State and Territory
crimes legislation includes government employees and
officials, a police officer or a councillor. This means that
State and Territory crimes legislation extend beyond bribery
in the private sector and can apply to bribery in respect of
State and Territory government officials.
On a Federal level, under the Criminal Code, bribery in the
public sector can be broken down into bribery of a foreign
public official and bribery of a Commonwealth public
official.

Bribery of a foreign public official

Division 70 of the Criminal Code creates an offence of
bribery of a foreign public official. For an offence to be
committed, there must be an intention to provide a benefit
(which includes not only an actual benefit, but also offers
or promises to provide a benefit) with the intention of
influencing a foreign public official in the exercise of their
duties in order to obtain or retain business or a business
advantage which is not legitimately due.
The category of persons who are considered to be foreign
public officials is broad. It includes employees, contractors,
officials or a person in the service of foreign governments
and foreign government bodies, employees and individuals
who are in the service of a public international organisation
or individuals who are authorised intermediaries or hold
themselves out to be an authorised intermediary of a

Australia

foreign public official. A state owned enterprise is a foreign
government body and an example of a public international
organisation is the United Nations.
It is also an offence for a person or a corporation to attempt
to commit the offence or to aid, abet, counsel, procure or
incite the commission of the offence or conspire with another
to commit the offence of bribing a foreign public official.

Bribery of a Commonwealth public official

Division 141 of the Criminal Code criminalises bribery in
respect of Commonwealth public officials. It deals with
both active and passive bribery. It is an offence for any
person or corporation to dishonestly provide a benefit or
offer or promise to provide a benefit with the intention of
influencing a Commonwealth public official in the exercise
of that official’s duties. It is also an offence for a person or
corporation to attempt to commit the offence or to aid, abet,
counsel, procure or incite the commission of the offence or
conspire with another to commit the offence of bribing a
Commonwealth public official.
Additionally, it is an offence for a Commonwealth public
official to dishonestly ask for, receive or agree to receive or
obtain a benefit with the intention of being influenced in
the exercise of their duties.
The category of persons who are Commonwealth public
officials is broad. It includes members of Parliament,
administrators of Territories, Commonwealth judicial officers
or public servants, persons who perform duties of an office
established under the laws of the Commonwealth as well
as employees of a Commonwealth Authority or individuals
who are contracted to or are an officer or employee of a
service provider contracted to the Commonwealth.
Under Division 142 of the Criminal Code there are also
offences for giving, requesting, promising or receiving
a corrupt benefit in respect of a Commonwealth public
official. These involve similar elements to the offence of
bribery of a Commonwealth public official except that
they do not require an intention to influence. Instead they
involve “the receipt or expectation of the receipt of the
benefit” which “would tend to influence the public official”
in the exercise of the official’s duties. It is also an offence for
a person or corporation to attempt to commit the offence or
to aid, abet, counsel, procure or incite the commission of
the offence or conspire with another to commit the offence.

Most State and Territory laws can apply extra-territorially if
the conduct constituting an element of the offence occurs
partly in the State or Territory, or it would be an offence
if the conduct occurred in the State or Territory or if the
conduct occurs outside the State or Territory but has an
effect on the State or Territory.
Under Division 70 of the Criminal Code, the offence of bribing
a foreign public official applies to Australian citizens and
residents, Australian corporations or any person who engages
in conduct constituting the offence where that conduct occurs
wholly or partly in Australia, on an Australian aircraft or ship,
or occurs outside Australia but is committed by an Australian
citizen or resident or an Australian corporation. The Attorney
General’s written consent is required to prosecute if the
person who committed the offence is an Australian resident
but not an Australian citizen.
Bribery in respect of a Commonwealth public official under
Division 141 is an offence whether the person charged
with the offence is an Australian citizen or corporation or
whether the conduct constituting the offence occurs in
Australia, or whether the result of the conduct constituting
the offence occurred in Australia. However, the Attorney
General must give written consent to prosecute if the
conduct occurs wholly outside Australia and the person is
not an Australian citizen or an Australian corporation.
The same wide jurisdiction applies to an offence under
Division 142 in respect of corrupting benefits involving a
Commonwealth public official.

Compliance defence and mitigation
Under some State and Territory laws, a person will not be
guilty of an offence if that person can show that the offence
was carried out under duress (which involves having a
reasonable belief that a threat will be carried out) or it is
in response to circumstances of sudden or extraordinary
emergency. In each case the conduct must be a reasonable
response to the threat or emergency.
In most States and Territories, it is expressly stated that it is
not a defence to claim that the receiving, soliciting, giving
or offering of any valuable consideration is customary in
any trade, business or calling. However, if the benefit is
trivial, a prosecution may not be commenced.
Norton Rose Fulbright – June 2014 17
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At the Federal level, under the Criminal Code, where
a corporation is prosecuted because the contravening
conduct was authorised or permitted (whether expressly or
tacitly) by a high managerial agent, the corporation will not
be found guilty of an offence if it can prove that it exercised
due diligence to prevent the conduct, the authorisation
or permission. This will typically involve the corporation
maintaining and implementing compliance programs and
anti-corruption policies.
As with State and Territory legislation, a person is not
criminally responsible for an offence if it is carried out
under duress or is in response to circumstances of sudden
or extraordinary emergency.
It is a defence to prosecution for bribery of a foreign public
official if the benefit or advantage was permitted or required
by the written laws that govern the foreign public official.
It is not sufficient to demonstrate that the giving of that
benefit or advantage was consistent with business culture.

Facilitation payments
The Criminal Code contains a facilitation payment defence
in Division 70.4. A facilitation payment is a payment of a
minor value to a foreign public official for the performance
of a routine government action of a minor nature.
“Routine government action” does not include any
decision to award or continue new business, and the
person receiving the payment does not need to have a legal
entitlement to the payment for this defence to be available.

Difficulties with this defence include identifying the exact
recipient of the payment, as well as determining whether
the payment was minor.
If the record of the facilitation payments is lost or destroyed
because of the actions of a third party over whom the
individual or the corporation does not have control, the
individual or corporation will need to show that the loss or
destruction of the record could not have been reasonably
guarded against. If this cannot be shown the defence will
not be available.
It is also a defence if the prosecution is commenced more
than seven years after the conduct occurred.

Gifts and entertainment
State and Territory laws do not exempt gifts or gratuities
to public officials from their anti-corruption provisions.
Therefore any gift or gratuity may be considered a bribe.
However it does not constitute an offence if it can be shown
that the gift falls below the threshold for criminal conduct
(the threshold being that it may influence the public official
in the performance of their duties).
Additionally the acceptance of gifts is usually regulated by
government department or agency policies. Generally these
policies permit the acceptance of small or token gifts, but
contain specific strict limits on the value of acceptable gifts.

A corporation or individual which makes a facilitation
payment must record that payment as soon as practicable
after the benefit was given, and the record must set out
the value of the benefit, the date on which the conduct
occurred, the identity of the relevant foreign public official,
the particulars of the routine government action that
was sought to be expedited or secured by the conduct
and contain the signature or other means of verifying the
identity of the foreign public official.

At a Federal level, the definition of “benefit” in the
Criminal Code includes any advantage and is not limited
to property. The prohibition against bribing foreign public
officials can therefore extend to the provision of gifts,
travel expenses, meals and entertainment unless it can be
demonstrated that the advantage or benefit was required
or lawful in the foreign public official’s country or that it is
a facilitation payment. However if a benefit such as travel
expenses or meals is given in connection with an existing
business relationship (such as on an existing project) it
may not attract any liability. It is necessary to consider the
individual circumstances.

Failure to adhere to the exact requirements will result in the
defence not being available.

The same definition of “benefit” applies to the offences
relating to Commonwealth public officials. Therefore the
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provision of gifts, travel expenses, meals and entertainment
could be a bribe if the promise, provision or receipt of the
benefit would tend to influence a Commonwealth public
official in his or her duties.

counsel, procure or incite the commission of the offence or
conspire to commit an offence.

Corporate liability for the acts of
intermediaries

Under most State and Territory laws directors and officers of
a corporation who have consented to or have been involved
in the commission of an offence by the corporation can also
be prosecuted. In addition, directors or officers can also
be prosecuted if they aid, abet, counsel, procure, solicit or
incite the commission of an offence. In some States and
Territories it is also an offence to conspire or attempt to
commit an offence.

Under State and Territory laws the definition of “person”
includes a corporation. This means that a corporation
can be liable for the bribery offences committed by its
employees, officers or agents (which could include a
subsidiary) acting within the actual or apparent scope of
their employment or authority.
A corporation can also be liable if any of its employees,
officers or agents (acting within the actual or apparent scope
of their employment or authority) aid, abet, counsel, procure,
solicit or incite the commission of an offence. In some
States and Territories a corporation can also be liable if its
employees, officers or agents attempt to commit an offence.
At a Federal level, under the Criminal Code a corporation can
commit an offence. Actions of a corporation’s employees,
officers or agents (which could include a subsidiary) acting
within the actual or apparent scope of their employment or
authority can be attributed to a corporation.
Authorisation or permission can be established by proving
that the board of directors intentionally, knowingly or
recklessly carried out the conduct or expressly, tacitly or
impliedly authorised or permitted the commission of the
offence. A corporation also commits an offence if a high
managerial agent intentionally, knowingly or recklessly
engaged in the conduct or expressly, tacitly or impliedly
authorised or permitted the commission of the offence, or
if a corporate culture existed within the corporation that
directed, encouraged, tolerated or led to the commission
of the offence, or that the corporation failed to create and
maintain a corporate culture that required compliance.
A corporation’s criminal liability also extends to situations
where the corporation’s employees, officers or agents acting
within the actual or apparent scope of their employment
or authority attempt to commit an offence, or aid, abet,

Liability of individual directors and officers

At a Federal level, under the Criminal Code, a director or
officer of a corporation can be prosecuted for an offence
committed by the corporation if the director or officer aids,
abets, counsels, procures or incites the commission of the
offence or conspires to commit the offence. The director
or officer must also have intended that his or her conduct
would result in the offence. It will not be sufficient if that
director or officer has failed to engender an appropriate
corporate culture.
Additionally, the Corporations Act 2001 imposes duties of
good faith on directors and officers of corporations (section
181) and prohibits them from improperly using information
or their position to gain an advantage for themselves or
for someone else (sections 182 and 183). If the actions
of a director or officer of a corporation contravene those
duties and obligations then they may be ordered to pay
a civil penalty. Additionally, under section 184 of the
Corporations Act 2001, if the actions of a director or officer
of a corporation are reckless or intentionally dishonest, the
director or officer can commit a criminal offence.
For completeness, the Competition and Consumer Act
2001 criminalises a range of conduct which includes
price fixing, market sharing or other cartel conduct
contravention of which can result in the imposition of
substantial civil penalties.
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Penalties
Penalties under State and Territory laws are not uniform.
However, individuals found guilty of bribery offences will
generally be liable to a maximum of between three and 10
years imprisonment or fines. Corporations found guilty of
bribery offences are liable to substantial fines the maximums
of which are generally between A$220,000 and A$700,000
(approximately US$204,300 and US$650,000), although
in one State the penalty can be unlimited. Further, in some
States and Territories individuals and corporations can also
be ordered to repay the value of any benefit received.
Under Federal law, individuals who are found guilty under
Division 70 of the Criminal Code of bribing a foreign
public official will be liable to a maximum of 10 years
imprisonment or a fine of not more than A$1.7 million
(approximately US$1.58 million) or both.
• Corporations found guilty of bribing a foreign public
official will be liable to penalties being the greater of:
• A$17 million (approximately US$15.8 million)
• three times the value of any benefit that the corporation
has directly or indirectly obtained that is reasonably
attributable to the conduct constituting the offence
(including the conduct of any related corporation)
• if the court cannot determine the value of that benefit,
10 percent of the annual turnover of the corporation
during the 12 months preceding the offence.
Under Division 141 of the Criminal Code, individuals
and corporations found guilty of dishonestly providing or
offering to provide a benefit to a Commonwealth public
official or a Commonwealth public official found guilty of
obtaining or seeking a benefit will be subject to penalties
which are the same as those in respect of bribing a foreign
public official.
The penalties for attempting to commit an offence under
Division 70 or Division 141 of the Criminal Code or
aiding, abetting, counselling procuring or attempting the
commission of those offences or conspiring to commit
those offences are the same as the penalties for the primary
offences, except in the case of incitement. For incitement
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(that is, persistently urging a person to commit an offence)
the penalty is imprisonment for not more than five
years, a fine of not more than A$51,000 (approximately
US$47,400) or both. Corporations found guilty of this
offence may be subject to a maximum fine of A$255,000
(approximately US$237,000).
Under Division 142, the penalty for giving, offering or
promising or receiving a corrupting benefit in relation
to a Commonwealth public official is a maximum of five
years imprisonment or a fine of not more than A$51,000
(approximately US$47,400) or both. Corporations found
guilty of this offence may be subject to a maximum fine of
A$255,000 (approximately US$237,000).
The penalties for attempting to commit the offence
under Division 142, or aiding, abetting, counselling,
procuring or attempting the commission of that offence
or conspiring to commit that offence are the same as the
penalties for the primary offence, except in the case of
incitement. For incitement the penalty for an individual
is imprisonment for not more than three years, a fine of
not more than A$30,600 (approximately US$28,400) or
both. Corporations found guilty of this offence may be
subject to a maximum fine of A$153,000 (approximately
US$142,100).

Enforcement agencies
The agencies with the responsibility for investigating
corruption offences under State and Territory legislation
are the respective State and Territory police forces. On
completion of an investigation, police refer the report of
their investigation to the State prosecutor’s office which
then decides whether to prosecute.
Some States and Territories also have Crimes Commissions
which can investigate and interrogate witnesses. The Crimes
Commissions’ findings are referred to the State prosecutor’s
office, which then decides whether to prosecute.
For Federal bribery offences, the Australian Federal Police
is the principal enforcement agency. It investigates bribery
allegations and then reports on the investigations to the
Director of Public Prosecutions, who decides whether to
prosecute.

Australia

The Australian Crime Commission (ACC) can also work
collaboratively with the Australian Federal Police to
investigate bribery allegations. The ACC’s powers permit
it to compel the production of documents and compel a
person to attend an examination to answer questions.
The Australian Securities and Investments Commission
(ASIC) will investigate and, if necessary, commence civil
penalty proceedings where conduct may have contravened
the Corporations Act 2001. For example where a director or
officer breached his or her duties of good faith (section 181)
or improperly used information or his or her position to
gain an advantage for himself or herself or for someone else
(sections 182 and 183).
The Australian Competition and Consumer Commission
(ACCC) may commence civil penalty proceedings for conduct
breaching the Competition and Consumer Act 2001.
The Australian Transaction Reports and Analysis Centre
(ATRAC) is the primary regulator and compliance
enforcement agency under the Anti-Money Laundering
and Counter-Terrorism Financing Act 2006 (AML/CTF Act).
ATRAC does not conduct investigations itself, instead it
provides intelligence to agencies such as the Australian
Federal Police. ATRAC does have a number of enforcement
powers but usually only uses them in cases of serious noncompliance with the AML/CTF Act.

Anti-Money laundering laws
In Australia, money laundering legislation captures a wide
range of conduct such as receiving, possessing or disposing
of money or other property that is the proceeds of crime or
may become an instrument of crime. Bribery offences can
therefore also fall within anti-money laundering offences.
Anti-money laundering offences are contained in both the
AML/CTF Act and the Criminal Code.
The AML/CTF Act contains reporting requirements for
suspicious matters and large transactions and creates
offences for failing to comply with these requirements.
Division 400 of the Criminal Code creates an offence
if a person deals with money or property that may be

considered to be the proceeds of crime, or may become an
instrument of crime.
The Criminal Code expands the ability of the Australian
Federal Police to investigate and prosecute Australian
companies suspected of involvement in foreign bribery.
Under the Crimes Act 1914 and the Proceeds of Crimes Act
2002 Australian Federal Police have the power to apply for
warrants to search property and, in some circumstances
seize money or property. Additionally under the Proceeds
of Crimes Act 2002, the Australian Federal Police can also
apply for freezing orders, restraining orders or orders for
forfeiture of money or property which is suspected of being
the proceeds or instrument of an offence.
Under both the AML/CTF Act and the Criminal Code the
penalties for the offences depend on the value involved.
The Criminal Code deals with money of a higher value
than the AML/CTF Act and it also deals with property. For
example, the maximum penalty for an individual under
the Criminal Code is 25 years imprisonment a fine of
A$255,000 (approximately US$237,000) or both where
the value involved is more than A$1 million (approximately
US$930,000). For corporations the maximum penalty is
A$1.275 million (approximately US$1.18 million). The
penalties for attempting to commit the offence, or aiding,
abetting, counselling or procuring the commission of
an offence or conspiring to commit the offence are the
same as the penalties for the primary offence. In the case
of incitement, the maximum penalty for an individual
is five years imprisonment, A$51,000 (approximately
US$47,400) or both and the maximum penalty for a
corporation is A$255,000 (approximately US$237,000).

Whistleblowing
Part 9.4AAA of the Corporations Act 2001 contains
detailed whistleblowing provisions. Under Section 1317AA
an officer, employee or contractor will be a protected
whistleblower provided that he or she identifies himself or
herself, that there are reasonable grounds for suspecting
breaches of the Corporations Act 2001, or the Australian
Securities and Investments Commission Act 2001 or that an
officer or employee of the corporation has breached or will
breach the law. The disclosure must be made in good faith
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and be made to ASIC, the corporation’s auditors, a director,
secretary, or senior manager of the corporation or a person
authorised by the corporation to receive disclosures.
A protected whistleblower has extensive protection against
contractual and other civil or criminal remedies including
defamation or retaliation for making the disclosure. This
protection extends to cases where a worker is terminated
for whistleblowing. In such cases, the worker is entitled to
have his or her employment reinstated.
It is an offence to victimise a protected whistleblower and
a protected whistleblower may be entitled to damages for
victimisation or detriment suffered as a result of being a
whistleblower.
Section 1317AE describes the confidentiality requirements
for corporations, their officers, senior managers, auditors and
persons authorised to receive a qualifying disclosure. It is an
offence to disclose a qualifying disclosure or the identity of a
whistleblower, unless it is to ASIC, the Australian Prudential
Regulation Authority, the Australian Federal Police or
someone else with the whistleblower’s consent.
ASIC has acknowledged that it must take reasonable
measures to prevent the unauthorised disclosure of the
information provided by a whistleblower and the identity
of the whistleblower unless disclosure is specifically
authorised by law.
Equivalent whistleblower protection is contained in Part
29A of the Superannuation Industry (Supervision) Act
1993 (Cth).

Data privacy
The Privacy Act 1988 (Privacy Act) regulates the collection,
use, storage and disclosure of personal information in
Australia. Under the Privacy Act “personal information
means information or an opinion about an identified
individual, or an individual who is reasonably identifiable,
whether the information or opinion is true or not and
whether the information or opinion is recorded in a
material form or not”.
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In the Privacy Act, the phrase “reasonably identifiable”
deals with the concept of data matching. Data matching
occurs where data about an unidentified individual is linked
or matched with other data with the effect of causing the
individual to become identified. This is sometimes called
re-identification. The concept of “reasonably identifiable” is
important and relevant to any organisation that intends to
disclose anonymised or de-identified personal information
(eg, to research or analytics organisations).
In addition to the Privacy Act, Australia has 13 Australian
Privacy Principles which cover the collection of “sensitive
information” (such as health information and criminal
records) and the collection and management of personal
information by private sector organisations that have
a turnover of greater than A$3 million (approximately
US$2.79 million) and Commonwealth Government
agencies. The Australian Privacy Principles apply to
any arrangements that are already in place concerning
the use of personal information, including contractual
arrangements between organisations and their service
providers or any other parties to whom organisations
disclose personal information. The Australian Privacy
Principles have a retrospective effect on an organisation’s
existing collections and databases of personal information
and to an organisation’s contractual arrangements that
existed before they came into effect.

Disclosure and privilege
In Australia legal professional privilege protects the
disclosure in proceedings of confidential communications
or documents between a lawyer and a client that are for the
dominant purpose of obtaining legal advice or are for use
in anticipated litigation. This can include communications
and documents authored and received by in-house counsel
or authored by third parties.
Under Australian law, a party can be required to give
disclosure of documents under an order for discovery made
in the course of proceedings. A party must give disclosure
of documents that are relevant to the facts in issue in the
proceedings and are not confidential or subject to a claim
for privilege. The documents must be disclosed, regardless

Australia

of whether they have the potential to adversely affect the
disclosing party’s case, or support the case of the party to
whom disclosure is made.
A document that is obtained through the process of
discovery must not be disclosed or used except for the
purposes of the conduct of the proceedings, without the
leave of the court. An exception to this is when the party
disclosing the documents has consented to disclosure or
the document has been received into evidence in open
court and as a result has become a public document. This
is provided no order for confidentiality has been made in
relation to the document.
Generally the same protection for privileged documents is
available in respect of regulatory investigations, although
there are some exceptions. Whilst regulators have quite
wide powers for gathering information, unless the
legislation which establishes their powers either expressly
or by necessary implication removes an entitlement to
claim privilege, documents are protected from disclosure.
However, even though privilege protects the documents
from disclosure, some regulators – such as is the case
with ASIC when exercising its compulsory information
and document gathering powers – require that details
to identify the privileged materials and the basis for
any claims for privilege are provided. The ACCC and the
Australian Tax Office have similar requirements.

Contacts

Lindsay Houghton
Partner
Norton Rose Fulbright Australia
lindsay.houghton@nortonrosefulbright.com
Grant Bonner
Partner
Norton Rose Fulbright Australia
grant.bonner@nortonrosefulbright.com

Norton Rose Fulbright – June 2014 23

Business ethics and anti-corruption – Asia Pacific laws

24

Norton Rose Fulbright – June 2014

Bangladesh

Business ethics and anti-corruption – Asia Pacific laws

Bangladesh

Contributed by Dr Kamal Hossain and Associates

5(1)). The PCA also criminalises the abetment to the offence
of bribery (section 165A PCA).

Transparency International (TI) rankings

The Penal Code (1860) also prohibits a public servant
from accepting a bribe (sections 161 and 165 Penal Code)
and penalises the abetment of this offence (section 165A
Penal Code).

Bangladesh is ranked 136 out of 177 on the TI CPI 2013.
Bangladesh is not ranked on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Bangladesh has ratified the UNCAC. Bangladesh is a
member of the ABD/OECD Anti-Corruption Initiative for
Asia and the Pacific and the APG.

Key anti-corruption laws
The key anti-corruption laws in Bangladesh are as follows:
• Anti-Corruption Commission Act of 2004
• Prevention of Corruption Act of 1947
• Penal Code of 1860

Sections 26 and 27 of the Anti-Corruption Commission Act
(ACCA) criminalise possession of assets which are not in
conformity with lawful sources of income of a person and
require that person to provide explanation regarding the
means of acquisition of the said property which appears to
be in excess of the disclosed income of the person.
Bangladesh’s anti-corruption laws do not have
extraterritorial application.

Compliance defence and mitigation
The PCA provides for a defence in relation to abetting the
accepting of bribes by a public official if the accused person
is induced, compelled, coerced or intimidated to offer or
give any such gratification to the public official (section
165B PCA).

• Money Laundering Act of 2009

Facilitation payments

• Money Laundering Prevention Act of 2009

Facilitation payments made to Bangladesh government
officials, even if made outside Bangladesh, may be deemed
to be an unlawful gratification and thus such facilitation
payments may be deemed to constitute bribery.

• Government Servants (Conduct) Rules of 1979.

Features of bribery offences
Bribery is penalised if the person or his or her agent
accepts, or agrees to accept, or attempts to obtain,
gratification as a motive or reward for inducing a public
servant to do or forbear from doing an official act
(Prevention of Corruption Act (PCA) (section 163)).
Bribery in Bangladesh is covered through “abetment” of a
public official to commit bribery. The PCA criminalises a
public servant accepting or obtaining gratification (other
than legal remuneration) as a motive or reward (section
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Gifts and entertainment
There are no specific guidelines or monetary thresholds
under Bangladesh laws and regulations with respect
to the acceptance of gifts or entertainment by a public
servant. However, due consideration should be given so
that the hospitality extended does not constitute criminal
misconduct, as defined by section 5 of the PCA, or does not
breach the provisions of the relevant laws in Bangladesh.
As regards gifts of intrinsic value, secretaries to the
Government or officers of equivalent status may accept

Bangladesh

gifts offered abroad or within Bangladesh by institutions or
official dignitaries of foreign government of comparable or
higher level, provided that the value of the gift in each case
does not exceed Tk 500 (US$6.5) (Rule 5 of Government
Servants (Conduct) Rules, 1979).

Corporate liability for the acts of
intermediaries
Bangladesh Companies Act, 1990 lays down the rules
under which a company is to be run by the directors and
officers. Any breach of the Act would generally be seen by
the courts as a statutory breach resulting in the prescribed
penalty. Directors or officers of a company may also be held
liable for offences under the Bangladesh Penal Code, 1860.
The definition of person under the Bangladesh Penal Code,
1860 states that the word “person” includes a “company”.
With regard to intermediaries, due diligence in the
appointment of intermediaries is advisable. The
appointment of a person mainly on the basis of the person
being a friend or relative, who could influence the decision
of an official to provide an undue advantage to the vendor,
and such an intermediary being involved in the process
leading to the sale, could amount to criminal misconduct.
The quantum of commission should not be of such
magnitude as to be considered inappropriate having regard
to the range of commission and fees normally payable in
the trade, and should be justifiable as being commensurate
to the “legitimate” services rendered. It would be prudent
for the agreement by which the intermediary is appointed
to require disclosure of any commission payable to an
intermediary and to prohibit offering by an intermediary of
anything of value to secure a business advantage.

Liability of individual directors and officers
In general terms it may be summarily stated that officers/
directors may be liable if a company violates any provisions
of the Companies Act, 1990 or if the company commits any
criminal offence under the Penal Code or under any other
law. Individual directors or officers would be penalised
through the abetment of corruption provision in the PCA.

Penalties
A public servant found to be guilty of any contravention
of the Government Servants (Conduct) Rules, 1979 shall
render himself or herself liable for disciplinary action under
the Government Servants (Discipline and Appeal) Rules,
1976. Section 161 of the Penal Code, 1860 also prohibits
public servants from taking or accepting any gratification
other than legal remuneration. The word “gratification” is
not restricted to pecuniary gratifications, or to gratifications
estimable in money. The penalty for acceptance of such
gratification is imprisonment for up to three years, or a fine,
or both.
The Penal Code, which provides for abetment of a public
servant taking a bribe, specifies that the crime of abetment
is punishable with imprisonment for up to three years, or
with a fine, or both (section 164 Penal Code).
If a public servant is found in possession of pecuniary
resources or property in excess of his or her declared
sources of income and he or she fails to submit to the
court a satisfactory explanation for the possession of such
property, the person may be sentenced to a prison term
extending up to seven years, and the property may be
confiscated to the State (section 5 PCA).

Enforcement agencies
Persons charged with offences under the Penal Code or
other relevant laws may be charged and tried through the
Bangladesh courts.
The Bangladeshi Anti-Corruption Commission (ACC),
established according to the ACCA of 2004, is the entity
responsible for lodging cases against corrupt individuals or
public officials. Section 19 of the ACCA empowers the ACC
to conduct investigations and issue arrest warrants. The
commissioners of the ACC are appointed by, and report to,
the President.
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Anti-money laundering laws

Disclosure and privilege

Money laundering is criminalised in the Money Laundering
Prevention Act (MLPA) of 2002, and revised in 2009
and 2012. The MPLA gives the Bangladesh Bank wideranging powers to take adequate measures to prevent
money laundering, monitor its incidence, enforce rules
and act as the prosecuting agency for breaches of the
MPLA. The offences criminalised by the MLPA include
the concealment of the proceeds of crime, embezzlement,
and illicit enrichment. In most cases the offences are
criminalised by imprisonment of up to three years and a
fine. In the case of public servants, the jail term may extend
to life imprisonment. The MLPA also requires specified
reporting organisations to maintain complete and accurate
information on the identity of customers, retain records
for five years after accounts have been closed, and report
suspicious transactions to the Bangladesh Bank.

Bangladesh has a concept of legal professional privilege
through the obligations of lawyers to avoid disclosure
of information gained while representing a client. The
privilege is enshrined in the Bangladesh Canons of
Professional Conduct and Etiquette, which require that
lawyers keep all professional dealings confidential. There is
no provision specifically relating to privilege in the context
of corruption investigations.

Whistleblowing
The Disclosure of Public Interest Information (Protection)
Act of 2011 provides for the protection of whistleblowers.
This Act encourages people to disclose information and
protects the identity of the whistleblower. It also prevents
criminal, civil or departmental proceedings from being
initiated against the whistleblower for disclosing public
interest-related information to the authorities

Data privacy
Bangladesh does not currently have a comprehensive
data privacy law in place. The Constitution of Bangladesh
recognises a right to privacy of correspondence and other
means of communication in Article 43, but the lack of
enforceable laws has been a source of contention. Civil
rights activists and media professionals have voiced the
need to introduce laws to protect privacy and personal
information. Certain laws may have an adverse effect
on data privacy, such as the Telegraph Act 1885 and
the Telecommunications Act 2001, as they allow for the
interception of communications albeit in the interest of
public safety.
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Brunei Darussalam

Contributed by Pengiran Izad & Lee

Transparency International (TI) rankings
Brunei is ranked 38 out of 177 on the TI CPI 2013.
Brunei is not ranked on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Brunei signed and ratified the UNCAC. Brunei is also a
member of the ADB/OECD Anti-Corruption Initiative for
Asia and the Pacific and the APG.

Key anti-corruption laws
In Brunei, the key anti-corruption laws are contained in the:
• Prevention of Corruption Act (Chapter 131) (PCA)
• Penal Code (Chapter 22), sections 161 to 165.

• any person corruptly gives or agrees to give any
gratification to any agent for that agent to do or forbear
to do any act in relation to the agent’s principal
• any person knowingly gives to an agent or an agent
using with intent to deceive his or her principal, any
receipt in respect of the principal’s affairs that is false or
defective in any material way with the intent to mislead
the principal.
Section 8 states that the acceptor of a gratification under
section 6 may be found guilty even if the purpose of the
gratification was not carried out. Section 9 provides for an
offence of corruptly procuring the withdrawal of tenders.
Sections 161 to 165 of the Penal Code relates to offences
by or relating to public servants. Section 161 makes it an
offence for a public servant or person expecting to be a
public servant to accept, obtain, agree to accept or attempt
to obtain from any person any gratification other than legal
remuneration as a motive or reward for doing or forbearing
to do any official act. Sections 213 to 214 make it an
offence to accept or give gratification for the concealment of
an offence.

The PCA penalises both active and passive corruption in the
private and public sector.

Section 10 of the PCA provides for the offence of bribery
of a member of the legislature. Section 11 of the PCA
criminalises offering or (if a member of any public body)
soliciting or accepting gratification to vote or abstain to
vote in relation to any measure, resolution or question of a
public body.

Section 5 of the PCA makes it an offence for any person to
corruptly solicit, receive, agree to receive, give, promise or
offer any gratification as an inducement or reward for any
person to do or forbear to do anything in respect of a matter
or transaction, actual or proposed; or to any member,
officer or servant of a public body doing or forbearing
to do anything in respect of any matter or transaction
whatsoever, in which the public body is concerned.

Pursuant to section 12 of the PCA, a former or current
public officer who maintains a standard of living not
commensurate with his or her present or past income, or
who is in control of assets disproportionate to his or her
present or past income commits an offence unless he or she
can provide a proper explanation to the court of how he or
she is able to maintain this standard of living or came to be
in control of such assets.

Section 6 proscribes corrupt transactions with agents
when:

Section 25 of the PCA provides a presumption that any
gratification is presumed to be corrupt unless the contrary
is proved. Under section 27 of the PCA, evidence of a
person’s assets may be used as corroborating evidence that
a person accepted or obtained or agreed to accept or obtain
any gratification, and that it was done so corruptly.

Features of bribery offences

• an agent corruptly accepts, obtains, or agrees to accept
or obtain any gratification to do or not to do any act in
relation to his or her principal’s activities
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Brunei Darussalam

Section 37 of the PCA provides that its provisions shall, in
relation to Brunei citizens, have effect outside as well as
within Brunei, such that any offence committed outside
Brunei may be dealt with as if the offence were committed
in Brunei.

Compliance defence and mitigation
There is no express defence of adequate anti-bribery
compliance procedures under the PCA.
Under section 31 of the PCA, the Attorney General as Public
Prosecutor has control over the prosecution of offences.
Adequate anti-bribery compliance or mitigation procedures
may have a bearing on the discretion of the public
prosecutor in deciding whether to prosecute directors for
the corrupt acts of a company.

Facilitation payments
Section 5 of the PCA is drafted broadly enough to make
facilitation payments to public officers in Brunei for routine
governmental action illegal and a criminal offence.
Section 37 of the PCA would make it an offence for a Brunei
citizen to make facilitation payments outside Brunei.

Gifts and entertainment
“Gratification” is defined broadly under the PCA. As
such, any type of gift or advantage may be construed as a
gratification.
The Anti-Corruption Bureau (ACB) has published a guide
entitled Good Practice, Handling of Gifts in the Public
Service, which advises public servants to refuse and report
to the ACB gifts that are given with dishonest or corrupt
intent unless the gifts are given by personal friends or
relatives who are not connected to the public officer’s
official duties.

Regulation 12 of The Public Officers (Conduct and
Discipline) Regulations made under the Public Service
Commission Act (Chapter 83) provide that officers and their
families are prohibited from receiving presents other than
from personal friends or relatives. The receipt of a present
or gift from a distinguished personage which had not been
possible to refuse without giving offence shall be reported
to the Government.

Corporate liability for the acts of
intermediaries
Companies may be held liable for corruption offences. The
PCA and the Penal Code sets out certain offences which
may be committed by a “Person”. The definition of “Person”
under the Interpretation and General Clauses Act (Chapter
4) includes, “any company or association or body of
persons, corporate or unincorporate”. However, in order for
a company to be charged for an offence, there would need
to be evidence of a corrupt or dishonest intent on the part of
the directing mind and will of the company.

Liability of individual directors and officers
Individual directors or managers of a company may be held
liable for corruption offences committed by employees or
agents of a company if it is possible to attribute a corrupt
or dishonest intent or frame of mind to such director or
manager.

Penalties
The penalty on conviction for an offence under sections 5,
6, 9, 10, 11 and 12 of the PCA is a fine of up to BND 30,000
(approximately US$24,000) and imprisonment for up to
seven years.
Section 7 of the PCA provides that where an offence under
section 5 or 6 is committed in relation to a contract or
proposal for a contract with a public body, then the penalty
is a fine of up to BND 30,000 (approximately US$24,000)
and imprisonment for up to 10 years.
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In respect of offences under sections 161 to 165 of the
Penal Code, the penalty is a fine and imprisonment for up
to seven years.

The ACB has substantial powers of arrest and investigation.
Section 20 provides that any person must give assistance to
an officer of the ACB in order to discharge his or her duties.

The punishment for both offences under sections 213
and 214 of the Penal Code is imprisonment for a term
which may extend to seven years and a fine if the offence
is punishable by death. If the offence is punishable
with imprisonment of 10 years, the offender shall be
punishable by imprisonment for a term which may extend
to three years and a fine. If the offence is punishable with
imprisonment not extending 10 years, then the offender
shall be imprisonment for a term which extends to onequarter of the longest term of imprisonment provided for
the offence or be liable to a fine, or both.

Section 22 states that any person asked to give information
to the ACB in relation to any offence is legally bound to give
such information. Section 22 makes it an offence to fail to
provide information, punishable with a fine of BND 20,000
(approximately US$16,000) and imprisonment for one year.

Enforcement agencies
Corruption offences in Brunei are investigated by the ACB.
Under the PCA, His Majesty, the Sultan of Brunei may
appoint a Director of the ACB who shall not be subject to
control or direction of any person other than His Majesty.
Section 4A of the PCA provides for the duties of the ACB as
follows:
• receive and consider any report of the commission of an
offence under the Act
• detect and investigate suspected offences, attempts or
conspiracies to commit offences under the Act
• examine the practices and procedures of public bodies
in order to facilitate the discovery of offence or to revise
such practices and procedures
• advise public bodies on of any changes in practices and
systems to reduce the likelihood of corruption
• educate the public against corruption
• enlist and foster public support in combating corruption.
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Section 23 allows officers of the ACB, upon authority from the
Public Prosecutor, to enquire into any bank accounts of any
person who is reasonably suspected of having committed an
offence. Banks are bound to provide such information.
Sections 23 A to C provide, subject to the written authority
of the Public Prosecutor, that officers of the ACB may seek
declarations from third parties as to the assets or office of
any person under investigation. There are powers to restrict
the disposal of any assets and to freeze bank accounts of
any person under investigation. Officers may also impound
passports for up to six months.

Anti-money laundering laws
Anti-money laundering legislation is contained in the
Criminal Assets Recovery Order 2012 (CARO).
Under CARO, financial institutions and designated nonfinancial businesses or professions are required to have
in place systems and procedures to adequately verify the
identity customers. There are requirements to maintain
proper records, and to maintain ongoing due diligence during
the course of a business relationship. There are obligations
to undertake enhanced due diligence in the case of high risk
customers or politically exposed persons.
There is an obligation to report suspicious transactions
under section 15 of CARO if there are reasonable grounds to
suspect that a transaction or attempted transaction involves
property related or linked to a serious offence or a money
laundering offence. Under section 16, there is an obligation
to report cash transaction of over BND 15,000 (approximately
US$12,000) in value.

Brunei Darussalam

Section 18 of CARO provides: “No criminal, civil,
disciplinary, or administrative proceedings for breach of
banking or professional secrecy or contract shall lie against
financial institutions, designated non-financial business
and professions or their respective directors, principals,
officers, partners, professionals or employees who in good
faith submit reports or provide information in accordance
with this Order.”
Section 3 of CARO makes it an offence to engage directly or
indirectly in a transaction that involves money or property
that is the proceeds of crime or to acquire, receive, convert,
possess, conceal, use, or remove from or bring into Brunei the
proceeds of crime. It is also punishable to render assistance to
any person engaging in the aforementioned acts.

Whistleblowing
Section 16 of the PCA provides that it is the duty of any
public officer to give information to the ACB of any corrupt
gift, promise or offer to provide any gratification. A failure
to do so is an offence punishable with a fine of up to
BND 500 (approximately US$400) and imprisonment for
up to six months.
Section 30 of the PCA grants a limited privilege to a
complainant of a corruption offence, and provides that no
witness shall be obliged to disclose the name and address
of an informer. However, there are exceptions to be applied
in two situations:

Data privacy
Brunei has no specific data protection laws in place.
Confidentiality may be imposed in certain circumstances by
express contractual terms or as implied by the common law.
Banks have a statutory duty of confidentiality. However, the
ACB retains the power to obtain details of bank accounts in
an investigation.

Disclosure and privilege
Communications between a client and solicitor in Brunei
are subject to absolute privilege as prescribed by the
common law. Section 24 of the PCA specifically preserves
this right, and provides that nothing in the PCA shall
require the disclosure by a legal adviser of any privileged
information, communication, book document or other
article that becomes known to a legal adviser for the
purpose of giving legal advice in relation to any proceeding
begun or in contemplation.
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• If, in any proceedings, the court after full inquiry into the
case, is of the opinion that the informer wilfully made in
his or her complaint a material statement which he or she
knew or believed to be false or did not believe to be true
• If it is the opinion of the court that justice cannot be done
between the parties without the discovery of the informer.
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Cambodia

Contributed by Bun & Associates

Transparency International (TI) rankings
Cambodia is ranked 166 out of 177 on the TI CPI 2013.
Cambodia is not ranked on the TI BPI 2011.

• Article 282 (additional penalties for bribery)
• Article 42 (criminal responsibility of legal entities),
which provides that legal entities shall be criminally
responsible for offences committed on their behalf by
their organs or representatives. Specifically, under the
Criminal Code, legal entities may be held criminally
responsible for violations of Article 279 (giving of bribes
to employees).

International anti-corruption conventions
and inter-governmental organisations

Both the Criminal Code and the Law on Anti-Corruption
apply to the public sector.

Cambodia has signed and ratified the UNCAC. It is also a
member of the ABD/OECD Anti-Corruption Initiative for
Asia and the Pacific.

Article 30 of the Criminal Code broadly defines “public
officials” as: (a) any person appointed by legal instrument
either temporarily or permanently, with or without
remuneration and, regardless of his or her status or age,
works in a legislative, executive or judicial institution;
(b) any other person who works in the public service,
including public agencies or enterprises or other public
institutions within the meaning of the laws of the Kingdom
of Cambodia. A holder of public elected office includes
senators, members of the National Assembly, municipal
councillors of the capital, provincial councillors, city
councillors, district or Khan councillors, and commune or
Sangkat councillors and any person holding public elected
office in any other capacity.

Key anti-corruption laws
In Cambodia, the primary anti-corruption statutes which
prescribe corruption as a substantive offence are the:
• Law On Anti-Corruption – promulgated on 17 April 2010
• Criminal Code – promulgated on 30 November 2009.

Features of bribery offences
The Criminal Code creates private offences for both
individuals and legal entities alike. The majority of the
bribery offences provided for in the Criminal Code target
individuals. However, under Article 42, legal entities
may be found criminally liable for the actions of their
representatives.
The bribery offences targeting individuals are:
• Article 278 (the requesting or accepting of bribes by an
employee)
• Article 279 (giving bribes to employees)
• Article 280 (bribery by a director
• Article 281 (attempting to bribe)
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Article 4 of the Law on Anti-Corruption defines public
officials as any person holding office in legislative
institutions, executive institutions, or judicial institutions,
who is appointed by legal letter, whether permanent or
temporary, whether paid or unpaid, regardless of his or
her status or age. Other persons holding public office,
including public agency or public enterprise as well as
other public institutions as stated in the law of the Kingdom
of Cambodia.
The Law on Anti-Corruption further defines foreign public
officials and judges. Foreign public officials are defined
in Article 4 as persons holding a legislative, executive, or
judicial office of a foreign country, whether appointed or
elected; and any foreigner exercising a public function
for a foreign country, including for a public agency or
public enterprise. Judges are defined as trial judges and
investigation judges.

Cambodia

The Criminal Code has extraterritorial effect in cases
based on:
• citizenship
• felonies committed against Cambodian nationals
• certain felonies committed against the Kingdom of
Cambodia, for example, counterfeiting Cambodian
bank notes.

Compliance defence and mitigation
There are no specific provisions dealing with compliance
defences under the laws of Cambodia. However, section
2 of the Criminal Code, which governs Causes of Criminal
Irresponsibility or Lessening Responsibility, provides for
several circumstances in which an individual may lesson or
mitigate his or her criminal liability. Those circumstances
are: mental disorder; authorisation by law; self-defence;
defence of necessity; and compulsion.
Additionally, the principle of “no offence if there is no
intention to commit” found in Article 4 of the Criminal
Code can also negate or mitigate criminal liability.

Facilitation payments
The Criminal Code and The Law on Anti-Corruption of
Cambodia strictly prohibit the payment of facilitation fees
to public officials (foreign or local) or officials of public
international organisations.

Gifts and entertainment
There is no specific limitation on the value of gifts that can
be given to government officials under Cambodian law.
However, the law clearly prohibits the giving of gifts of any
value for purposes of corruption. Article 4 of the Law on
Anti-Corruption defines a gift as any property or service
given to or for the benefit of a person that is not given as
a gift in accordance with custom or tradition. Further, the
Law on Anti-Corruption specifically incorporates many
provisions from the Criminal Code that prohibit the giving

of gifts to government officials in order to influence the
performance of their tasks. Therefore, the purpose of the
gift given to a government official is more important that
the value of the gift.
The custom of gift-giving is common in Cambodia and
considered acceptable within certain limits. It is also
very common to invite government officials to dinners
and banquets, especially in celebration of any holiday or
religious ceremony. In regard to giving personal property, it
is very common for foreign nationals to give a souvenir from
their respective country or even Cambodian nationals to
give a gift after returning from a trip abroad. However, gifts
of personal property given to government officials should
be kept to a nominal value in order to avoid any suspicion
or accusation of inappropriate gift-giving.

Corporate liability for the acts of
intermediaries
Under Cambodian law, companies may be liable for the
corrupt acts of their employees, subsidiaries, or agents.
Article 42 (criminal responsibility of legal entities)
provides that legal entities shall be criminally responsible
for offences committed on their behalf by their organs or
representatives. Specifically, under the Criminal Code, legal
entities may be held criminally responsible for violations of
Article 279 (giving of bribes to employees).
Article 46 of the Law on Anti-Corruption states that
companies will be liable for Corrupt Proceeds Offences,
which are defined as acts to conceal, keep or transport
any kind of goods with knowledge that they are proceeds
of corrupt acts. Therefore, a company may be liable for
the actions of its employees, subsidiaries, or agents if
it becomes involved with the proceeds of corrupt acts
prohibited by the Law on Anti-Corruption.
Additionally, as a general concept of agency law in
Cambodia, the principal is liable for the authorised actions
of his or her agent. Further, under Article 369 of the Civil
Code, a principal is liable for the unauthorised acts of his or
her agent if he or she ratifies them. Therefore, accepting the
benefit of an act of corruption could leave a company civilly
liable under the Civil Code as well.
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Liability of individual directors and officers
There is no law in Cambodia that specifically addresses the
criminal liability of directors. However, Article 391 of the
Criminal Code imposes criminal liability for breach of trust.
Breach of trust is defined as the misappropriation of funds,
valuables or other property given and received subject to
the condition of returning, redelivering, presenting or using
them in a specified way.

Penalties
The Law on Anti-Corruption and the Criminal Code both
impose specific penalties for nearly every offence under
each law. A selection of those offences and penalties
appears below:
• Both the Law on Anti-Corruption and the Criminal Code
penalise bribe-taking by a foreign public official or
official of a public international organisation with a seven
to 15 year prison term.

of judges is punishable by a prison sentence ranging from
seven to 15 years, and bribery of a witness is punishable
by a prison sentence ranging from five to 10 years.

Enforcement agencies
The primary enforcement agency charged with enforcing
the Law on Anti-Corruption is the Anti-Corruption
Institution. The Anti-Corruption Institution comprises the
National Council Against Corruption and Anti-Corruption
Unit. The primary duties of the National Council Against
Corruption are to develop strategies and policies for fighting
corruption, provide consultation and recommendations to
the Anti-Corruption Unit regarding anti-corruption work,
and oversee the operation of the Anti-Corruption Unit. The
primary duties of the Anti-Corruption Unit are to implement
the Law on Anti-Corruption, and receive and review all
complaints on corruption and take action accordingly.

Anti-money laundering laws

• Under the Law on Anti-Corruption, abuse of power occurs
when a public servant, in the course of duty, attempts to
obtain an illegal advantage. The abuse of power offence is
punishable by two to five years’ imprisonment and a fine.
If aggravated, the prison term is five to 10 years.

The Law on Anti-Money Laundering and Combating the
Financing of Terrorism (Law on Money Laundering) and
the Prakas (regulation) on Anti-Money Laundering and
Combating the Financing of Terrorism govern money
laundering in Cambodia.

• Illicit enrichment is punishable by the confiscation of the
unexplained property. If a person is required to declare
his or her assets under the Law on Anti-Corruption, but
fails to do so, he or she may be punished by a prison
sentence from one month to one year and a fine.

The Law on Money Laundering imposes customer due
diligence requirements under Article 8 on designated
reporting entities listed in Article 4. Prior to establishing
customer relations with an individual or entity, the
reporting entity shall take customer due diligence
measures, including the identification of the customer and
the verification of the customer’s identity. In identifying
customers, the reporting entity shall ascertain the name,
birthday, and address of a natural person. For legal
entities, the reporting entity shall ascertain the articles of
incorporation or registration, tax identification number,
address, and telephone number. Reporting entities shall
also ascertain the ultimate beneficial owner of any legal
entity customers. Reporting entities are also required
to conduct on-going due diligence on the business
relationships and scrutinise transactions undertaken
throughout the course of the relationship.

• Petty corruption offences are punishable under the Law
on Anti-Corruption by a prison sentence ranging from
seven days to five years.
• Under the Criminal Code, proffering bribes to a public
official is punishable by a prison sentence ranging from
five to 10 years.
• Giving bribes to employees or requesting or accepting
bribes by employees is punishable by a prison sentence
ranging from six months to two years and a fine. Bribery
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Cambodia

Reporting entities are required to monitor certain types
of transactions, such as complex, or unusually large
transactions, transactions with unusual patterns that have
no apparent or visible economic or lawful purpose, and
transactions with businesses or institutions in countries
with inadequate systems in place to prevent money
laundering. Further, under Article 12 of the Law on Money
Laundering, reporting entities are required to report
certain cash and suspicious transactions to the Financial
Intelligence Unit.
Reporting entities are required to keep all records
pertaining to their business with customers for a minimum
of five years after the account has been closed or business
relations with the person have ended.

Disclosure and privilege
In Cambodia, there are no specific laws dealing with the
concept of legal professional privilege. The Code of Ethics
for Lawyers of the Bar Association of the Kingdom of
Cambodia provides in Article 19 that lawyers have a strict
duty of confidentiality toward their client, except where
laws permit or require disclosure of information
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Whistleblowing
Cambodia does not have any specific laws on
whistleblowing and the Law on Anti-Corruption provides
only limited protection for whistleblowers. Under Article
13 of the Law on Anti-Corruption, the Anti-Corruption
Unit is charged with implementing measures to keep
whistleblowers secure. However, the Law on AntiCorruption states, in Article 41, that defamatory or false
complaints on corruption lodged with the Anti-Corruption
Unit or judges, which lead to a futile inquiry, shall be
punishable by imprisonment from one month to six
months and a fine from 1 million Riel to 10 million Riel
(approximately US$250 to US$2,500).

Data privacy
There is no general law in Cambodia governing data
privacy. However, several specialised laws related to
banking and financial institutions require customer
consent before the disclosure of customer information.
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China (People’s Republic of China, or the PRC)

Contributed by Norton Rose Fulbright LLP

• active bribery of an employee of an enterprise or
company (Article 164).

Transparency International (TI) rankings

For an active commercial bribery to constitute a criminal
offence under the PRC Criminal Law, the value of the
transaction must be relatively large:

China is ranked 80 out of 177 on the TI CPI 2013.
China is ranked 27 out of 28 on the TI BPI 2011.

• at least RMB 10,000 (approximately US$1,600) where
committed by an individual

International anti-corruption conventions
and inter-governmental organisations

• at least RMB 200,000 (approximately US$32,000) where
committed by a company or other organisation.

China has ratified the UNCAC. It is a member of ADB/OECD
Anti-Corruption Initiative for Asia and the Pacific, the FATF
and the APG.

Commercial bribery is also administratively punished
under the PRC Anti-Unfair Competition Law, which
penalises acts of unfair competition committed by private
individuals or companies:

Key anti-corruption laws

• Article 8 of the PRC Anti-Unfair Competition Law
prohibits business operators from giving business
counterparts bribes in the form of “property” or “other
means” in order to purchase or sell products in a manner
that restricts free competition.

The existing Chinese anti-bribery regime consists of a
patchwork of legislation, with some overlap between the
various regulations, which include the:
• PRC Criminal Law (which punishes criminal acts
of bribery)
• PRC Anti-Unfair Competition Law (which punishes acts
of bribery undertaken by private parties for a business
purpose)

• Under the PRC Anti-Unfair Competition Law and its
interpretations issued by the State Administration for
Industry and Commerce, the term “property” refers
to cash, assets and disguised kickbacks and may also
include benefits, such as offers of employment, free
travel or entertainment.

• internal discipline regulations of the government and
Chinese Communist Party (CCP), targeted at public
officials and CCP members.

Bribery of public officials (official bribery) is punished as a
crime under the following articles of the PRC Criminal law:

Features of bribery offences

• acceptance of a bribe by a public entity, including stateowned enterprises and other public entities (Article 387)

Both the PRC Criminal Law and the PRC Anti-Unfair
Competition Law penalise active and passive bribery in the
private sector (commercial bribery).
Commercial bribery is punished as a crime under the
following articles of the PRC Criminal Law:
• extortion or passive bribery by an employee of an
enterprise or company (Article 163)
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• acceptance of a bribe by a public official (Article 385)

• active bribery of a public official by an individual
(Article 389)
• active bribery of a public entity, including state-owned
enterprises and other public entities, by an individual or
an entity (Article 391)
• active bribery of a public official by an entity (Article 393)

China

• serving as an intermediary in the commission of an
illegal bribe to a public official (Article 392).
The key provisions relating to official bribery are contained
in Articles 385 and 389 of the PRC Criminal Law (the
Official Bribery Rules). Under the Official Bribery Rules, a
person is deemed to have committed an offence of active
official bribery if he or she has “given articles of property to
state functionaries in order to seek improper benefit”.
The offence must concern state functionaries. The term
“state functionaries” is defined in Article 93 of the PRC
Criminal Law and includes:
• persons who perform public service in state organs (eg,
the legislative, administrative or judicial bodies or the
military), in state-owned enterprises or units, or state
institutions
• such persons assigned by state-owned entities to
companies, enterprises or institutions not owned by the
state to perform public services
• other persons who perform public services according
to law.
Therefore, the definition of “state functionaries” is
relatively wide, as it not only refers to public servants and
officials but also employees of state-owned enterprises and
even non-state-owned enterprises.

Compliance defence and mitigation
There is no express defence of adequate anti-bribery
compliance procedures under key anti-corruption laws in
the PRC. However, since 2013 the PRC government has
initiated a new, comprehensive anti-corruption campaign,
targeted indiscriminately at officials, state-owned
enterprises, and domestic and foreign private companies.
All business operators will be expected to have taken
adequate measures in response to this campaign, including
codes of conduct, employee policies and trainings etc. The
absence of such measures will be viewed unfavourably
by local authorities, from both a political and legal
perspective. In practice, the implementation of bribery
prevention measures by a company may be presented to the
authorities or the courts as evidence that the illegal actions
of the company’s employees or agents were contrary to the
company’s regulations and serve to prevent a prosecution
of individuals from becoming a prosecution of the company.
The PRC Criminal Law provides an express defence for
extortion. According to Article 389, if a person gives
property to a state functionary due to extortion but does not
gain any improper benefits, he or she will not be liable for
bribe giving. Extortion is usually defined by Chinese courts
as the act of obtaining money or property from a person by
the use of force or threats.

Facilitation payments

As a result of China’s commitments under UNCAC, the
PRC Criminal Law was amended in 2011 to include the
prohibition of bribes to “foreign officials” and “officials
of international public organisations”. Companies and
individuals who provide property to a foreign official or
an official of an international public organisation for the
purpose of seeking an improper commercial benefit will be
punished in accordance with the provisions applicable to
commercial bribery under the PRC Criminal Law.

There is no facilitation payments exception under PRC law.

In accordance with Articles 6 and 7 of the PRC Criminal
Law, this provision applies to Chinese nationals both
within and outside China, and to all companies
incorporated in China (and their managers) which carry
on business overseas.

However, as clarified by the “Guidelines for Bribery
Prosecution Standards” issued by the Supreme People’s
Procuratorate on 22 December 2000, active official bribery
cases will generally only be prosecuted if the amount at
stake is over RMB 10,000 (approximately US$1,600).
Nevertheless, when the amount at stake is less than RMB

Gifts and entertainment
No specific types of gifts or gratuities are considered
permissible under the PRC Criminal Law, and theoretically
official bribery constitutes a crime regardless of the amount
at stake.
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10,000 (approximately US$1,600), the person giving the
bribe may still be prosecuted if the purpose of the bribe
was to seek illegal benefits, if the bribes were given to a
CCP or government leader, a member of the judiciary or
an administrative official, if more than three people at the
same time were bribed, or if the bribery seriously damaged
national or social interests.
The 1993 Regulations of the State Council on Giving and
Receiving Gifts in Official Functions Involving Foreigners
provided a threshold of RMB 200 (approximately US$30)
which is considered to be a safe limit and is often used as a
reference point by companies in setting the maximum gift
value in their internal compliance policies.
There are two exceptions to the general prohibition of
commercial bribery under the Anti-Unfair Competition
Law: (a) discounts or commissions to intermediaries are
permitted if they are duly recorded in the company’s
accounts; and (b) promotional goods of small value (such
as company-branded stationery) are permitted if they
accord with commercial practice.

Corporate liability for the acts of
intermediaries
In China, corporates can be held liable for the acts of
their employees, directors and officers under criminal,
administrative and civil regulations.
Under Article 30 of the PRC Criminal Law, any entity may
be an offender of a crime and be held criminally liable for
this crime accordingly. According to the Supreme People’s
Court of the PRC, any crimes committed by the officers,
employees and agents of an entity may be treated as being
committed by the entity itself, if the:
• crime is committed on behalf of the entity
• crime is committed for the benefit of the entity
• the entity gains illegal income.
Under regulations governing civil and commercial
activities, corporates may also be held responsible for
the actions of their employees, directors and officers. In
particular, Article 43 of the General Principles of the Civil
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Law of PRC provides that “an enterprise as a legal person
shall bear civil liability for the operational activities of
its legal representatives and other personnel”. Article 63
further provides that corporates shall also be liable for
acts of their appointed agents. The Interim Regulations
of the State Administration for Industry and Commerce
on Prohibition of Commercial Bribery issued by the State
Administration for Industry and Commerce provide
that: “the conduct of commercial bribery by the staff of
a business operator for the purpose of sale or purchase
of commodities shall be regarded as the conduct of the
business operator”.

Liability of individual directors and officers
Directors and officers are at risk of incurring personal
liability for bribery offences committed by the companies in
which they serve.
In the context of criminal offences, the PRC Criminal Law
pierces the corporate veil by providing that where an entity
engages in criminal activity, penalties can be imposed
on both the entity and the personnel in charge. The PRC
Criminal Law stipulates penalties for crimes committed
by companies or crimes arising from the acts of “directly
responsible person(s) in charge” and other “directly
responsible person(s)” in the course of business. Neither
directors nor officers bear criminal liability by virtue of
their office, but may be liable if they are held by the court
to be the “directly responsible person(s) in charge” or other
“directly responsible person(s)”. A person who falls within
the ambit of these two descriptions has to be judged on
a case-by-case basis, but generally speaking directors or
officers who are acting in good faith and without negligence
would not be criminally responsible for proscribed
activities in the course of performing their duties.
In the context of non-criminal offences, individual
directors and officers of a company can be held liable
for compensation to the company or the company’s
shareholder(s) if they breach their duties. The general
duties and liabilities of directors and officers are set out
in the PRC Company Law (as amended in December 2013
and in effect on 1 March 2014). Directors and officers are
required to comply with laws, regulations and articles
of association and to perform their duties faithfully
and diligently (Article 147 of the PRC Company Law).

China

The income that a director or officer may derive from
violating his or her fiduciary obligations to the company
belongs to the company (Article 148 of the PRC Company
Law). It is further stipulated that if a director or officer
violates any provision of laws, regulations or articles of
association when he or she performs his or her duties for
the company, and thus causes losses to the company or the
shareholder(s), the director or officer may be held liable to
compensate the company or the shareholder(s) (Articles
149, 151 and 152 of the PRC Company Law).

Penalties
Criminal sanctions for official bribery range from shortterm detention to life imprisonment. The courts may also
impose fines upon individuals or companies and confiscate
property.
Criminal sanctions for individuals who commit commercial
bribery range from short-term detention to imprisonment
of up to 10 years. The courts may also impose fines upon
individuals or companies, and confiscate property.
The administrative sanctions under the Anti-Unfair
Competition Law are fines ranging from RMB 10,000
(approximately US$1,600) to RMB 200,000 (approximately
US$32,000) depending on the gravity of the conduct.
Administrative authorities can also confiscate illegal
income generated through tainted business.

Enforcement agencies
The PRC Government and CCP administer several agencies
to enforce anti-bribery legislations and party regulations.
These include:
• PRC judicial bodies:
—— Supreme People’s Procuratorates
—— Supreme People’s Courts
• PRC government agencies:
—— Ministry of Public Security

—— State Administration for Industry & Commerce
—— National Audit Office of the PRC
—— PRC Ministry of Supervision
—— General Administration for Combating Embezzlement
and Bribery (under the supervision of the Supreme
People’s Procuratorate)
—— National Bureau of Corruption Prevention of the PRC
• CPC organisations:
—— CPC Central Commission for Discipline Inspection
and their local counterparts.

Anti-money laundering laws
The PRC Anti-Money Laundering Law (the AML Law) and
the PRC Criminal Law form the basic legal framework for
the prevention, monitoring, regulation, investigation and
punishment of money laundering activities in China.
Article 191 of the PRC Criminal Law criminalises the
activities of a person to conceal or disguise the proceeds
that such person knows to be sourced from certain crimes,
for example, drug-related crimes, organised crimes, terrorist
crimes, smuggling, corruption, bribery and financial
fraud. Such criminal activities include, without limitation:
providing bank accounts, assisting in converting the illegal
proceeds into cash, financial instruments and negotiable
securities; assisting in transferring the proceeds by wire
transfer or otherwise; and assisting in remitting the
proceeds abroad.
The primary targets of AML Law remains financial
institutions in China who must fulfil their anti-money
laundering obligations (including customer identification,
verification and on-going due diligence, transaction
monitoring, suspicious transaction reporting, record
keeping and internal AML control systems building). The
application of the AML Law may be extended to specified
non-financial institutions but currently only Chinese
payment institutions holding payment business permits
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and entities providing Bitcoin registration and exchange
services are required to fulfil similar anti-money laundering
obligations. Detailed implementing rules that subject other
non-financial institutions to the anti-money laundering
obligations are anticipated.

Whistleblowing
While many government institutions have set up
whistleblowing websites, hotlines or even created
whistleblowing mobile phone applications, actual
protection for whistleblowers is limited. Retaliation against
whistleblowers is not uncommon.
From a general PRC law perspective, while the right to
report illegal conducts is protected in the Constitution of
the PRC and there are laws and regulations (eg, the PRC
Criminal Law, PRC Criminal Procedure Law and certain
regulations issued by the Supreme People’s Procuratorate)
setting out certain limited protections to individuals who
report criminal activities and cooperate with the police,
such protection tends to be very general and lacks
adequate implementation.
Some local Administrations for Industry and Commerce
offer financial incentives to whistleblowers, as a reward
for disclosing valuable information on commercial bribery.
However, these incentives generally range from a few
hundred to several thousand RMB and are generally
insufficient to provide a meaningful incentive for
potential whistleblowers.

Data privacy
There is no overarching law in China to regulate the
protection of data privacy. The protection is provided
through diverse laws, regulations and local rules, including
without limitation the PRC Constitution, the PRC Criminal
Law, the General Principles of the Civil Law of the PRC,
the PRC Tort Liability Law, the Law on Resident Identity
Cards, the Postal Law, the Social Insurance Law, the PRC
Telecommunication Regulation, and the Provisions on
Protecting the Personal Information of Telecommunications
and Internet Users.
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However, there is a national standard on personal
information protection, ie, the Information Security
Technology – Guideline for Personal Information Protection
within Public and Commercial Services Information
Systems (the Guideline), which came into effect on 1
February 2013. The Guideline is not legally mandatory but
provides good practice in protecting personal data in China.
The Guideline is applicable to all kinds of organisations
and institutions (except for government agencies and
other institutions which perform public management
responsibilities) in carrying out their work to protect
personal data in information systems. According to the
Guideline, only the minimum required information is to be
collected and the consent (tacit or express depending on the
type of information concerned) of data subjects is required.
The Guideline prohibits transfer of personal information
to any overseas individual/entity in the absence of express
consent of data subjects, explicit permission based on laws
and regulations or government approval.
The PRC Telecommunications Regulations protect
communication secrets of telecom users and provides
that, other than the inspection duly made by public
security authorities, national security authorities or
People’s Procuratorates as necessary for national security
or crime investigation, no organisation or individual may
inspect the content of telecommunications for whatever
reason without consent of telecom users concerned. In
this sense, personal data transmitted to the information
system of an organisation may be protected by the PRC
Telecommunications Regulations and therefore only limited
access is permitted as mentioned above.

Disclosure and privilege
The concept of legal privilege does not exist under the PRC
law. The latest version of the PRC Lawyer’s Law (effective
from 1 January 2013) (the Amended Lawyer’s Law) has
given increased protection to lawyer-client confidential
communications but it is not equivalent to the concept of
legal privilege under the common law. Article 38 of the
Amended Lawyer’s Law imposes on a lawyer a duty to keep
the following information confidential: information which
he or she receives in the course of his or her legal practice

China

and that his or her client or other person is not willing to
disclose, except information regarding any crime being
committed or in contemplation by his or her client or other
person which would severely impair national or public
security, and/or cause serious personal injury.
Despite the foregoing, a general disclosure obligation
has been set out in the PRC Civil Procedure Law (Article
72), where “any person aware of the details of the case is
obligated to give testimony”. One interpretation would be
that PRC lawyers would not need to testify in court on a
specific fact of a civil case so far as it falls within Article 38
of the Amended Lawyer’s Law, but uncertainties exist.
For criminal cases, a new provision (Article 46) to protect
lawyer-client communications has been added in the latest
version of Criminal Procedure Law (effective from 1 January
2013). Under this Article 46, a lawyer has the right to keep
confidential information of the client obtained in the course
of his or her professional practice; but for information
regarding any crime being committed or in contemplation
by his or her client or other person which would severely
impair national or public security and/or cause serious
personal injury, the lawyer must inform PRC judicial
authorities. This is a step forward in the protection of
lawyer-client communications in China, but how far Article
46 will go in judicial practice is not clear.
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Hong Kong

Contributed by Norton Rose Fulbright Hong Kong

Transparency International (TI) Rankings
Hong Kong is ranked 15 out of 177 on the TI CPI 2013.
Hong Kong is ranked 15 out of 28 on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
The Central People’s Government of the People’s Republic
of China has declared that the UNCAC shall apply to
Hong Kong. Hong Kong is a member of ADB/OECD
Anti-Corruption Initiative for Asia and the Pacific, the
FATF and the APG.

Key anti-corruption laws
The Prevention of Bribery Ordinance (POBO) is the
primary anti-corruption legislation in Hong Kong.
The POBO is directed at the corruption of public officers
(public sector offences) and corrupt transactions with
agents which includes employees of private companies
(private sector offences).
The Independent Commission Against Corruption
Ordinance (ICACO) sets out the scope and parameters of the
Independent Commission against Corruption (ICAC), being
the principal agency responsible for tackling corruption in
Hong Kong.

Features of bribery offences
Private sector bribery offences under the POBO relate to
corrupt transactions with agents and include carrying
out the following acts without lawful authority or
reasonable excuse:
• a person offering an advantage to an agent without the
permission of his or her principal, in connection with
the agent’s performance or abstaining from performance
of any act in relation to his or her principal’s affairs or
business (section 9(2) of the POBO)
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• as an agent soliciting or accepting an advantage without
the permission of his or her principal, in connection with
his or her performance or abstaining from performance
of any act in relation to his or her principal’s affairs or
business (section 9(1) of the POBO).
The term “advantage” under the POBO is broadly defined to
include any gift, loan, fee, reward, commission (consisting
of money, valuable security, property or interest in
property), office, employment, contract, loan payment,
service or favour (other than entertainment) etc.
Public sector bribery offences under the POBO include
carrying out the following acts:
• any prescribed officer who, without permission of
the Chief Executive, solicits or accepts any advantage
(section 3 of the POBO)
• any person who, whether in Hong Kong or elsewhere,
without lawful authority or reasonable excuse offers an
advantage to a public servant or the Chief Executive, in
connection with the acts (including the performance of
or abstaining from performance of any act) in his or her
capacity as a public servant or the Chief Executive; or in
connection with his or her influence in the transaction of
any business with a public body (section 4 of the POBO)
• any public servant or the Chief Executive who, whether
in Hong Kong or elsewhere, without lawful authority or
reasonable excuse, solicits or accepts an advantage in
connection with the acts (including the performance or
abstaining from performance of any act) in his or her
capacity as a public servant or the Chief Executive; or in
connection with his or her influence in the transaction of
any business with a public body (section 4 of the POBO).
In addition, there are specific public bribery offences
relating to the giving of assistance in relation to contracts
(section 5 of the POBO), bribery for procuring withdrawal
of tenders (section 6 of the POBO), bribery in relation to
auctions (section 7 of the POBO) and bribery of public
servants by persons having dealings with public bodies
(section 8 of the POBO). It is also an offence for the chief
executive (or a prescribed officer) to be in possession of
unexplained property (section 10 of the POBO).

Hong Kong

For the purpose of the POBO, “prescribed officer” is defined
to mean any person holding an office of emolument,
whether permanent or temporary, under the Government
and any other persons stated in the POBO. “Public servant”
is defined to mean any prescribed officer and any other
employee of a public body. The POBO details a large
number of bodies which are considered “public”. These
include a number of private companies or entities that carry
out a public function in Hong Kong.
As a matter of common law, it is an offence to bribe a
person performing a public duty or for such a person to
solicit or accept a bribe. It is also an offence at common
law for a person in public office to misconduct himself or
herself in the course of his or her public duties.
Under section 4 of the POBO, any person who, “whether in
Hong Kong or elsewhere”, bribes the chief executive or any
Hong Kong public servant will have committed an offence.
Accordingly, the POBO expressly has extra¬territorial effect
with respect to the public bribery offences under this section.
The private sector bribery offences under section 9 of
the POBO do not expressly have extra-territorial effect.
However, where such an offence is committed outside
Hong Kong resulting in a flow of criminal proceeds, this
may give rise to an offence under Hong Kong’s anti-money
laundering legislation and may also trigger whistleblowing
obligations under such legislation (see below).
Bribery of foreign public officials in Hong Kong is not
specifically prohibited under the POBO. However, foreign
public officials may be caught under the broad definition
of “agent” under the POBO, which includes “any person
employed by or acting for another”. The Hong Kong Court
of Final Appeal has confirmed that it is an offence for a
foreign public official to solicit or accept an advantage in
Hong Kong without his or her principal’s informed consent
in connection with the performance or abstaining from
performance of any act in his or her capacity as a foreign
public official in a place outside Hong Kong. The rationale
underlying this decision may also extend to foreign agents.

Compliance defence and mitigation
With the exception of section 3 of the POBO which
criminalises any prescribed officers who solicit or accept

bribes without the general or special permission of the
chief executive, the substantive bribery offences under Part
II of the POBO have a built-in statutory defence of “lawful
authority or reasonable excuse”. The phrases “lawful
authority” and “reasonable excuse” are not defined in the
POBO and are not easy to construe or apply in practice.
Lawful authority, in the context of the POBO, is one that is
sourced in a positive rule of law that expressly or impliedly
empowers, countenances, or authorises the accused to
conduct in a way that would otherwise be an offence. An
excuse is a reasonable belief that one has the right to do
what one seeks to do. What amounts to “lawful authority”
or “reasonable excuse” will be fact specific and dependent
on the individual circumstances of each case.
The burden of proof in establishing the defence rests with
the accused and the question to be addressed is what
lawful justification (ie, lawful authority or reasonable
excuse) can there be for offering a bribe or for accepting
one. Commentary suggests that in practice, lawful
authority or reasonable excuse will invariably revolve
around a principal’s (express or implied) consent having
been obtained or a belief that it would, could or had been
obtained. An example of “lawful authority” is when an
undercover police officer offers a bribe as part of a police
operation. “Reasonable excuse” is an inherently vague
term, but an honest and reasonable, although mistaken,
belief in a state of facts which, if true, would create a
“reasonable excuse” defence to the charge. However, a
mistake of law could not be a “reasonable excuse”. It is
not clear whether a company’s attempts to put in place
adequate anti-corruption procedures would provide a
defence of “reasonable excuse” to the company but it may
impact the ICAC’s decision on whether to prosecute.
Section 4(3) of the POBO provides for a statutory defence
for public servants (other than prescribed officers) when an
advantage is solicited or accepted with the permission of
the public body of which he or she is an employee. Under
such circumstances, the person who offered the advantage
is also not guilty of an offence. Section 9(4) of the POBO
provides for a similar statutory defence in relation to agents
soliciting or accepting advantage with the permission of
their principals.
In addition, the Acceptance of Advantages (Chief
Executive’s Permission) Notice 2010 gives general
permissions to prescribed officers to accept certain gifts,
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loans or passages from relatives, close personal friends
and other persons in certain circumstances. An example of
such circumstance is where there are no official dealings
between the person offering the advantage and the
department or organisation for which the prescribed officer
concerned works.

Facilitation payments
The POBO does not expressly permit facilitation payments
or “grease” payments and does not provide for a statutory
defence on the basis of de minimis value of an advantage.
Hence, such payments may be caught by the offences
under the POBO. Notably, section 4 of the POBO expressly
prohibits any advantage offered to, or solicited or accepted
by, a public servant in connection with “expediting” the
performance of an act by that person in his or her capacity
as a public servant.
The POBO does not expressly prohibit Hong Kong citizens
from making facilitation payments outside Hong Kong.
However, since foreign public officials may fall within the
broad definition of “agent” under the POBO, any facilitation
payments made to such foreign public officials within Hong
Kong in connection with any acts in their capacity as a
foreign public official outside Hong Kong, may be caught by
the POBO.

US$30)) where there are no official dealings between the
persons offering the advantage and the department or
organisation for which the prescribed officer concerned
works. However, gifts must not be given on an occasion on
which the prescribed officer is acting in his or her official
capacity or by virtue of the official position he or she holds,
and specific permission must be sought by a prescribed
officer to accept an advantage other than in the limited
circumstances mentioned above.
“Entertainment” is specifically excepted from the definition
of advantage under the POBO. “Entertainment” is defined
to include food and drink for consumption on the occasion
when it is provided, as well as any other entertainment
connected with, or provided at the same time as the food
and drink. Examples of such connected entertainment
include singing and dancing at the place where such
food and drink is consumed. However, the Civil Servants’
Guide suggests that lavish, unreasonably generous or
frequent entertainment that may lead to embarrassment in
performing official duties or bring the public service into
disrepute should be refused.
The Civil Servants’ Guide also provides guidance to officers
in relation to sponsored travel in their private capacity,
entertainment on such occasions and in relation to raffle
draws at official functions.

Gifts and entertainment

Corporate liability for the acts of
intermediaries

The POBO does not provide for exceptions on the basis of
de minimis value of an advantage or that it is customary
in any profession, trade, vocation or calling to accept an
advantage. It is therefore unlikely that the fact that a benefit
was perceived to be “trivial” would prevent it from being
judged to be an advantage. When determining whether
a benefit would constitute an advantage, factors such as
the substance of the benefit, the position of the donee, the
relationship between the donor and the donee as well as any
potential resulting obligations, shall be taken into account.

Because of the way that the POBO is drafted, cases involving
a prosecution against a corporate in relation to the
substantive bribery offences set out in Part II of the POBO
committed by their employees, agents etc. are rare. Instead
prosecutions are usually brought against individuals.
Indeed, a company may suffer reputational damage as well
as financial loss due to their employees’ corrupt action.
Therefore, enforcement actions taken by the ICAC in the past
have treated body corporates as the victim and have brought
charges against the corrupt individuals concerned.

The Acceptance of Advantages (Chief Executive’s
Permission) Notice 2010 provides that a prescribed
officer may accept low value gifts (eg, traditional gifts
not exceeding HK$1,500 (approximately US$200)
and other gifts not exceeding HK$250 (approximately
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Liability of individual directors and officers
There is no express provision under the POBO that
attributes the liability of a company to its directors or

Hong Kong

officers. Generally, individual directors are unlikely to be
held vicariously liable for the acts of the company or its
employees under common law. Where individuals are the
controlling mind of the company, these individuals may be
more vulnerable to action by the ICAC and the Department
of Justice (DOJ) than the company and may be held liable for
the acts of their company which amount to offences under
the POBO. Also, individual directors and officers may be
personally liable for offences under the POBO on the basis of
their agent-principal relationship with their company.
Under the Criminal Procedures Ordinance (CPO), where a
director aids, abets, counsels or procures the commission
by the company/employees of any offences (including the
substantive bribery offences under Part II of the POBO), the
director can be prosecuted for the same offences.
Senior officers working for corporate bodies that are
regulated by the Hong Kong Securities and Futures
Commission (SFC) or the Hong Kong Monetary Authority
(HKMA) should also be aware that any corrupt acts by
them may result in disciplinary actions by the SFC or
the HKMA for falling foul of the standard set by their
respective guidelines or codes of conduct. For example,
a corrupt senior official may breach the SFC’s Fit and
Proper Guidelines in relation to their ability to carry on
the regulated activity competently, honestly and fairly, as
well as their reputation, character, reliability and financial
integrity etc.

Penalties
Maximum penalties for the above-mentioned offences under
the POBO range from fines of HK$100,000 (approximately
US$13,000) to HK$1 million (approximately US$130,000)
and imprisonment for one year to 10 years (section 12 of the
POBO). The sentencing court may also make an order for the
convicted person to make repayment of the whole or partial
amount or value of the advantage. The Hong Kong courts
have advocated the need for deterrent sentences, which
means that immediate custodial sentences are normal.
There are also penalties for failing to cooperate with the
ICAC involving fines and/or imprisonment.

Enforcement agencies
The ICAC is the principal agency responsible for tackling
corruption in Hong Kong through investigation, prevention
and community education. The ICAC is independent of
the civil service and is answerable directly to the Chief
Executive of the Hong Kong Special Administrative Region.
Pursuant to the ICACO, which sets out the scope and
parameters of the ICAC’s investigative powers and duties,
the ICAC is under a duty to investigate any alleged or
suspected offence (or conspiracy to commit an offence)
under, among other things, the POBO. In the course of an
investigation, the ICAC may, amongst other things:
• by court order, require a witness to provide information
and produce documents
• arrest and require that person to attend interviews under
caution
• by court order, require a suspect to disclose details of
property, expenditure and liabilities
• generally, with the court’s sanction, search premises
and, with or without court’s sanction, seize evidence
• by court order require a suspect to surrender his or her
travel documents.
The ICAC may, without warrant, arrest a person if it
reasonably suspects that that person is guilty of an offence
under the relevant legislation.
The ICAC has powers under the POBO to make an exparte application to the court for a restraining order
to freeze properties which may be the proceeds of a
bribery/corruption offence pending the conclusion of
the investigation or any prosecution flowing from it. A
restraining order may cover property in the possession, or
under the control, of the suspect as well as property held by
a third party for or on behalf of a suspect.
As an investigatory body, the ICAC is not able to impose any
sanction or sentence itself. A person under investigation
by the ICAC will be prosecuted by the DOJ in the Hong
Kong courts for the relevant offence(s) if the DOJ considers
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that: (a) the evidence is sufficient to justify the institution
of proceedings; and (b) the public interest requires a
prosecution to be pursued.
Apart from prosecutions, ICAC investigations sometimes
result in cautions. Cautions are administered to persons
involved in minor cases that the DOJ considers not to be
in the public interest to prosecute. The offenders involved
must have made full admissions of the offences concerned.
The ICAC also refers cases of misconduct or malpractice of
civil servants to Government departments for disciplinary
or administrative action.
In terms of prevention, the ICAC has a statutory duty to
examine the practices and procedures of Government
departments and public bodies and to secure the revision of
methods of work or procedures which may lend themselves
to corrupt practices. It is also required by law to provide
corruption prevention assistance on request to any member
of the public.

Anti-money laundering laws
Hong Kong’s anti-money laundering and counter-terrorist
financing (collectively, Anti-Money Laundering) regime
is principally made up of four ordinances: (a) the Drug
Trafficking (Recovery of Proceeds) Ordinance (DTROP); (b)
the Organised and Serious Crimes Ordinance (OSCO); (c)
the United Nations (Anti-Terrorism Measures) Ordinance
(UNATMO); and (d) the Anti-Money Laundering and
Counter-Terrorist Financing (Financial Institutions)
Ordinance (AMLO).
The DTROP, the OSCO and the UNATMO establish the
legislative framework for reporting suspicious transactions.
Under the ordinances it is an offence if a person fails to
disclose to an authorised officer (or to the appropriate
person in accordance with the internal reporting
procedures if the person was employed by a financial
institution at the relevant time), as soon as it is reasonable
for him or her to do so, his or her knowledge or suspicion
that any property (in whole or in part directly or indirectly)
represents a person’s proceeds of, was used in connection
with, or is intended to be used in connection with, drug
trafficking, an indictable offence or is terrorist property.
An “authorised officer” includes a police officer, a member
of the Customs and Excise Service and any other person
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authorised in writing by the Secretary for Justice. In
practice such reports are usually made through the Joint
Financial Intelligence Unit, a clearing house for suspicious
transactions reports operated jointly by the Police and
Customs and Excise. The substantive offences under the
POBO, whether committed in or outside Hong Kong, may
constitute indictable offences for the purposes of the
OSCO and may, therefore, trigger the reporting obligations
imposed under the OSCO.
The DTROP, the OSCO and the UNATMO also contain a
“tipping-off” offence. Under the ordinances it is an offence
if a person knowing or suspecting that a disclosure has
been made to an authorised officer, discloses to any
other person any matter which is likely to prejudice any
investigation which might be conducted following the firstmentioned disclosure.
The DTROP and the OSCO impose criminal liability for
dealing with proceeds of crime. A person commits an
offence if that person deals with any property knowing or
having reasonable grounds to believe it (in whole or in part
directly or indirectly) to represent any person’s proceeds of
drug trafficking or of an indictable offence respectively.
Whilst the DTROP, the OSCO and the UNATMO apply to
anyone in Hong Kong, the AMLO applies solely to financial
institutions (which, for these purposes, includes regulated
banks in Hong Kong, companies carrying on regulated
activities in the financial services industry and regulated
insurance companies in Hong Kong) and imposes legal
requirements regarding customer due diligence and recordkeeping, and provides relevant Hong Kong authorities such
as the HKMA, the SFC and the Commissioner of Customs
and Excise (the Relevant Authorities) with enforcement
powers. The provisions of the AMLO are supplemented by
guidelines issued by the Relevant Authorities.

Whistleblowing
Section 30A of the POBO guarantees whistleblowers
anonymity in relation to offences committed under the
ordinance. However, the right to anonymity may be revoked
in the following circumstances:
• If the courts believe that justice cannot be done without
revealing the identity of the informer.

Hong Kong

• If the whistleblower wilfully made a material statement
that was not true, or which was believed to be false.
• If the whistleblower is called as a witness to the
proceedings.
Whistleblowing is not compulsory under the POBO and
there is no provision stating that whistleblowing leads to a
reduction in the sentence of an offender, even if the act of
informing could lead to a prosecution. In practice, however,
the DOJ will take any information given by an offender into
account when considering the prosecution or proposed
sentencing of an offender.
Whistleblowing is compulsory under the DTROP, the
OSCO and the UNATMO. Under the ordinances, a person
is obliged to disclose knowledge or suspicion that any
property (in whole or in part directly or indirectly)
represents a person’s proceeds of, was used in connection
with, or is intended to be used in connection with, drug
trafficking or an indictable offence, or is terrorist property.
The steps involved in relation to the whistleblowing
obligation under the DTROP, the OSCO and the UNATMO
are summarised above.
For disclosures under the DTROP, the OSCO and the
UNATMO, the whistleblower will have the following
protections:
• no criminal liability that he or she might have under the
relevant ordinance if the disclosure is made: (i) before
doing the offending act and with the consent of an
authorised officer; or (ii) after doing the offending act, on
his or her initiative and as soon as it was reasonable or
practical for that person to make the disclosure
• no civil liability (eg, paying monetary compensation)
arising from breach of contractual or other forms of
restrictions (eg, confidentiality duties).

Data privacy
Constitutional protection of freedom and privacy of
communications is guaranteed under Article 30 of the
Basic Law of Hong Kong. It is only subject to exceptions on
grounds of public security or criminal investigations.

Statutory protection of personal data can be found in
the Personal Data (Privacy) Ordinance. It applies to both
the private and public sectors. It prohibits unnecessary
collection and unauthorised use of personal data. The
disclosure of personal data is permitted in limited
circumstances, such as for the purposes of prevention
or detection of crime and apprehension, prosecution or
detention of offenders.

Disclosure and privilege
The general rule in court proceedings is that each party
has a continuing and mutual duty to disclose to the other
parties all documents (whether favourable or unfavourable)
in its possession, custody or power that are relevant to the
issues in dispute in the proceeding. However, privileged
documents are not subject to the disclosure duty.
Legal professional privilege, as recognised in Hong Kong
law, encompasses legal advice privilege and litigation
privilege (together LPP).
Legal advice privilege extends to confidential
communications between a client and his or her legal
adviser for the purpose of obtaining or giving legal advice.
The legal adviser must be acting in his or her professional
capacity, whether in private practice or in-house. It extends
to the “continuum of communications” between a client
and his or her legal adviser, ie, the information that is
passed by the legal adviser or client to the other as part of
this continuum aimed at keeping both informed so that
advice may be sought and given as required.
Litigation privilege extends to confidential communications
between a legal adviser and third party or between a
client and a third party, where the dominant purpose is to
obtain legal advice or information for use in the conduct of
litigation which is existing or in contemplation at the time.
In regulatory investigations, the extent of disclosure duty
is determined by the statutes and rules applicable to the
particular regulatory authorities. For instance, a party
that is subject to a SFC investigation may claim LPP over
confidential documents. Such LPP may be waived by the
party concerned on a voluntary basis. A party’s refusal to
accept a request for waiver of LPP made by the SFC is not
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considered as a failure to cooperate or an aggravating factor
in assessing disciplinary sanction. It is worth noting that
partial waiver of privilege is recognised under Hong Kong
law. It follows that in a regulatory investigation, documents
that were initially protected by LPP but provided to a
regulator for the specific purpose of such investigation
on the basis of a waiver, may be protected from disclosure
to third parties where the purpose is outside the scope of
the investigation.
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India

Contributed by Amarchand & Mangaldas
& Suresh A Shroff & Co

Transparency International (TI) rankings
India is ranked 94 out of 177 on the TI CPI 2013.
India is ranked 19 out of 28 the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
India ratified the UNCAC in 2011 and is a member of ADB/
OECD Anti-Corruption Initiative for Asia and the Pacific,
the APG and the FATF.

Key anti-corruption laws
The primary Indian legislation dealing with the offences
of corruption and bribery is the Prevention of Corruption
Act, 1988 (PCA). The PCA criminalises the acceptance
of gratification (pecuniary or otherwise) other than the
acceptance of legal remuneration by public officials
which is paid by their employers in connection with the
performance of their duties. Aiding and abetting the
commission of bribery is also an offence. The provisions of
the PCA apply regardless of the location/jurisdiction of the
commission of an offence, as long as the same is committed
by a “public servant” as defined under it. Further, the PCA
creates an adverse presumption if a public servant’s assets
are disproportionate to his or her income.
The Parliament has also recently enacted the Lokpal
and Lokayuktas Act, 2013 (the LLA) to constitute
a Lokpal for the Union and Lokayukta for States to
inquire into allegations of corruption against certain
public functionaries. In terms of the LLA, each State is
required to establish a Lokayukta by law under the state
legislature. The Lokpal has the jurisdiction to inquire into
all complaints arising from the PCA against certain public
functionaries, including an incumbent or past Prime
Minister, an incumbent or past Union Minister, any person
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who is or has been a member of the Parliament, etc. The
LLA provides that after the completion of investigation with
respect to a complaint under the PCA, the Lokpal can itself
initiate prosecution against the accused and/or impose
penalties via its prosecution wing or initiate prosecution in
the special court proposed to be established to try offences
under the PCA.
The Indian Penal Code, 1890 (IPC), the primary Indian
criminal legislation, also contains provisions in relation
to criminal conspiracy that are usually invoked in bribery/
corruption cases to charge a private party with complicity
in the corruption matter along with the public servants
involved. Facilitating the commission of an offence
under the PCA as well as voluntary concealment of facts
by an illegal act or omission or the making of a false
representation that facilitates the commission of an offence
of corruption are also punishable under the IPC.
In addition to the above, several service rules and codes of
conduct regulate the conduct of public officials. They set
out disclosure obligations and thresholds for acceptance
of gifts and hospitality, etc. Examples of such codes of
conduct include the All India Services (Conduct) Rules,
1968 (AISC Rules) and the Directorate of Personal Services,
Discipline and Welfare, 2006 (Regulations for the Air Force,
1964). Various Government departments also routinely
issue lists of “do’s and don’ts”, and other procedures to be
followed by public servants.
Separately, it should also be noted that whilst the Right
to Information Act, 2005 (RTI Act) is not specifically
an anti-graft law, it is aimed at increasing transparency
of bureaucratic procedures and may thus be used to
combat corruption. The RTI Act has been enacted with
the intention of increasing governmental accountability
and transparency and provides citizens a right to secure
access to information which is under the control of public
authorities. Information as defined by the RTI Act means
any material in any form, including records, documents,
data material held in any electronic form and also includes
information relating to any private body which can be
accessed by a “public authority” (including a body owned,
controlled or substantially financed by the Government)
under any other law for the time being in force.

India

Features of bribery offences

Facilitation payments

The PCA is primarily directed at public officials. The
PCA uses the term “public servant” which includes any
person in the service or pay of the Government, local
authority, Government corporation, any person related
to administration of justice, any person empowered to
conduct elections, any person appointed to perform public
duty, any office bearer of Government aided cooperative
society or an employee of any service commission or a
member of any university etc.

There is no prescribed statutory defence in India in the
nature of de minimis exceptions, with respect to facilitation
payments or “speed money”. As a result, any payment
made or benefit provided to a public servant with the intent
to influence the public servant in his or her official capacity
or expedite an official process would amount to bribery and
an offence under the PCA.

As indicated earlier, the PCA only deals with bribery
of public servants and does not extend to bribery or
corruption in the private sector, ie, where a public servant
is not involved. That said, a private person/entity will be
liable for inducing a public servant to commit an act that
is prohibited by the PCA, by corrupt or illegal means or by
exercising personal influence.
The provisions of the PCA would apply wherever an offence
is committed. This may be construed as an extra-territorial
application of the PCA in a limited manner.

Compliance defence and mitigation
The PCA, in itself, does not lay down any provision to
mitigate an offence of bribery. Indeed, the abetment of
bribery is an offence under the PCA, and as such, it is
generally accepted that the person offering a bribe to
a public officer is in the nature of an accomplice in the
offence of accepting illegal gratification.
However, the courts in India have distinguished between
different categories of bribe givers based on the intention
and the degree of complicity of the bribe giver. For example,
offering a bribe under a threat of loss or harm may be
considered to be a mitigating factor, depending upon the
facts and circumstances of each specific case. In order to
determine the culpability of the bribe giver, the court will
consider the extent and nature of such person’s complicity
in the commission of the offence, which may vary having
regard to the facts and circumstances of the case.

With respect of bribery of foreign officials, there is currently
a bill entitled the Prevention of Bribery of Foreign Public
Officials and Officials of Public International Organisations
Bill, 2011 pending before the Parliament. This Bill aims
to prohibit acceptance or solicitation of bribes by foreign
public officials and officials of public international
organisations for acts or omissions in their official capacity
as well as to prohibit offering or promising to offer a bribe
to foreign public officials or officials of international
organisations for obtaining or retaining business.

Gifts and entertainment
Whilst the PCA does not specifically deal with gifts and
entertainment of public officials, there are various service
rules, such as the Central Civil Services (Conduct) Rules,
1964 (CCSC Rules) and the AISC Rules, which govern the
conduct of public servants and prescribe monetary limits
for acceptance of gifts. If the value of these gifts exceeds
the given limits, they would need to be reported to the
Government. In addition to the CCSC Rules and AISC Rules,
there are also various service rules, ie, codes of conduct
applicable to employees of the State Governments.
There are various types of public servants in India. Within
these, the two broad categories are:
• All India Services (AIS)
• Central Civil Services (CCS).
The AISC Rules codify the conduct rules applicable to those
public servants who are members of the AIS and are the
principal public servants and hold important positions in
the Government and its departments.
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The CCSC Rules apply to persons who are appointed to a
civil service or post in connection with the affairs of the
Central Government (Government servant), but they do not
apply to public servants who are covered by the AISC Rules
or railway officials (who although appointed under the CCS
are subject to different rules).
As a general rule, public servants are prohibited from
accepting lavish hospitality or frequent hospitality from any
individual, industrial or commercial firms, organisations,
etc., having or likely to have official dealings with such public
servant. The term “gift” is defined by the AISC and the CCSC
Rules to include “free transport, free boarding, free lodging or
any other service or pecuniary advantage when provided by
a person other than a near relative or personal friend having
no official dealings with the member but does not include a
casual meal, casual lift or other social hospitality”.
The AISC Rules prohibit a member of AIS from generally
accepting any gift exceeding a prescribed value without
the sanction of the Government. The main criteria to be
followed in deciding whether a member of the AIS, or a
member of his or her family, should be permitted to retain
a gift would be whether it has been inspired by his or her
official position and also whether it is likely to influence
him, either immediately or prospectively in the discharge of
his or her official duties.
Similarly, Government servants governed by the CCSC
Rules are also required to obtain Government sanction,
before accepting any gifts from any other firm, if the value
of the gift exceeds certain prescribed thresholds. Such
Government servants are also prohibited from accepting
offers of the cost of passage to foreign countries and
hospitality by way of free board and lodging there, if
such offers are made by foreign firms contracting with
the Government either directly or through their agents or
representatives in India.

Corporate liability for the acts of
intermediaries
In terms of several judicial decisions rendered by courts
in India (Standard Chartered Bank v Directorate of
Enforcement (2005) 4 SCC 50, Iridium India Telecom Ltd v

60

Norton Rose Fulbright – June 2014

Motorola Inc (2011) 1 SCC 274), a company would be liable
to be prosecuted and punished for criminal offences and
no immunity would be available from prosecution merely
because the prosecution is in respect of offences for which
the punishment prescribed is mandatory imprisonment.
As such, the criminal liability of a company may arise from
the acts of its officer or agent, assumed to be done by him or
her when exercising authorised powers and without proof
that his or her act was expressly authorised or approved by
the company.
Further, a company may also be liable for the acts of
misfeasance and nonfeasance of such of its agents/actors
who are said to be substantially in control of the affairs
of such company. The question of control is essentially
one of fact, unless such acts are outside the scope of the
employment of the agent/employee or have not been
authorised by the company.

Liability of individual directors and officers
The PCA does not specifically impose liability on directors
and officers of a corporate entity for the commission of an
offence of corruption by a company. However, as indicated
above, the abetment of bribery of public servants is also
an offence.
Ordinarily, the director of a company would be liable for
offences of the company only when the said director was
in charge of the affairs of the company and responsible
for the conduct of its business. The Companies Act, 2013
enshrines the concept of an “officer in default” who shall
be liable for the acts of the company to any punishment or
penalty whether by imprisonment, fine or otherwise and
shall include within its ambit a whole time director, key
managerial personnel etc.
An officer in default is specifically held to be liable in
cases where such officer is aware of the contravention of
the provisions of the legislation by virtue of receipt of any
proceedings or any participation without objecting to the
same. That said, if such officer is able to establish that he
or she acted honestly and reasonably, he or she may be
exonerated in certain circumstances.

India

Penalties
The PCA envisages the imposition of a penalty of
imprisonment for a term of between six months and
seven years and a fine. Specifically, for repeated offences,
imprisonment for a term of between two and seven years
and a fine may be imposed.
Under the IPC, bribery is punishable with imprisonment
for a period of up to one year, or a fine, or both. “Criminal
breach of trust” committed by a public servant is
punishable with imprisonment for life, or simple/rigorous
imprisonment which may extend to 10 years, or a fine.
“Criminal breach of trust”, as per the IPC, is the dishonest
misappropriation or use of property entrusted to a person
in violation of any direction of law prescribing the mode in
which such trust is to be discharged, or of any legal contract
entered into by such person, express or implied. The
abetment of offences under the IPC is punishable as though
the person who abetted the offence had committed it.

The CBI has been constituted under the DSPE Act. The
Anti-Corruption Division of the CBI inter alia investigates
cases of corruption, bribery and serious departmental
irregularities against public servants under the control of
the Central Government, public servants working in public
sector undertakings, etc. In terms of the DSPE Act, the CBI
has all the powers, duties, privileges and liabilities that
police officers have in connection with the investigation of
offences.
Pursuant to the LLA, the Central Government is required
to constitute special courts as recommended by the Lokpal
and every State is also required to establish a body known
as Lokayukta within a period of one year from the date of
the LLA. The Lokpal shall have powers of superintendence
over any agency including the DSPE, to whom the
investigation has been given or to dispose of the case in any
particular manner. Any officer of the DSPE investigating
a case referred to it by the Lokpal shall not be transferred
without prior approval of the Lokpal.

Enforcement agencies

Anti-money laundering laws

The operation of the above anti-corruption legislation is
supported by the following key statutes:

The Prevention of Money Laundering Act, 2002 (PMLA)
is the principal Indian legislation to combat money
laundering. The PMLA and the rules notified under its
provisions came into force with effect from 1 July 2005.

• Central Vigilance Commission Act, 2003 (CVC Act)
• Central Bureau of Investigation (CBI) constituted under
the Delhi Special Police Establishment Act, 1946
(DSPE Act)
• Lokpal and Lokayuktas Act, 2013 (LLA).
The Central Vigilance Commission Act, 2003 governs the
Central Vigilance Commission (CVC) which is the apex anticorruption enforcement institution in India, monitoring
all vigilance activity and advising in respect of execution
of vigilance work pertaining to the Central Government.
The CVC is empowered to inquire into offences under the
PCA. All proceedings conducted by the CVC are deemed to
be judicial proceedings and the CVC has all the powers of
a civil and criminal court with respect to the proceedings
conducted by it.

The PMLA defines the offence of money laundering
to include being involved “in any process or activity
connected with the proceeds of crime and projecting it as
untainted property”.
The offence of money laundering is punishable with
rigorous imprisonment for a term ranging from three to
seven years and a fine up to INR 5 lakhs (approximately
US$8,200). For certain offences, the penalty may be
enhanced to imprisonment for up to 10 years.
The PMLA requires every banking company, financial
institution and intermediary to verify and maintain the
records of the identity of all its clients in strict compliance
with the notifications issued in this regard. Further, it
mandates maintenance of records by such financial
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intermediaries in a prescribed manner and requires the
reporting of information pertaining to inter alia suspicious
transactions, including cash transactions in excess of
certain prescribed thresholds, all cash transactions where
forged or counterfeit currency notes or bank notes have
been used as genuine, etc.

Whistleblowing
The Whistleblower Protection Bill, 2011 (the Bill) aims to
promote and protect the interest of whistleblowers and
has been approved in both the Houses of the Parliament
and Presidential assent is currently pending. In terms of
the Bill, any public servant or any other person including a
non-governmental organisation may make a public interest
disclosure to the CVC or the State Vigilance Commission or
the High Court including in relation to the commission of,
or an attempt to commit, an offence under the PCA.
The Bill seeks to establish a mechanism to receive
complaints relating to disclosure on allegations of
corruption, misuse of power against any public servant, to
inquire into such disclosure and provide safeguards against
the victimisation of the complainant.
The Bill also envisages a punitive mechanism in cases inter
alia of not furnishing a report within the specified time (or
a mala fide refusal to do so) in the prescribed manner or
submitting a report knowing that it is incomplete, incorrect
or misleading. In such an event, a penalty of INR 250 to INR
50,000 (approximately US$4 to US$825) may be imposed.
In cases where the organisation or official has knowingly
given an incomplete, incorrect or misleading or false report
or destroyed records or information that was the subject
of the disclosure or obstructed the furnishing of a report
in any matter, a penalty of INR 50,000 (approximately
US$825) may be levied.

Data privacy
The protection of personal data and information is
regulated by Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal
Data or Information) Rules, 2011 (Information Security
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Rules) made in exercise of the powers conferred by the
Information Technology Act, 2000. The Information
Security Rules apply to companies, firms, associations
of individuals engaged in commercial or professional
activities and mandate the provision of a privacy policy for
handling of or dealing in personal information including
sensitive personal data or information, which is defined
by the Information Security Rules to include financial
information, biometric information, etc. The Information
Security Rules prohibit the collection of information unless
necessary for a lawful purpose.
Further, information so collected cannot be shared with
a third party without seeking prior permission from the
provider except (and subject to compliance with certain
prescribed conditions) where the information needs to be
shared with Government agencies mandated under the
law to obtain information for the purpose of verification of
identity, detection, investigation, etc.
Besides the above mentioned Information Security Rules,
the Privacy (Protection) Bill, 2013 is also currently under
consideration by the Parliament. This Bill when enacted
will have an overriding effect on all the existing provisions
related to privacy.

Disclosure and privilege
The laws on attorney client privilege are set out in the
Indian Evidence Act, 1872 (Evidence Act). Specifically,
lawyers are prohibited from disclosing communications
made to them in the course of and for the purpose of their
employment. Lawyers are further barred from stating the
contents or conditions of documents with which a lawyer
has become acquainted during the course of his or her
employment. It also protects a client from being compelled
to disclose any confidential communication with his or her
legal professional adviser.
The applicability of the Evidence Act extends to all judicial
proceedings in or before any court. A “judicial proceeding”
refers to any proceeding in the course of which evidence is
or may be legally taken on oath or in which any judgment,
sentence or final order is passed on recorded evidence or
one where judicial functions are being exercised.

India

Additionally, governmental and regulatory authorities
are typically granted the power to conduct inquiries,
investigations, inspections and searches and in relation
to the same, the power to compel the production of
documents or to seize documents that may be found in the
course of such searches. These include direct and indirect
taxation authorities, authorities under the Securities and
Exchange Board of India Act, 1992 and Foreign Exchange
Management Act, 1999, and the CVC Act. However,
these investigations, inquiries, inspections and searches
conducted by the governmental/regulatory authorities do
not fall within the purview of “judicial proceedings” and
consequently, privilege cannot be claimed before these
authorities.
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Indonesia

Contributed by Susandarini and Partners
(associate office of Norton Rose Fulbright Australia)

• is given in connection with the government official’s
power or authority

Transparency International (TI) rankings

• is accepted with knowledge that the purpose of the gift is
to persuade the government official to act or omit to act
in contravention of his or her duty

Indonesia is ranked 114 out of 177 on the TI CPI 2013.
Indonesia is ranked 25 out of 28 on the TI BPI 2011.

• causes a loss to the state finances or the national
economy.

Indonesia has ratified the UNCAC. It is also a member of
the ADB/OECD Anti-Corruption Initiative for Asia and the
Pacific and the APG.

Article 16 of the Indonesian Anti-Corruption Law refers
to the extraterritorial application of the law by providing
that any person or corporation outside of the jurisdiction
of the Republic of Indonesia committing corruption in
contravention of the Indonesian Anti-Corruption Law will be
sanctioned to the same degree as any person or corporation
committing corruption within the Indonesian jurisdiction.

Key anti-corruption laws

Compliance defence and mitigation

In Indonesia, the primary anti-corruption statute which
prescribes corruption as a substantive offence is Law No.
31 of 1999 on the Eradication of Crimes of Corruption,
as amended by Law No. 20 of 2001 (Indonesian AntiCorruption Law).

Law No. 30 of 2002 on the Corruption Eradication
Commission (Korupsi Pemberantasan Tindak Pidana
Korupsi or KPK) may consider certain types of gratification
as a fee, in which case the KPK will regard it as a state
asset. However, the gratification must first be reported to
the KPK by the public official receiving it. In the event the
gratification is considered to be peripheral in nature, it can
be returned to the public official.

International anti-corruption conventions
and inter-governmental organisations

Features of bribery offences
The primary objective of the Indonesian Anti-Corruption Law
is to regulate and prevent public officials from committing
corrupt acts. Articles 2 and 3 make it an offence to bribe to
obtain profit for oneself, another person or a corporation or
to abuse the authority, facilities or other means available
as a result of one’s rank or position in a manner that is
detrimental to state finances or the national economy.
The portions of the Indonesian Anti-Corruption Law that
relate to bribery offences are Articles 5, 11, 12 and 13. These
articles impose criminal liability on a government official
who accepts, and on the party who provides, a gift that:
• is made to encourage the government official to do
something or not to do something which contradicts his
or her obligations
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Additionally, if a government official forcefully demands the
payment of a bribe, it can be classified as the criminal offence
of extortion by government officials and is regulated under
Article 12(e). Article 12(e) prohibits a government official or
state organizer from misusing his or her authority to force
someone to give something of value in violation of the law.
The sanction for a violation of Article 12(e) is imprisonment
for a period of 4 to 20 years and a fine ranging from
IDR 200,000,000 (US$17,200) to IDR 1,000,000,000
(US$86,000).

Facilitation payments
There are no provisions authorising facilitation payments.
However, the Ministry of Finance Regulation No. 113/

Indonesia

PMK.05/2012 on Business Trips by State Officials, Civil
Servants, and Temporary State Officials describes certain
limitations. Every business trip shall satisfy the principles
of selectivity, state-budget availability, efficiency and
accountability.

corporation, either alone or jointly, when representing the
company. The directors or other authorised representatives
can be prosecuted in such circumstances.

Gifts and entertainment

Under the Indonesian Anti-Corruption Law, the court may
impose the following penalties:

The Indonesian Anti-Corruption Law provides that any
gift to a public official must first be approved by the KPK.
Any undisclosed gift is deemed an offence (Article 12B and
Article 12C). If the amount is more than IDR 10 million
(US$860), the recipient must prove that the gratification
is not a bribe. If the amount is less than IDR 10 million
(US$860), the public prosecutor has the burden of proving
that the gratification is a bribe. The KPK has the authority
to determine whether the recipient may retain the gift or
whether the gift is a state asset.
The Indonesian Anti-Corruption Law does not deal
specifically with hospitality payments, eg, where an
individual or a business entity pays for accommodation,
food or beverages for a public official.

Corporate liability for the acts of
intermediaries
A corporation can be held liable for bribery offences
where the corrupt act is committed by or on behalf of the
corporation (Article 20(1)). The Indonesian Anti-Corruption
Law does not expressly state that a corporate may be liable
for corrupt acts of its subsidiaries, employees and third
parties. However, a broad interpretation of the wording in
Article 20(1) highlights that anyone helping a corporation,
whether a subsidiary, employee or any third party, may be
punished under this law.

Liability of individual directors and officers
Article 20 provides that managers can also be held liable
for the bribery offences committed by their company
(eg, members of the Board of Commissioners or Board of
Directors) in the context of either a working relationship or
other relationships, undertaken within the environs of the

Penalties

• a fine ranging from IDR 50 million (US$4,300) to IDR 1
billion (approximately US$86,200)
• imprisonment for up to 20 years
• in extreme circumstances, life imprisonment or the
death penalty.

Enforcement agencies
The main Government agency that enforces the Indonesian
Anti-Corruption Law is the KPK. The KPK coordinates with
and supervises other authorised agencies in the eradication
of bribery and corruption, conducts investigations and
prosecutes bribery offences, takes any actions to prevent
bribery, and monitors governance and the state budget.
The Indonesian Police and the Public Prosecutor are the
primary state agencies that prosecute any crime against
Indonesian law as set forth in the Indonesian Criminal Code,
and under the Prosecutor’s Law may also investigate and
prosecute bribery offences.
The Legal Mafia Eradication Task Force (Satuan Tugas
Pemberantasan Mafia Hukum or Satgas Mafia Hukum),
which is regulated by Presidential Decree No. 37 of 2009,
coordinates, evaluates, revises and monitors enforcement of
the duties of state officials, including bribery offences.
The Indonesian Financial Transaction Reporting and Analysis
Center (Pusat Pelaporan dan Analisis Transaksi Keuangan
or PPATK) cooperates with other countries to eradicate
international organised crime, including money laundering,
and other criminal acts. Specifically, the PPATK tracks the
money flowing from corruption and bribery offences.
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Anti-money laundering laws
Under Law No. 8 of 2010 on Prevention and Eradication
of Money Laundering Crimes (the AML Law), Indonesia’s
financial intelligence unit has a full range of anti-money
laundering regulatory and supervisory powers, including
the power to sanction. The AML Law also authorises the
KPK, customs office, National Narcotics Agency and the
Taxation Directorate General to investigate cases of money
laundering along with the national police. Under the AML
Law, KPK detectives have access to financial intelligence
reports processed by the PPATK.
The provisions in the AML Law also enhance the PPATK’s
powers of investigation, allowing it to freeze transactions
as well as to collate, analyse and disclose suspicions of
money laundering. Financial service providers are subject
to a new reporting threshold under the AML Law. Financial
institutions must report to the PPATK any cross border
financial transaction and international fund transfer
instructions to the PPATK with a minimum value equivalent
to IDR 500 million (US$43,100), regardless of whether
there are any grounds for suspicion.

Whistleblowing

governance in BKPM. If any BKPM officials or members of
the public have information about bribery occurring within
BKPM, they should report it to the complaints handling
team to receive protection.

Data privacy
Data privacy is protected by the Indonesian Constitution
and Law No. 11 of 2008 regarding Electronic Information
and Transactions (Law 11/2008). Article 26 states that the
owner shall be informed of and approve the use of his or
her personal data.

Disclosure and privilege
In relation to bribery offences, Article 41(2) of the
Indonesian Anti-Corruption Law entitles the public to
access, obtain, and provide information regarding suspicion
of acts of corruption. Law No. 14 of 2008 on Disclosure
of Public Information (Law 14/2008) provides that in
corruption or bribery cases, personal data or information
should be disclosed to the corruption enforcement agencies
(KPK, the police, or the public prosecutor) upon request,
with the approval of the President.

Although no single piece of legislation refers to or deals
with the protection of whistleblowers, Law No. 13 of 2006
on the Protection of Witnesses and Victims (Law 13/2006)
provides the basis for their protection. Under Law 13/2006,
the Witness and Victim Protection Institution (Lembaga
Perlindungan Saksi dan Korban or LPSK) may be assigned
and authorised to provide protection and other rights for
witnesses and/or victims. While Law 13/2006 was designed
to protect court witnesses and does not grant anonymity to
whistleblowers, LPSK can, in certain cases, give witnesses
and/or victims a new identity and/or domicile.

In accordance with Law 11/2008, the KPK is granted
access to personal data for the purpose of obtaining
relevant information about bribery offences or acts of
corruption, provided this is done appropriately and with full
responsibility, professionalism, and additional precautions.

For offences in the investment sector in Indonesia, Head
of the Indonesian Investment Coordinating Board (Badan
Koordinasi Penanaman Modal or BKPM) Regulation No. 5
of 2013 regarding Whistleblower System for Corruption in
BKPM, protects whistleblowers in respect of corruption or
bribery offences within the BKPM in order to create good
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Japan

Contributed by Nishimura & Asahi

Transparency International (TI) rankings
Japan is ranked 18 out of 177 on the TI CPI 2013.
Japan is ranked 4 out of 28 on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Japan has ratified and implemented the OECD Anti-Bribery
Convention and signed the UNCAC. Japan is also a member
of the ADB/OECD Anti-Corruption Initiative for the Asia and
the Pacific, the FATF and the APG.

Key anti-corruption laws
In Japan, there are two key statutes relating to anti-bribery:
• Unfair Competition Prevention Act (Act No 47 of 1993)
(UCPA)
• Penal Code (Act No 45 of 1907) (Penal Code).

Features of bribery offences
Private sector bribery is not currently an offence under the
Penal Code. However, the Companies Act punishes the
giving of a bribe to, or acceptance of a bribe by, a director
or auditor, the giving or acceptance of a bribe in relation
to the exercise of rights of shareholders and the giving of
benefits by a director or auditor at the cost of a company
or its subsidiaries. In addition, the Financial Instruments
and Exchange Act punishes the giving of a bribe to, or the
acceptance of a bribe by, an officer or official of a financial
instruments business operator. The Bankruptcy Law
punishes giving a bribe to, or acceptance of a bribe by, a
trustee in bankruptcy.
The Penal Code penalises the offering of a bribe to
domestic public officials and persons to be appointed
public officers as well as the acceptance of the bribe by the
aforementioned persons. Officers of specific organisations
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are regarded as public officials according to the specific
statutes. Examples include officers of independent
administrative corporations, the Bank of Japan, Japan Bank
of International Cooperation, Japan Post Co Ltd etc. Bribery
of these officials is punishable under the Penal Code.
The UCPA criminalises the bribery of foreign public
officials. There are no legal presumptions about corrupt
intent under UCPA.
The UCPA is applicable to Japanese nationals who commit
the foreign bribery offence outside the territory of Japan. The
bribery provisions from Articles 197 to 197(4) of the Penal
Code are applicable to a Japanese public officer who commits
bribery offences outside of Japan. Article 198 criminalises
the making of a bribe within the territory of Japan.

Compliance defence and mitigation
It is broadly accepted that with respect to the imposition
of penalties for legal persons, negligence of a legal person
in the appointment and oversight of the perpetrating
employee etc. would be presumed and, in the absence
of proof of such caution having been exercised, the legal
person may not be exempted from criminal liability.
Such caution should be exercised as necessary to prevent
violation, which is not sufficient if it is in the form of
general and abstract advice. It has to take the form
of proactive and specific instruction etc. for violation
prevention purposes, in order for the exemption from the
criminal responsibility of legal persons to be admitted
due to the non-existence of negligence (see “Guidelines
to Prevent Bribery of Foreign Public Officials”, Ministry of
Economy, Trade and Industry, pp 24-25).
Threat or duress could serve as a defence for making a
bribe. However, Japanese courts would accept such a
defence only when the payer of the bribe is deprived of the
freedom to make a decision due to the threat or duress.

Facilitation payments
The Penal Code does not allow officials to receive
facilitation payments.

Japan

The UCPA does not expressly allow citizens to give
facilitation payments. However, where a small facilitation
payment is made in order to expedite a routine
administrative service, this would not be considered an
improper business advantage.

Gifts and entertainment
The Ethics Act has established a gifts register and requires
middle and senior level public officials to disclose gifts in
excess of 5,000 yen (under US$50). Japanese statutes do
not provide a minimum threshold for a bribe.
The Ethics Act and the Ethics Code serve as a reference for
the gifts and entertainment that public service officials
shall not receive.

Corporate liability for the acts of
intermediaries
Japanese corporations, as distinct from natural persons, are
not directly subject to the Japanese criminal anti-bribery
laws, though they may be if they procure acts of bribery by
their employees or fail to put in place adequate measures to
prevent bribery by their employees.
In particular, Article 22 of the UCPA provides that where
a representative, agent, employee or any other staff of a
legal person has committed a violation in connection with
an operation for the said legal person, a fine not exceeding
300 million yen (approximately US$3 million) will be
imposed on that legal person.

Liability of individual directors and officers
The directors of a Japanese company that is liable to a fine
under the UCPA or the Penal Code would not be personally
liable for that fine or be liable to a direct fine under the
UCPA or the Penal Code simply as a consequence of holding
office. However, if the directors allow bribes to be made by
the people working for them and the bribes are actually
made, the directors might be deemed as conspirators to the
bribery and be held liable as conspirators.

Directors of Japanese companies can be held liable under
the Companies Act (Act Number 86 of 2005) for the acts
or omissions of the company if such actions or omissions
result from their negligence (ie, if it could be deemed to be
a breach of their fiduciary duty which includes the duty
to monitor the actions of other directors). The fiduciary
duties under the Companies Act apply only to directors of
Japanese companies; they are not applicable to the acts of
directors of non-Japanese companies, even if such acts take
place within Japan and the directors are Japanese nationals.
Incoming directors are not liable for past actions of the
appointing company unless they incur liability through
their own actions or inaction, eg, by breach of fiduciary
duty in failing to cure a known past wrong.

Penalties
Natural persons convicted of foreign public official bribery
under the UCPA can be punished with a maximum five
years’ imprisonment, a maximum fine of 5 million yen
(approximately US$50,000), or both.
Under the Penal Code, a public officer or arbitrator who
accepts, solicits or promises to accept a bribe in connection
with his or her duties shall be punished by imprisonment
for a maximum of five years, and when the official agrees
to perform an act in response to a request, imprisonment
for not more than seven years (Article 197(1) Penal Code).
When a person to be appointed a public officer accepts,
solicits or promises to accept a bribe in connection with a
duty to be assumed agrees to perform an act in response to
a request, the person shall be punished by imprisonment
for not more than five years in the event of appointment
(Article 197(2) Penal Code).
Under Penal Code Article 197(3), when a public officer
in consequence of a bribe acts illegally or refrains from
acting in the exercise of his or her duty, imprisonment for a
definite term of not less than one year shall be imposed.
Article 198 of the Penal Code provides that a person who
gives, offers or promises to give a bribe provided for in
Articles 197(1) through 197(4), shall be punished by
imprisonment for not more than three years or a fine of not
more than 2.5 million yen (approximately US$25,000).
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Enforcement agencies

Disclosure and privilege

Police agencies normally investigate bribery cases and
the public prosecutors would indict the accused in these
bribery cases. For some bribery cases which include
highly ranked officials, public prosecutors would directly
investigate the cases.

There is no concept of legal professional privilege in Japan.
However, confidentiality of the information communicated
between defence counsel and detained clients is protected
under the Code of Criminal Procedure. Under this rule,
defence counsel can communicate with the defendant
in private without the presence of other persons (such as
police officers or officers of detention facilities). However,
authorities can seize documents or other evidence that
relates to communications between the defendants and their
counsel if the authorities obtain a warrant from a judge.

Anti-money laundering laws
The Act on Prevention of Transfer of Criminal Proceeds
(Act No 22 of 2007) applies to specified entities such as
banks, insurance companies, lawyers and accountants, in
connection with benefits or money received from organised
crime or drug related crimes. Such specified entities
have duties to confirm the identity of customers when
conducting certain dealings as stipulated in the Act, and to
create and keep a record of customers’ identities and deals.

Whistleblowing
The Whistleblower Protection Act (Act No. 122 of 2004)
provides comprehensive protection for whistleblowers. This
protection includes the nullification of the whistleblower’s
dismissal and the prohibition of disadvantageous
treatment, such as a demotion or reduction in salary, if
these effects are a result of whistleblowing.

Data privacy
Japan’s Protection of Personal Information Act provides that
restrictions on the treatment of personal information will
not be applied in cases in which the handling of personal
information is necessary for cooperating with a state organ,
a local government, or an individual or a business operator
entrusted by either of the former two in executing the
affairs prescribed by laws and regulations and in which
obtaining the consent of the person is likely to impede the
execution of the affairs concerned.
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Macau

Contributed by DSL Lawyers

Transparency International (TI) rankings
Macau is not ranked on the TI CPI 2013. However, it was
ranked 46 out of 183 on the TI CPI 2011.
Macau is not ranked on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
The Central Government of the People’s Republic of China
has declared that the UNCAC shall apply to Macau. Macau
is a Member of ADB/OECD Anti-Corruption Initiative for
Asia and the Pacific and a Member of APG.

Key anti-corruption laws
In Macau, the primary anti-corruption statutes which
prescribe corruption as a substantive offence are:
• Law 19/2009 on the Prevention and Suppression of
Bribery in the Private Sector (PSBPS)
• Penal Code, as amended by Law 17/2009.

Features of bribery offences
PSBPS introduced the crimes of corruption in the private
sector, regarding bribery of persons who work in the private
sector (including management and directorship), both in its
passive (section 3) and active (section 4) forms.
In its passive form, bribery entails that the agent,
personally or through a third party with his or her
consent or ratification, solicits or accepts, personally or for
a third party, a (promised) undue/illegitimate advantage
(material or non-material) as a compensation for any act
or omission that constitutes a breach of that person’s
professional duties.
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In its active form, bribery entails, that the agent,
personally or through a third party with his or her consent
or ratification, gives or promises to give to a person (as
defined in 4.1 above) or to a third party with such person’s
knowledge, an undue/illegitimate advantage (material or
non-material), for that person to pursue any act or omission
that constitutes a breach of his or her professional duties.
Regarding the public sector, the relevant provisions are
contained in the Penal Code, namely sections 336 to 339,
which relate to crimes of corruption in the public sector.
• In its passive form, public sector corruption is divided
into corruption for an unlawful act (when a public
servant, personally or through a third party with the
public servant’s consent or ratification, solicits or
accepts, personally or for a third party, a (promised)
undue/illegitimate advantage (material or nonmaterial) as a compensation for any act or omission
that constitutes a breach of that person’s professional
duties (section 337)) and for a lawful act (when a
public servant, personally or through a third party with
the public servant’s consent or ratification, solicits or
accepts, personally or for a third party, a (promised)
undue or illegitimate advantage (material and nonmaterial) as a compensation for any act or omission
that does not constitute a breach of the public servant’s
professional duties (section 338)).
• In its active form, bribery involves the situation in which
a person, personally or through a third party with his or
her consent or ratification, gives or promises to give to
a public servant or to a third party with such person’s
knowledge, a material or non-material advantage that is
not due to such person, to pursue any unlawful or lawful
act (as per the above definition) (section 339).

Compliance defence and mitigation
There is no specific provision in Macau that would allow
a person to disclaim liability for corruption offences solely
based on adequate anti-bribery compliance procedures
under the various key statutes pertaining to corruption
in Macau.

Macau

Section 7 of Law 10/2000 (the law that introduced the
Bureau against Corruption (BACL)) provides an “escape
exit” for the agents of crimes of corruption, stating
that prosecution may not take place when the agent
cooperates in obtaining decisive evidence for the crime’s
determination, namely by identifying other agents.
However, such decision is discretionary.
Having adequate procedures in a company to guard against
corruption may be a relevant factor for mitigation, and also
may be viewed favourably by regulators and prosecutors
when deciding whether to pursue a case against the
directors of the company. Further, having such adequate
procedures in place could be a defence against liability for
a director or officer in respect of civil claims brought by
the company or shareholders of the company for breach of
fiduciary or other duties or for failing to take steps to guard
against corruption.
Under Macau Criminal Law (section 34), an agent acts
unwillfully (“without guilt”) when his or her actions are
intended to remove an imminent danger, in no other way
removable, that threatens values like life, physical integrity,
honour or liberty of the agent or a third party, and it is not
reasonable to demand under those circumstances, other
behaviour. This may include threat or duress, depending on
the circumstances and on the level and imminence of the
danger. In case the danger threatens values other than the
above and the same circumstances apply, the penalty will
be substantially reduced.

Facilitation payments
In Macau there is no concept of a “facilitating payment”.
However, in most cases such a payment would violate
Macau laws and may be considered under the Macau
Criminal Code as an “active corruption to a lawful act”.
There is no express provision in Macau law regarding the
criminalisation of bribery acts committed outside of Macau.

Gifts and entertainment
According to the Guidelines on the Professional Ethics and
Conduct issued by the Commission Against Corruption,
public officials should never accept any gifts and/or
souvenirs. In the event that they do accept such gifts
or souvenirs, these should be of symbolic value. Public
officials should also consider the purpose of the offer and
evaluate if it is reasonable and appropriate. In any case,
the offer will be accepted on behalf of the department or
institution and must be reported to the superior.

Corporate liability for the acts of
intermediaries
There is no provision that relates to the liability of legal
entities. Regarding bribery, the various provisions of the
BACL and the Penal Code set out certain offences which
may be committed by a “person”, which in principle will
entail only physical persons. As further developed below,
legal entities are subject to fines for acts or omissions
relating to their failure to comply with anti-money
laundering laws.

Liability of individual directors and officers
As there is no criminal liability for legal entities or
corporations under anti-corruption laws, individual
directors and officers of a company will not be held
liable for an offence if they were not personally and
individually responsible for, or otherwise involved in,
that particular offence.
The directors and officers who are personally involved in
the corrupt activities may be liable beyond bribery offences
for breach of fiduciary duties and could potentially be
exposed to civil liability arising from the same corrupt acts.
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Penalties
Passive corruption in the private sector is punishable with
imprisonment of up to one year or with a fine. The penalty
is up to two years if it entails unfair competition, or three
years if harmful to health or security of third parties.
Active corruption in the private sector is punishable with
imprisonment of up to six months or with a fine. The
penalty is up to one year’s imprisonment if it entails unfair
competition, or two years’ imprisonment if harmful to
health or security. All these acts are also punishable with a
fine of up to MOP 3.6 million (approximately US$450,800).
Passive corruption in the public sector for unlawful acts is
punishable with imprisonment ranging from one to eight
years. If the act is not carried out (but a mere attempt), the
official shall be punished with imprisonment of up to three
years or with a fine of up to MOP 3.6 million (approximately
US$450,800). The punishment shall not be imposed if the
official, before the act is carried out, voluntarily repudiates
the offer or promise accepted, or returns the advantage or
(in case of a consumable good) its value.
Passive corruption for a lawful act in the public sector is
punishable with imprisonment up to two years or a fine of
up to MOP 2.4 million (approximately US$300,500).
Active corruption in the public sector may be punished
with imprisonment of up to three years or with a fine
of up to MOP 3.6 million (approximately US$450,800).
Active corruption for a lawful act may be punished with
imprisonment of up to six months or with a fine of up to
MOP 600,000 (approximately US$75,000).

independent public entity which has as its mission to
prevent, investigate and repress corruption and fraudrelated crimes, both in the public and private sectors.
BAC has broad investigative powers, without prejudice to
the specific competences of the Public Prosecution powers,
namely to:
• investigate suspicions or facts that create rightful
suspicion of corruption-related crimes in the public
sector
• conduct site inspections, with or without previous
notice, in any public entities, examining documents,
conducting interviews with public servants or requiring
information deemed useful
• conduct inquiries on the lawfulness of administrative
proceedings and of public procurement proceedings
• propose legislation to the Legislative Assembly and to
the Chief Executive
• issue recommendations directly to public entities with
regard to the correction of unlawful or unfair acts or
proceedings, or to the practice of legally due actions.

Anti-money laundering laws

Enforcement agencies

In Macau, the primary anti-money laundering statutes
are Law No. 2/2006 − Anti-Money Laundering Law (AML
Law), Administrative Regulation 7/2006 (AR 7/2006) and
Warning 1/2010 of the Economic Services Department,
which regulates the preventive and suppressive measures
for anti-money laundering. These prescribe various
reporting obligations on all the entities subject to these
rules (such as credit institutions, gaming corporations,
merchants of high-value goods like jewellery, real estate
mediators and service providers, among others).

The main Government enforcement agency is the Bureau
against Corruption (BAC), whose establishment is provided
for in Macau’s Basic Law (section 59) and was effectively
established by Law 10/2000 (BACL). This BAC is an

• Duty of identification: obligation to identify customers
or their representatives when, in one transaction, an
amount equal or above MOP 100,000 (approximately
US$12,500) is paid:

All the monetary penalties are determined according to the
economic situation of the agent, their degree of guilt and
other criteria.
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—— when, within a period of 30 days, one customer
makes transactions that overall, go above MOP
100,000 (approximately US$12,500)

Whistleblowing

—— when, from an examination of the transaction, or by
any other means, there arises the suspicion of money
laundering or financial aid to terrorism

Section 7 of the BACL provides for an “escape exit” for the
agents of crimes of corruption, stating that prosecution
may not take place when the agent cooperates in obtaining
decisive evidence of the crime’s unveiling or determination,
namely by identifying other agents.

—— in addition, all the details involved in these
transactions must also be identified – type of goods
purchased, exchanged, etc
• Duty of refusal: when the necessary elements for the
fulfilling of the duties referred to under (a) above are not
provided by the customer or its representative(s), there is
a duty for the person/entity to refuse such transaction(s).
• Duty of conservation of the documents relating to
customer identification, for a minimum period of
five years.
• Duty of communication: when a person suspects
money laundering or financial aid to terrorism, the
person must, within a maximum of two working days,
report to the authorities.
• Duty of cooperation: the person/entity has the duty to
cooperate with the competent authorities on prevention
and suppression of the crime of money laundering and
financial aid to terrorism.
Corporate entities may be criminally liable for money
laundering when the crime is committed in their name
and corporate interest: (a) by their corporate bodies or
representatives; or (b) by a person under their authority,
when the crime became possible by virtue of an unlawful
breach of the vigilance or control duties imposed on such
corporation. This liability does not exclude the individual
responsibility of the agent. If the corporate entity is
convicted of this offence, it may be subject to: (a) a fine
and/or (b) judicial winding-up. The fine is fixed in days,
with a minimum of 100 and a maximum of 1,000. Each
day of the fine corresponds to an amount between MOP 100
(approximately US$12) and MOP 20,000 (approximately
US$2,500).

Macau currently has no whistleblowing legislation.

Data privacy
Personal data is protected in Macau by Law No. 8/2005,
the Personal Data Protection Law (PDPL). The PDPL aims to
provide a comprehensive data protection regime. Personal
data must be processed in a transparent way and in strict
respect for the privacy of private life as well as the personal
rights, liberties and guarantees established in Macau’s
legislation and international conventions in force in Macau
(section 2, PDPL).
The PDPL requires that personal data (section 5) be
processed lawfully, be obtained for specific, legitimate
and pre-determined purposes directly related to the data
processor’s activity, and be adequate and not excessive in
relation to their purpose. It must be maintained in such
form as to enable identification of its holders only during
the necessary period required for its relevant purpose.
Banks and their employees are subject to privilege
regarding the names and other information related to
customers, deposit accounts and their movements, funding
applications and other banking transactions.
This duty comprises facts or elements of the customer’s
relations with the institution and may be granted only by
the customer’s consent or by court order pursuant to the
criminal law or criminal procedure.
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Disclosure and privilege
In Macau, client-attorney privilege exists as a fundamental
duty and right of the lawyer. This privilege has a broad
scope (eg, independently of whether the lawyer represents
the client in judicial proceedings or not), comprises the
revelation of facts and documents and extends to all that
work with the lawyer. It is in principle shielded against any
interference by public authorities. Such privilege could be
waived under authorisation of the Macau Bar and the duty
can be removed if the Bar association allows the waiver
(by request of the lawyer), otherwise any proof obtained
in breach of such duty could be deemed invalid. However,
documents held, drafted or processed by lawyers could be
apprehended, under a specific court warrant, if they are
deemed to be the object or an element of the crime.
In addition, the lawyer can refuse to testify to such facts
unless such disclosure is deemed to be essential to the
finding of the truth (this has to be decided by a high court).
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Malaysia

Contributed by Zaid Ibrahim & Co

• Companies Act 1965.

Transparency International (TI) rankings

Features of bribery offences

Malaysia is ranked 53 out of 177 on the TI CPI 2013.

The MACCA prescribes that any person or that person’s agent
involved in a bribery transaction shall be guilty of a criminal
offence. For the receipt or giving of any gratification to
amount to bribery under the MACCA, it must be proven that:

Malaysia is ranked 15 out of 28 on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Malaysia has ratified the UNCAC. It is a member of the ADB/
OECD Anti-Corruption Initiative for Asia and the Pacific and
the APG.

Key anti-corruption laws
The primary statute governing anti-bribery and similar
offences is the Malaysian Anti-Corruption Commission Act
2009 (MACCA), which came into force on 1 January 2009
(and repealed the previous Anti-Corruption Act 1997).
In addition to the MACCA, other statutes and codes provide
a patchwork of overlapping provisions that prohibit bribery
in both the private and public sectors. Those statutes and
codes include the following:
• Penal Code
• Customs Act 1967
• Election Offences Act 1954
• Anti-Money Laundering and Anti-Terrorism Financing
Act 2001
• Societies Act 1966
• Trade Unions Act 1959
• Youth Societies and Youth Development Act 2007
• Financial Services Act 2013 and Islamic Financial
Services Act 2013
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• the person soliciting, receiving or agreeing to receive any
gratification as an inducement for, or as a reward for any
person doing or forbearing to do anything, must have
done so corruptly, or
• the person giving, promising or offering any gratification
as an inducement or as a reward on account of any
person doing or forbearing to do anything must have
done so corruptly.
In addition to the MACCA, there are other general
provisions in other legislation that govern the private
sector. For example, the Companies Act 1965 stipulates
that any director or officer of a company who, without the
consent or ratification of a general meeting, uses his or her
position to directly or indirectly gain benefit for himself or
herself or any other person, would be guilty of an offence.
Officers in the public sector, who are broadly defined to
include any person receiving remuneration from public
funds, are subject to the provisions of the MACCA. Such
officers include foreign public officials. The MACCA imposes a
similar standard and burden of proof on officers in the public
sector as it does on persons in the private sector. Generally,
any officer in the public sector who corruptly receives any
gratification for the inducement or forbearance of any act
commits an offence.
In addition to the general rule above, the MACCA also
provides additional clauses that relate to public officials and
bodies and persons dealing with them. For example, a person
commits an offence if he or she offers any gratification to an
officer of a public body for the purposes of the officer:
• voting or abstaining from voting at any meeting of
the public body in favour of or against any measure,
resolution or question submitted to the public body

Malaysia

• performing or abstaining from performing or aiding in
procuring, expediting, delaying, hindering or preventing
the performance of, any official act
• aiding in procuring or preventing the passing of any vote
or the granting of any contract or advantage in favour of
any person
• showing or forbearing to show any favour or disfavour in
his or her capacity as such officer.
The fact that the officer did not have the power, opportunity
or intention to do so is irrelevant. Furthermore, the
MACCA extends the scope of the offence by stating that the
inducement or reward need not be in relation to the affairs
of the public body to which the officer is employed.
Where there is a charge of corruption against an officer
of a public body and it has been proven that gratification
has been accepted, a presumption is placed on such officer
that the gratification was accepted with corrupt intent.
This presumption applies to both domestic and foreign
public officers.
The Penal Code similarly provides that the taking of
gratification by public servants, by corrupt or illegal means,
is a criminal offence. In addition, any person who aids and
abets the commission of the offence is likewise guilty of a
criminal offence.
The MACCA imposes liability on persons who commit
offences under its provisions regardless of the offender’s
geographical location, provided that part or the whole of
the subject matter of the offence is within the jurisdiction of
the Malaysian courts.

Compliance defence and mitigation
Each charge of corruption creates a prima facie
presumption of guilt on the accused, who must then rely on
statutory provisions to rebut the ingredients necessary to
prove corruption. This presumption applies to both public
and private bribery. Generally, the defences available to the
accused are dependent on the nature of the charge brought
against him or her.

For example, in the MACCA, any allegation of bribery must
satisfy the requirement that the bribe was either given or
received “corruptly”. The term “corrupt” is not defined in
the MACCA and must be determined on a case-by-case basis
by the courts at trial.
Another example can be found in the Companies Act
1965 which provides that directors are not responsible
for offences committed by their delegates if they had
reasonable grounds to believe that duties were being
performed in conformity with the law and if the directors
had at all times acted in good faith. Again, the terms
“reasonable grounds” and “good faith” must be determined
on a case-by-case basis at trial.

Facilitation payments
The making of facilitation payments to officers in the public
sector (including foreign public officials) would generally
be deemed to constitute an offence under the prohibitions
set out in the MACCA.
In particular, it is an offence for a person to offer any
gratification to an officer of a public body as an inducement
or a reward for the purposes of, among others, the officer:
(a) doing or forbearing to do anything in respect of any
matter or transaction, actual or proposed, in which the
public body is concerned; or (b) performing or abstaining
from performing or aiding in procuring, expediting,
delaying, hindering or preventing the performance of, any
official act.

Gifts and entertainment
The MACCA does not specify any minimum threshold or
limit in relation to gratification given or received.
The Public Officers (Conduct and Discipline) Regulations
1993, prescribe the circumstances and types of gifts that
may be accepted by public officers. Generally, gifts to a
public officer or to persons related to the public officer are
prohibited. However, the head of the department which
the officer is part of may allow the officer to retain the gift,
provided it is not inconsistent with the provisions of the
Public Officers (Conduct and Discipline) Regulations 1993.

Norton Rose Fulbright – June 2014 81

Business ethics and anti-corruption – Asia Pacific laws

The Public Officers (Conduct and Discipline) Regulations
1993 and The Public Officers (Conduct and Discipline)
(Amendments) Regulations 2002 generally allow public
officers to give or accept any form of entertainment
provided it does not influence the performance of their
official duties and such entertainment is not inconsistent
with other provisions therein.

itself. An illustration of a director being found liable is
where the director fails to discover an act of corruption
which should have been discovered with reasonable care,
skill and diligence.
In addition to the above, directors are also subject to the
MACCA and are under similar duties to other persons with
regard to the disclosure of bribery transactions.

Corporate liability for the acts of
intermediaries

Penalties

Under Malaysian law, a company may be found liable for
corruption and charges may be brought against the offending
company. This is due to the fact that the word “person”
includes “a body of persons, corporate or unincorporated”
and the provisions of the MACCA and other statutes apply
equally to companies as they do to individuals.

On conviction, penalties under the MACCA include a term
of imprisonment of up to 20 years and a fine of not less
than five times the sum or value of the gratification which is
the subject matter of the offence where such gratification is
capable of being valued or is of a pecuniary nature, or RM
10,000 (approximately US$3,100), whichever is the higher.

Whilst companies are technically subject to similar
standards as individuals, case law suggests that prosecutions
are usually brought against individuals. Prior to the MACCA,
actions brought under the Anti-Corruption Act 1997 also
tended to be against individuals and not companies.

The Penal Code also provides penalties of imprisonment
for up to three years, a fine, or both for the taking of
gratification by or for public officers.

Liability of individual directors and officers
Generally, directors will not be found liable for any offence
committed by the company or its employees unless the
directors were privy to or involved in the act of corruption
itself. The Companies Act 1965, which is the primary
statute governing companies and their directors, does not
expressly provide for liability of directors for the offences
of the company. The general rule can be ascertained
from section 132(1G) of the Companies Act 1965, which
provides that directors are not liable for the acts of the
company’s delegates provided that the directors have
reasonable grounds and in good faith believed that the
delegate would exercise the power in conformity with
the duties imposed on the directors and is competent to
exercise such power.
Directors may, however, be liable if they fail to exercise
reasonable care, skill and diligence in the performance of
their duties. It must be noted that this liability is for the
breach of the director’s duties and not the act of corruption
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In addition to the above, the Companies Act 1965 which
applies to the private sector prescribes that a person
who gains a benefit for himself or herself or for any other
person without the consent of a general meeting may
be imprisoned for up to five years or fined RM 30,000
(approximately US$9,300).

Enforcement agencies
The Malaysian Anti-Corruption Commission (MACC) is
given extensive powers to investigate corruption and
may order any person to appear before it to be examined.
In addition, officers of the MACC are empowered by the
MACCA to have similar powers and immunities afforded
to police officers in the performance of their duties, for
example, powers of search and seizure of property.

Anti-money laundering laws
Anti-money laundering is primarily governed by the AntiMoney Laundering and Anti-Terrorism Financing Act 2001
(AMLA). Money laundering is generally defined as the act

Malaysia

of a person who engages in a transaction that involves
the proceeds of any unlawful activity or deals, conceals,
disguises or impedes the establishment of the true nature,
origin and other details of the proceeds of unlawful activities.
The AMLA defines “unlawful activities” as activities which
are related, directly or indirectly, to any serious offence
or foreign serious offence. A list of serious offences is
provided in the Second Schedule of the AMLA. With regard
to corruption offences, the following among others are
considered serious offences:
• accepting gratification
• giving or accepting gratification by agent
• bribery of officer of public body
• bribery of foreign public officer
• offence of using office or position for gratification.
It must be noted that AMLA also has extraterritorial
jurisdiction as it applies to foreign serious offences as well
as domestic serious offences.

Whistleblowing
The Whistleblower Protection Act 2010 (WPA), which
came into force on 15 December 2010, facilitates protected
disclosures and protects whistleblowers against any
retaliatory action by their employers through criminal
sanctions. Under the WPA, any detrimental action taken
against the whistleblower in reprisal is an offence, and
the penalty could be up to RM 100,000 (approximately
US$31,000) or a jail term of up to 15 years or both. It
must however be noted that pursuant to section 9 of the
WPA, the whistleblower is only protected from the act of
disclosure of improper conduct. The whistleblower cannot
rely on the WPA to escape liability if the whistleblower is
involved in the bribery transaction.
The MACCA also provides protection to whistleblowers
in section 65 by providing that the identity of informants
or the place in which the information was given by the
informant to the MACC cannot be revealed or disclosed
in any civil, criminal or other proceedings in any court,
tribunal or other authority.

Data privacy

To detect and curb money laundering in Malaysia, the
AMLA requires that “reporting institutions” keep a
record of any transaction involving domestic or foreign
currency exceeding such amount as may be specified
by the competent authority, the Bank Negara Malaysia
(BNM). “Reporting institutions” are any person, including
bodies corporate or unincorporated, that carry out specific
activities as prescribed by the AMLA and generally include
banking, insurance and securities businesses. Records of
such transactions must be reported to the BNM promptly
where the reporting institution or its employee suspects
that they involve the proceeds of an unlawful activity.

The protection of data privacy in Malaysia is regulated under
the Personal Data Protection Act 2010 (PDPA), which came
into force on 15 November 2013. The PDPA is Malaysia’s
first comprehensive data protection framework, and it
imposes broad obligations on those who process personal
data in connection with commercial transactions. Prior to
the coming into force of the PDPA, there was no overarching
legislation protecting protection of personal information in
Malaysia. Obligations of secrecy were imposed by statute or
industry codes in specific circumstances, and confidentiality
of information was protected using contractual obligations
or the common law of confidence.

The AMLA is expected to be amended by BNM in order to
provide for stricter penalties and additional offences. The
proposed amendments will extend the scope of the AMLA
to provide for the monitoring of cross-border movements of
cash and bearer negotiable instruments to detect and curb
money laundering and terrorism financing.

Under the PDPA, there is a general prohibition on the
disclosure of personal data without a data subject’s consent:
• for any purpose other than that for which the data was
disclosed at the time of collection, or a purpose directly
related to it
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• to any party other than a third party of the class notified
to the data subject.
However, there are certain exceptions to this prohibition,
and these include situations where the disclosure is
necessary for the purpose of preventing or detecting a
crime, or for the purpose of investigations, or as required or
authorised by or under any law, or by the order of a court,
or where the disclosure was justified as being in the public
interest in circumstances as determined by the Minister.
The PDPA also stipulates that personal data which is
processed for the prevention or detection of crime, for the
purposes of investigations, apprehension or prosecution of
offenders, or assessment or collection of any tax or duty or
similar impositions, is exempted from the provisions of
the PDPA.
Under the Financial Services Act 2013 (FSA) and the Islamic
Financial Services Act 2013 (IFSA) the disclosure by a
bank or other financial institution of customer information
is permitted in circumstances where such disclosure is
required for compliance with an order or request made by
an enforcement agency in Malaysia for the purposes of an
investigation or prosecution of an offence under any written
law. Such disclosure may only be made to an investigating
officer authorised under the written law to investigate, or
any officer authorised to carry out prosecution or any court.
In addition, the FSA and IFSA also permit the disclosure of
customer information to any person where such disclosure
is approved in writing by BNM.
The MACCA provides the MACC with wide investigative
powers, including the power to:
• request an affirmation or statement in writing on
oath of any person under investigation of an offence
under the MACCA or any relative of such person or any
other person who the authorities believe can help the
investigation
• require any bank or financial institution to furnish
copies of all accounts, documents and records in relation
to any person under investigation of an offence
• intercept any communication which may contain
any information which is relevant for the purpose of
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any investigation into an offence under the MACCA,
including to detain and open any postal article,
intercept any message transmitted or received by any
telecommunication, and to intercept, listen to and record
any conversation by any telecommunication
• subject to the limitations in the MACCA, require any
person to give any information on any subject.

Disclosure and privilege
Malaysian law recognises the concept of legal professional
privilege, which protects confidential communications
between an advocate and solicitor, and his or her client.
Generally, pursuant to section 126 of the Evidence Act
1950, no advocate is permitted, unless with the client’s
express consent, to disclose any communication made
to him or her in the course and for the purpose of his or
her employment by or on behalf of a client, or to state
the contents or condition of any document with which he
or she has become acquainted in the course and for the
purpose of professional employment, or to disclose any
advice given to the client in the course and for the purpose
of such employment.
Section 46 of the MACCA states that notwithstanding any
other written law, by virtue of an order from a judge of the
High Court, an advocate and solicitor may be ordered to
disclose information available to him or her in respect of any
transaction or dealing relating to any property which is liable
to seizure under the MACCA. However, an advocate and
solicitor is not required to comply with any such order to the
extent that such compliance would disclose any privileged
information or communication which came into his or her
knowledge for the purpose of any pending proceedings.
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Myanmar

Contributed by DFDL Myanmar, Ltd

Transparency International (TI) rankings
Myanmar is ranked 157 out of 177 on the TI CPI 2013.
Myanmar is not ranked on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Myanmar has ratified the UNCAC. Myanmar is a member of
the APG.

Key anti-corruption laws
The key law relating to anti-bribery in Myanmar is the
Anti-Corruption Law of 2013 (the Anti-Corruption Law).
However, the implementing regulations for the AntiCorruption Law have not been promulgated.

Features of bribery offences
The Anti-Corruption Law penalises active and passive
bribery in the private sector. Section 57 creates private
offences of active bribery. Section 56 creates private
offences of passive bribery.

The Anti-Corruption Law applies to all offences
committed by any person within Myanmar and to
citizens and permanent residents of Myanmar for
actions outside Myanmar.

Compliance defence and mitigation
There is no express defence of adequate anti-bribery
compliance procedures under the Anti-Corruption Law.
The Anti-Corruption Law does not provide an express
defence for extortion or intimidation. Extortion is
prohibited in the Penal Code of 1861 (the Penal Code).
Extortion is defined by section 383 of the Penal Code as
placing a person in fear of any injury to that person, or to
any other, and thereby dishonestly inducing the person
so put in fear to deliver to any person any property or
valuable security or anything signed or sealed which may
be converted into a valuable security. Intent is one of the
elements that must be established to prove the crime of
bribery and being extorted does not remove such intent.
The Anti-Corruption Law makes no mention of an express
defence for a bribe if it were permitted or required by the
written laws of the country in which it was made.

Facilitation payments

The Anti-Corruption Law also prohibits bribery in the
public sector. Public officials include:

The Anti-Corruption Law does not expressly permit
facilitation or “grease” payments. Facilitation payments or
grease payments would be considered acts of bribery and
are therefore prohibited under the Anti-Corruption Law.

• any person who holds a temporary or permanent office
of a legislative, administrative and judicial nature,
by election or appointment, with or without salary,
allowance or remuneration

As noted above, the offence of bribery has extraterritorial
effect and thus the Anti-Corruption Law does not allow
citizens or corporations to give facilitation payments
outside of Myanmar.

• any person who is in the service of a public enterprise
including public departments

Gifts and entertainment

• any person who is recognised as a public official under
an existing law.
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The Anti-Corruption Law makes no mention of a minimum
level below which gifts are acceptable. Any gift or economic
benefit could potentially constitute a bribe depending upon

Myanmar

the context in which it is given. The Union Government has
its own codes of conduct which impose limits on the cost of
gifts or entertainment that can be given. The cost of gifts or
entertainment is specifically limited to US$300.

Corporate liability for the acts of
intermediaries
Under section 5(4) of the Interpretation of Expressions
Laws of 1973, the general offences can be committed
by both individuals and companies. There is no explicit
legal authority for whether legal persons can be liable
to prosecution for corruption. However, Indian case
law, which is considered to be a secondary authority in
Myanmar, provides that a company cannot be prosecuted
in respect of an offence involving the element of mens rea
(the guilty state of mind). This would exclude corruption
and other offences such as treason, felony and perjury.
Under the Anti-Corruption Law, it does not appear that a
legal person could be deemed to commit offences (as such
offences are punishable with imprisonment).

Liability of individual directors and officers
Directors and officers may be held personally liable for
consenting to and connivance in bribery.

Penalties
The penalties for the offence of bribery differ according
to the status of the person who commits the offence. In
general, there are three categories of status:
• persons holding a political office – imprisonment for a
term not exceeding 15 years and/or a fine
• persons in a position of authority other than persons
holding a political office – imprisonment for a term not
exceeding 12 years and/or a fine
• persons not in a position of authority – imprisonment for
a term not exceeding seven years and may also be liable
to a fine.

A person holding a political office means any person who
is designated, from time to time, in the form of notification,
with the approval of the Phidaungsu Hluttaw, by the AntiBribery Commission, as a person holding a political office.
A person in a position of authority means a public servant,
foreign public servant, person holding a political office,
high ranking official having authority by virtue of office or
jurisdiction or administration, or an executive or agent of
public organisation or agent.
The court may make an order as it sees fit for the disposal of
any property in respect of which an offence under the AntiCorruption Law appears to have been committed.
The same penalties apply to those committing a conspiracy
or abetment offence.

Enforcement agencies
The Anti-Bribery Commission is the agency enforcing
the Anti-Corruption Law. It is established by the Union
Government. The Anti-Bribery Commission comprises
15 members. Each of 15 members are nominated by the
President, the Speaker of Phithu Hluttaw (Lower House)
and the Speaker of Amyotha Hluttaw (Upper House). The
Anti-Bribery Commission is responsible to the President.
The Anti-Bribery Commission carries out investigations
into events of corruption. If a complaint is received or
instructions are given by the President or the Speaker of
Phithu Hluttaw or the Speaker of Amyotha Hluttaw, the
Anti-Bribery Commission will form an Ad Hoc Investigation
Body in order to carry out investigations into the complaint
or instruction. The Ad Hoc Investigation Body will submit
an investigation report to the Anti-Bribery Commission.
The Anti-Bribery Commission must hold a meeting with 30
days from the date of such report and may decide to reject
the complaint or to prosecute a case. If the Anti-Bribery
Commission decides that only an administrative action
should be taken against a public servant, it will notify the
relevant official.
In addition, based on the report of the Ad Hoc Investigation
Body or any other information, the Anti-Bribery
Commission may form an Ad Hoc Preliminary Scrutiny
Body, on the basis of evidence of illicit wealth accumulation
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through bribery, in order to carry out a process for
confiscation of the property. The person being investigated
has the right to defend the case. The burden of proof lies
on the person being investigated and he or she must prove
how he or she legally accumulated the wealth. The Ad Hoc
Preliminary Scrutiny Body will examine the person being
investigated and witnesses and take evidence and then
submit a report to the Anti-Bribery Commission. The AntiBribery Commission will review the report and may pass an
order to confiscate the property.

Anti-money laundering laws
The anti-money laundering legislation is the Control of
Money Laundering Law of 2002 (the Control of Money
Laundering Law) and the Control of Money Laundering
Rules of 2003 (the Control of Money Laundering Rules).
There is also an Anti-Money Laundering Bill, which has
been published for public comments.
The Central Control Board, formed under the Control of
Money Laundering Law and chaired by the Minister for
the Ministry of Home Affairs is the regulatory authority
which has supervisory jurisdiction over the anti-money
laundering legislation. The regulatory authority to whom
regulatory reports have to be made is the Central Control
Board. Such reports must be copied to the Central Bank.
The Control of Money Laundering Law applies to the
offences of illegally converting, transferring, concealing,
obliterating or disguising of money and property obtained
from the commission of any of the following offences:
• offences committed under the Narcotic Drugs and
Psychotropic Substances Law
• trafficking in and smuggling of women and children;
• undertakings of a financial institution without the
license issued by the Central Bank of Myanmar
• theft and smuggling out of the country of antiques and
articles of cultural heritage
• illegal trafficking in arms, ammunition and explosives
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• counterfeiting money, using and possessing thereof
• hijacking of aircraft, vessel or any type of vehicle
• cyber-crimes committed by electronic means
• offences committed by acts of terrorism
• offences proscribed by the government by notification
from time to time.
Notification No. 13/2007 was issued on 18 July 2007 by
the Government determining the following offences as
money laundering offences: corruption; illegal logging;
trafficking in persons; forgery; smuggling of persons and
illegal property; kidnappings and abductions; extortions;
infringements of rights of trademark and patent; tax
evasions; any organised crime applicable under the Control
of Money Laundering Law. Notification No. 41/2010 was
issued on 4 June 2010 by the Government determining the
following offences as money laundering offences: organised
crime and cheating; terrorist and terrorist financing;
trading of stolen property and unofficial trading of other
property; infringements for manufacturing; environmental
damage; murder and grievous bodily harm; hijacking,
wrongful confinement and extortion; robbery and theft;
infringements of copyrights and anti-trust.
The Control of Money Laundering Law also applies to the
transactional offences mentioned above. The amount of
value of money and property relating to offences are as
prescribed by the Central Control Board.
Sections 18 and 19 of the Control of Money Laundering
Law and rules 4 and 7 of the Control of Money Laundering
Rules provide for, among other things, identification of
customers, record-keeping and reporting of suspicious
transactions.
Section 18 of the Control of Money Laundering Law
provides that the responsible person of the banks and
financial institutions:
• shall obtain, scrutinise and record the names, addresses
and registration card numbers of passports of persons
who open accounts, deposit, withdraw and transfer

Myanmar

cash, as well as the required particulars in respect of
opening accounts, cash deposit and cash withdrawal in
accordance with the stipulations
• after carrying out the opening of accounts and
transactions in accordance with the stipulations,
supporting documents, accounts and records shall be
kept for at least five years
• shall allow the investigation body to inspect financial
records, make copies, seize money and property
obtained by illegal means as exhibit
• shall not, without the permission of the Central Control
Board, release or transfer money and property obtained
by illegal means, during the period of investigation and
taking legal action
• shall not, without the permission of the Central Control
Board, obliterate, alter, amend or transfer the financial
records relating to the investigation.
Under section 19 of the Control of Money Laundering
Law, the responsible persons of the banks and financial
institutions must report to the Central Control Board
without delay any deposit, withdrawal or transfer of cash in
an amount which is in excess of the amount prescribed by
the Central Control Board. This shall not apply to transfer
and succession in accordance with the right to inheritance
under any existing law or customary law. The banks and
financial institutions must also report any unusual or
suspicious transaction to the Central Control Board without
delay and in accordance with the stipulations.
Under rules 4 and 7 the Control of Money Laundering
Rules, the Central Control Board prescribes the amount and
value of money and property against which action can be
taken as the money laundering offences. Such provision
may be amended from time to time.

Whistleblowing
Myanmar does not have any specific law on whistleblowing.
For corruption, the Anti-Corruption Law gives legal
protection to whistleblowers. Whistleblowers may also get
a monetary award under the Anti-Corruption Law.

Data privacy
Myanmar does not have any specific law relating to data
privacy. The Financial Institutions of Myanmar Law of 1990
protects customer information from disclosure by banks
unless such disclosure is permitted by the existing laws.

Disclosure and privilege
The law on privileged professional communications between
lawyers and clients is embodied in the Evidence Act of
1872 (the Evidence Act). Section 126 of the Evidence Act
sets forth the scope of the privilege attached to professional
communications in a client-lawyer relationship. It imposes
a restriction on lawyers from disclosing to third parties any
communications exchanged with the client and stating
the contents or conditions of documents in the possession
of the lawyer in the course of and for the purpose of
the employment with the client. It also provides certain
exceptional grounds on which such privilege shall be denied,
namely furtherance of any illegal purpose or facts coming to
the awareness of the attorney showing that either crime or
fraud have been committed since the commencement of the
employment on the concerned matter.
Section 129 of the Evidence Act provides that no client
can be compelled to disclose to the court any confidential
communication that has taken place between the client and
the legal adviser, unless the client offers himself or herself
as a witness in which case he or she may be compelled to
disclose any such communication. If a lawyer discloses any
communications exchanged with the client without the
approval of the client, it amounts to misconduct.
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New Zealand

Contributed by Bell Gully

104) and public body officials (section 105). Section 105C
relates to foreign public officials.

Transparency International (TI) rankings

Section 105C CA makes it an offence corruptly to give, offer,
or agree to give a bribe with the intent to influence a foreign
public official in an official capacity in order to obtain or
retain business or obtain any improper advantage. This is
subject to the exception relating to facilitation payments
(see below at paragraph 6).

New Zealand is jointly ranked 1 out of 177 on the TI
CPI 2013.
New Zealand is not ranked on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
New Zealand has signed (and will shortly ratify) the
UNCAC. In addition, New Zealand has signed and ratified
the OECD Anti-Bribery Convention. New Zealand is a
member of the FATF and the APG.

Key anti-corruption laws
In New Zealand, there are two key statutes relating to
anti-bribery:
• Crimes Act 1961 (CA)
• Secret Commissions Act 1910 (SCA).

Features of bribery offences
The SCA covers bribery offences in the private sector. It
criminalises the bribing of an agent to act in a certain way
regarding the principal’s affairs or business. Under the SCA,
it is an offence to bribe an agent, or for an agent to accept a
bribe, without the informed consent of the principal.

Section 105D CA has extra-territorial effect and makes it an
offence for either a New Zealand citizen, or a person ordinarily
a resident in New Zealand, a body corporate incorporated
in New Zealand, or a corporation sole incorporated in New
Zealand, to perform any act that would, if committed in
New Zealand, constitute an offence under section 105C.
Section 9 of the SCA provides that the commission of any act
outside New Zealand in relation to the affairs or business of
a principal residing or carrying on business in New Zealand
is an offence against the SCA if it would have been an offence
had it been committed in New Zealand.
New Zealand courts will have jurisdiction to try offences
under sections 100 to 104 and 105(2) of the CA even where
no relevant conduct took place in New Zealand, but only
if the conditions set out in section 7A of the CA are met,
including if the person to be charged or the person to whom
the offence is allegedly committed is a New Zealand citizen
or ordinarily a New Zealand resident, or has been found
in New Zealand and has not be extradited, or is a body
corporate (or a corporation sole) incorporated under the
law of New Zealand.
Section 105(1) of the CA makes it an offence for an official
to corruptly accept or obtain, or agree or offer to accept or
attempts to obtain any bribe regardless of whether it occurs
in New Zealand or elsewhere.

The CA covers bribery in the public sector, making it an
offence to corruptly accept or obtain a bribe for something
done or not done in an official capacity. The relevant
provisions are sections 99 to 106 of the CA.

Section 105A of the CA makes it an offence for an official
to corruptly use or disclose information acquired in their
official capacity to gain an advantage or a pecuniary gain,
irrespective of location.

The sections apply to different categories of officials.
The categories covered include judicial officers (section
101), Ministers of the Crown (section 102), Members of
Parliament (section 103), law enforcement officers (section

A New Zealand citizen, resident, body corporate
incorporated in New Zealand or a corporation sole
incorporated in New Zealand will be liable under section
105D of the CA for bribery of a foreign public official, even
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if the behaviour took place outside New Zealand, if that
act would have, if carried out in New Zealand, constituted
bribery of a foreign public official.

Compliance defence and mitigation
While there are no express statutory defences for corruption
and bribery provided for in the CA or the SCA, the CA
provides a number of general defences which may apply.
For instance, it might be possible to rely on the defence of
compulsion if the defendant can show that there is a threat
of immediate death or grievous bodily harm from a person
who is present when the offence is committed.
The Supreme Court in New Zealand has recently held
that the word “corruptly” requires the defendant to
have knowingly engaged in conduct that the legislature
regards as corrupt, but permits a de minimis exception
for token gifts. Therefore, if it cannot be established that
the defendant knowingly engaged in corrupt conduct, the
prosecution will fail. Additionally, a person liable under
section 105D of the CA for bribery of a foreign public
official outside of New Zealand will not be liable if the act
falls under the exception in section 105E, ie, if the act is
lawful in the country of the foreign public official.

Facilitation payments
Section 105C(3) of the CA provides an exemption for
facilitation payments, stating that the section does not
apply if the act that is alleged to constitute the offence was
committed for the sole or primary purpose of ensuring or
expediting the performance by a foreign public official of a
routine government action and the value of the benefit
is small.
Other than the above exception, neither the SCA nor the CA
expressly permits facilitation payments.

Gifts and entertainment
The State Services Commissioner sets standards of integrity
and conduct for the Public Service, which are contained

in the New Zealand Public Service Code of Conduct. The
Code of Conduct sets minimum expectations of behaviour
for public servants, one of which is that they perform their
official duties honestly and do not ask for or accept gifts,
rewards or benefits which might compromise their integrity
and the integrity of their department and the public
service or which might place the public servant under an
obligation to another person.
The public servant should report to his or her manager
or chief executive officer offers of gifts or inducements.
Under the State Services Commissioner’s guidance, gifts
should only be accepted following a transparent process of
declaration and registration.

Corporate liability for the acts of
intermediaries
A corporate body is legally capable of committing an
offence of corruption or bribery when the facts establish
that the acts of the officers, directors, or managers are the
acts of the corporate body.
Section 2 of the CA defines the term “person” to include
“any board, society, or company, and any other body of
persons, whether incorporated or not”. Consequently,
companies can be liable for offences under the CA.

Liability of individual directors and officers
Individual directors and officers may be held liable for
bribery offences. The general rule is that a director or
member of the controlling body of a corporation is not
criminally liable for the acts of the corporation merely
because of his or her position. Individual directors and
officers of a company will not be held strictly liable for an
offence found to have been committed by the company
if they were not personally responsible for, or otherwise
involved in, that particular offence. However, personal
liability may be incurred if the director or officer had
knowledge of the offence committed by the company and
acted or assisted the company.
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Penalties
Under the SCA, a corporation convicted of an offence is
liable to a fine not exceeding NZ$2,000 (approximately
US$1,700) Any other person is liable on conviction to
imprisonment for any period not exceeding two years or to
a fine not exceeding NZ$1,000 (approximately US$900).
Under the CA, most bribery offences are punishable on
conviction by a term of imprisonment not exceeding seven
years. The two exceptions are convictions for judicial
corruption, and corruption or bribery by Ministers of the
Crown, which attract a term of imprisonment not exceeding
14 years.
In cases where someone from New Zealand bribes a foreign
public official in another country, that person faces a
maximum penalty of imprisonment for up to seven years
under section 105C.

Enforcement agencies
New Zealand does not have any one single agency in charge
of fighting corruption. Instead it has a number of agencies
that focus on different aspects of corruption. The two main
law enforcement agencies responsible for anti-corruption
investigations and prosecutions are the New Zealand
Serious Fraud Office (SFO) and the New Zealand Police.
The New Zealand SFO focuses on more serious and complex
fraud. Most instances of bribery, corruption and secret
commissions would be cases for the SFO. The powers of the
Directors of the SFO go beyond those of the New Zealand
Police, and include the power to issue a notice requiring the
production of any information or documents wanted for the
investigation, or require an individual to answer questions.
All duties of confidentiality (except for legal professional
privilege) are set aside by the SFO Act 1990.

Anti-money laundering laws
The Anti-Money Laundering and Countering Financing of
Terrorism Act 2009 is the legislation enacted to detect and
deter money laundering and the financing of terrorism.
The legislation, which applies to reporting entities
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designated in Part 1, requires due diligence on customers
(standard, simplified or enhanced) under sections 10 to
30. Section 31 requires ongoing customer due diligence
and account monitoring. The legislation also requires
transaction monitoring, suspicious transaction reporting,
record keeping, and AML/CTF risk-based reporting and
compliance programmes.
Sections 243 to 245 of the CA prescribe the penalties for
individuals who engage in money laundering activities.
The maximum penalty is imprisonment for up to seven
years. Section 12B of the Misuse of Drugs Act 1975 makes
it an offence for a person to engage in a money laundering
transaction, knowing or believing that all or part of the
property constitute the proceeds of a specified drug offence.

Whistleblowing
The Protected Disclosures Act 2000 (PDA) protects
employees and other individuals who disclose information
about serious wrongdoing in or by an organisation. The PDA
protects the identity of individuals, including employees
and volunteers, in both the public and private sectors,
who make protected disclosures. The PDA also grants the
individuals immunity from civil or criminal proceedings
brought against them that are based upon them having
made a disclosure. An employee who makes a protected
disclosure can pursue a personal grievance if the employer
retaliates by dismissing or disadvantaging that employee.
In order to obtain protection, the disclosure must meet a
number of criteria. The individual must make the disclosure
for the purpose of investigating the wrongdoing and believe
the information is true or likely to be true. The disclosure
must relate to “serious wrongdoing” by an organisation,
such as misusing public funds, risking safety, undermining
law or committing an offence. Finally, a disclosure must
be made using an organisation’s internal procedures for
dealing with serious wrongdoing.

Data privacy
The Privacy Act 1993 governs privacy in New Zealand.
The Act is concerned with protecting personal information
about an individual that is held by an agency.

New Zealand

The Privacy Act sets out 12 information privacy principles
which cover the collection, storage and security, access
and correction, accuracy, retention, use and disclosure
of personal information held by an agency. The privacy
principles do not establish rights or impose obligations that
are enforceable in a court.

The concept of legal professional privilege is recognised in
New Zealand. In particular, section 54 of the Evidence Act
2006 recognises legal advice (solicitor-client) privilege for
communications between a client and a legal adviser which
was intended to be confidential and made in the course of,
and for the purpose of, obtaining or giving legal advice.

An agency can only collect personal information if that
personal information is necessary for one of its functions
or activities. Additionally, an agency should only collect
personal information directly from the individual
concerned unless the information being sought falls into a
specified category of information listed in the Privacy Act.

A “legal adviser” includes an overseas practitioner who
is entitled to provide legal services in specified countries
recognised by the Evidence (Recognition of Overseas
Practitioners) Order 2008.

If there has been an alleged breach of the Privacy Act, the
Privacy Commissioner or an Ombudsman can investigate
a complaint. If a settlement of the complaint cannot be
achieved, proceedings may be brought before the Human
Rights Review Tribunal.

Disclosure and privilege
In the courts of general jurisdiction, court rules require
each party to a proceeding to disclose documents that are
or have been in their control and which relate to a matter in
question in the proceeding. The obligation to preserve and
discover documents is an ongoing obligation.

Additionally, under section 56 of the Evidence Act,
communications or information made, received, compiled,
or prepared for the dominant purpose of preparing for a
proceeding or an apprehended proceeding are protected
from disclosure by “litigation privilege”.
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In addition to the requirement to disclose in proceedings,
a regulatory body may also have express statutory powers
to require the production of documents for the purposes of
carrying out an investigation. For instance, the SFO has the
power to give a notice requiring production of documents
(section 5, Serious Fraud Office Act 1990), which overrides
any obligation of confidentiality but not legal privilege
(sections 23-24). Similarly, the Commerce Commission can
issue a “section 98 notice” to produce documents under
the Commerce Act 1986. The Inland Revenue has a similar
power under section 17 of the Tax Administration Act 1994.
There is an implied obligation or undertaking not to use
documents which have been disclosed in New Zealand
judicial and regulatory proceedings for ulterior or collateral
purposes, unless the other party consents or the court
releases or modifies the obligation.
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Philippines

Contributed by SyCip Salazar Hernandez & Gatmaitan

There are several Philippine laws that criminalise bribery
and corruption in the public sector.

Transparency International (TI) Rankings

These laws have a wide scope because the term “public
officer” is defined to include any person occupying a
position in the Philippine national and local governments,
government-owned and controlled corporations, and all
other instrumentalities and agencies of the Republic of
the Philippines and their branches (ACPA, section 2(a); cf.
COCES, section 3(a)).

The Philippines is ranked 129 out of 177 on the TI CPI 2013.
The Philippines is not ranked on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
The Philippines has signed and ratified the UNCAC. It is a
member of the ADB/OECD Anti-Corruption Initiative for
Asia and the Pacific and the APG.

Key anti-corruption laws
In the Philippines, the primary anti-corruption statutes
which prescribe corruption as a substantive offence are:
• Act No. 3815 or the Revised Penal Code (RPC)
• Republic Act No. 3019, as amended, or the Anti-Graft
and Corrupt Practices Act (ACPA)
• Republic Act No. 6713, as amended, or the Code of
Conduct and Ethical Standards for Public Officials and
Employees (COCES).

Features of bribery offences
Presently, the Philippines has no law that specifically
penalises active or passive bribery in the private sector.
Instead, private entities are encouraged by the Philippine
Government to formulate their own anti-corruption
programs and procedures.
Any private sector person involved in public sector
bribery is punished in the same way as public officers and
employees either as co-conspirators or for the separate
felony of Corruption of Public Officials (RPC, section 212;
ACPA, sections 3 and 9).
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The ACPA prohibits corrupt practices of public officers
and certain private individuals, including: (a) directly
or indirectly requesting or receiving any gift or benefit
in connection with any contract or transaction between
the Government and any other party; or (b) directly or
indirectly requesting or receiving any gift or material
benefit from any person for whom the public officer
has secured or obtained, or will secure or obtain, any
Government permit or license, in consideration for the help
given or to be given (ACPA, section 3).
The ACPA and the COCES require public officials to submit
a Statement of Assets and Liabilities every year, including
a statement of the amount and sources of his or her
income, the amount of personal and family expenses and
the amount of income taxes paid for the next preceding
calendar year (ACPA, section 7; cf. COCES, section 8).
There is a prima facie presumption that a public officer
or employee has unlawfully acquired property if such is
manifestly out of proportion to his or her salary and other
lawful sources of income (Republic Act No. 1379, section 2).
The RPC has extra-territorial application if public officers or
employees (who are Filipino nationals) commit an offence
in the exercise of their functions outside the Philippines
(RPC, section 2(4)).
The RPC’s extra¬territorial application does not extend to
bribery of foreign officials (ie, the act of giving a bribe)
or to the acceptance of bribes by private Filipino citizens
as this does not constitute bribery or an offence under
Philippine law.

Philippines

Compliance defence and mitigation
The anti-bribery laws are subject to general defences
and mitigation measures under Philippine law such as
burden of proof required for conviction and justifying and
mitigating circumstances.

Facilitation payments
The anti-bribery regime in the Philippines makes no
distinction with regard to facilitation payments, hospitality
payments and gifts. Generally, all forms of consideration
in connection with the performance of an official duty
are covered by Philippine anti-bribery statutes. Payments
made to a government official to expedite or to secure
the performance of routine governmental actions (eg,
processing of papers or issuance of permits) or facilitation
payments are covered by the prohibition on bribery under
the ACPA and RPC.
Presently, anti-bribery laws in the Philippines do not
regulate payment of facilitation fees by Filipino nationals
outside of the Philippines except those made to public
officers or employees who are Filipino nationals.

Gifts and entertainment
The ACPA makes an exception for “unsolicited gifts or
presents of small or insignificant value offered or given as
a mere ordinary token of gratitude or friendship according
to local customs or usage” (section 14). Philippine
jurisprudence has not provided further definite guidance on
what constitutes a “nominal” or “insignificant” value or a gift
made “according to local customs or usage”. These standards
are determined by the courts on a case-by-case basis.
Similarly, the COCES excludes unsolicited and nominal
gifts that are not “given in anticipation of, or in exchange
for, a favour from a public official or employee” (section
3(c)). Nonetheless, the COCES has been interpreted as
prohibiting the mere receipt of a gift, whether solicited or
not, “so long as the value of the gift is neither nominal nor
insignificant; or the gift is given in anticipation of, or in

exchange for, a favour” (Mabini v Raga et al, A.M. No P-062150, 21 June 2006).

Presidential Decree No. 46 makes it punishable for any
public officer to receive, directly or indirectly, and for
private persons to give, or offer to give, any gift, present or
other valuable thing to a public officer during any occasion,
if given by reason of the official’s position, regardless of
whether it is for a past favour or the giver hopes or expects
to receive a favour or better treatment in the future from
the public official concerned. Included in the prohibition is
the throwing of parties or entertainment in honour of the
official or employees or his or her immediate relatives.

Corporate liability for the acts of
intermediaries
The concept of corporate criminal liability is not widely
recognised in Philippine law, in the sense that the laws
focus on individuals rather than the corporations they may
represent and who may benefit from such acts.
A corporation can, however, be held civilly liable for crimes
committed by their employees in the discharge of their
duties (Article 103; see Gosiaco v Ching and Casta, G.R. No.
173807, 16 April 2009). The civil liability of a corporation
attaches only when its employees are convicted but are
unable to satisfy the monetary component of the judgment.
Generally, a corporation is not liable for acts of its
subsidiaries and third parties in view of its separate
personality.

Liability of individual directors and officers
Generally, individual directors and officers of a corporation
are not liable for acts of the corporation unless it is proven
that they are using the corporate personality “to defeat
public convenience, justify wrong, protect fraud, or defend
crime” (Suldao v Cimech System Construction, G.R. No.
171392, 30 October 2006). However, if directors and
officers knowingly approved or participated in the bribery,
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they are individually liable for the crime, despite the fact
that they did so in the name of the corporation.

Penalties
The RPC imposes penalties which depend on the nature
of the act that the public officer agreed to perform (eg,
whether the act itself constitutes a crime, a form of
desistance from official duties or if the officer received the
gift by reason of his or her office). The penalty that can be
imposed may range from two to eight years imprisonment
and a fine of not less than the value of the gift for direct
bribery, subject to the general rules on graduation of
penalties (RPC, Article 210-212).
The RPC specifically punishes a law enforcer for qualified
bribery when such law enforcer refrains from arresting or
prosecuting an offender who has committed a crime. This
offence is punishable by 20 to 40 years’ imprisonment
(reclusion perpetua), as the law enforcer is made to suffer
the penalty for the offence that was not prosecuted (RPC,
Article 211-A).
Moreover, the foregoing penalties carry accessory penalties
such as special temporary disqualification for direct bribery
(ie, deprivation of the office and disqualification from
holding similar offices during sentence (RPC, Article 210 in
relation to RPC, Article 31)).
The ACPA penalises corrupt practices of public officers
with imprisonment between six years and one month to 15
years, perpetual disqualification from public office, and the
confiscation or forfeiture in favour of the Government of
any prohibited interest and unexplained wealth manifestly
out of proportion to his or her salary and other lawful
income (section 9).
Finally, the COCES punishes solicitation or acceptance
of gifts by public officers with less than five years
imprisonment and/or a fine of PhP 5,000 (approximately
US$100) unless a heavier penalty is applicable under
another law (section 11).
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Enforcement agencies
Graft and corrupt practices by public officials and
employees give rise to administrative, civil, and criminal
liabilities which may be enforced by the following agencies:
• The Office of the Ombudsman has plenary investigative
and prosecutorial powers for acts of public officials
which appear to be “illegal, unjust, improper and
inefficient” (Philippine Constitution, Article XI,
section 13(1); Department of Justice et al v Liwag, G.R.
No. 149311, 11 February 2005). The Office of the
Ombudsman has primary jurisdiction over cases of highranking officials cognisable by the Sandiganbayan (ie,
the Philippine anti-graft court; cf. Presidential Decree
No. 1606, section 4) and pursuant to this authority,
“it may take over, at any stage, from any agency of
the Government, the investigation of such cases” (the
Ombudsman Act of 1989, section 15(1)).
• Given such a broad mandate, the work of the Office
of the Ombudsman consults with the Department of
Justice, which is the general prosecutorial arm of the
Philippine Government (Administrative Code of 1987,
Book IV, Title III, sections 1-3) in prosecuting corruptionrelated offences.
• Furthermore, the Ombudsman has disciplinary authority
over all public officials and employees, except members
of Congress and the Judiciary and officials who may
only be removed by impeachment (The Ombudsman Act
of 1989, Section 21). This disciplinary authority also
concurs with the Civil Service Commission, the “central
personnel agency” created under the 1987 Philippine
Constitution (Philippine Constitution, Art. IX-B, section
3; Antonio et al v Villa et al, G.R. No. 144694, 28 March
2005).
• Finally, the Office of the President and local legislative
bodies have disciplinary authority over local elective
officials (Local Government Code of 1991, sections
60-68).

Philippines

Anti-money laundering laws
The Philippines enacted Republic Act No. 9160 or the
Anti-Money Laundering Act of 2001 (AMLA). The AMLA
defines a money laundering offence as “a crime whereby
the proceeds of an unlawful activity (as defined by the
AMLA) are transacted, thereby making them appear to have
originated from legitimate sources” (AMLA, section 4). The
statute identifies three modes of committing the offence,
including: transactions or attempted transactions involving
the proceeds of crime; facilitation of money laundering;
and failing to disclose to the Anti-Money Laundering
Council (AMLC) any monetary instrument or property as is
required under the AMLA (section 4).
The predicate offences for money laundering are restricted
to 14 crimes such as corrupt practices under the ACPA,
securities fraud, kidnapping for ransom, robbery, extortion
and swindling under the RPC (AMLA, section 3(i)).
The AMLA created the AMLC as its enforcement body
which has the power to, amongst others, implement the
reporting obligations under the statute, investigate possible
money laundering offences and issue freeze and bank
inquiry orders with prior court approval (AMLA, sections
7, 10 and 11). Covered institutions such as banks, trust
entities, insurance companies, securities dealers and
money changers have reporting obligations for covered and
suspicious transactions (AMLA, sections 3(a) and 9(c)).
The AMLC is empowered to request assistance from a
foreign state and conversely, act on a request from another
country to: (a) track down, freeze, restrain and seize certain
assets; (b) give information needed by the foreign State;
and (c) apply for a court order of forfeiture of any monetary
instrument or property (AMLA, section 13).

Whistleblowing
There is currently no express obligation conferred by any
statute requiring the public to whistleblow when they
encounter corrupt practices in the Philippines.
Presidential Decree No. 749 provides immunity for “givers
of bribes [and] their accomplices in bribery and other graft

cases against public officers”. While the title seems to
be limited to bribe givers, the decree covers “any person
who voluntarily gives information” about the commission
of bribery under the RPC and violations of “other laws,
rules and regulations punishing acts of graft, corruption
and other forms of official abuse” (section 1). Particular
conditions must be established under the decree before
immunity will be granted.
Moreover, the Ombudsman (the constitutional body
mandated to investigate and prosecute unlawful acts of
public officials) has the power to grant “immunity from
criminal prosecution to any person whose testimony
or whose possession [of] evidence may be necessary to
determine the truth in any hearing, inquiry or proceeding,
in the furtherance of [the Ombudsman’s] constitutional
functions and statutory objectives” (the Ombudsman
Act of 1989, section 17). General immunity laws are also
available such as the discharge of an accused to be a state
witness under the Rules of Court (Rule 119, section 17) and
the Witness Protection Program (Republic Act No. 6981).

Data privacy
Personal information is protected in the Philippines by
Republic Act (RA) No. 10173, also known as the Data
Privacy Act of 2012, which came into force on 8 September
2012. RA No. 10173 aims to provide a comprehensive
data protection regime, as it applies to all types of personal
information and to any natural and juridical person involved
in personal information processing. However, RA No. 10173
does not apply to: (a) information about any individual who
is or was an officer or employee of a government institution
that relates to the position or functions of the individual; (b)
information about an individual who is or was performing
service under a contract for a government institution that
related to the services performed; (c) information relating
to any discretionary benefit or a financial nature given by
the government to an individual; (d) personal information
processed for journalistic, artistic, literary or research
purposes; (e) information necessary in order to carry out the
functions of public authority; (f) information necessary for
banks and other financial institutions under the jurisdiction
of the independent central monetary authority to comply
with the AMLA and other applicable laws; and (g) personal
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information originally collected from residents of foreign
jurisdictions in accordance with the laws of those foreign
jurisdictions which is being processed in the Philippines.
RA No. 10173 prohibits the unauthorised and unnecessary
processing of personal information, the unauthorised use
of personal information, and the unnecessary retention
of personal information. RA No. 10173 also mandates
the personal information controller to implement
reasonable and appropriate organisational, physical and
technical measures intended for the protection of personal
information against any accidental or unlawful destruction,
alteration and disclosure, as well as any other unlawful
processing. Moreover, RA No. 10173 extended the principle
of privileged communication to personal information
controllers with respect to the privileged information they
lawfully control or process.
RA No. 1405, otherwise known as the Secrecy of Bank
Deposits Act, protects deposits of whatever nature
with banks or banking institutions in the Philippines
from disclosure except upon written permission of the
depositor, or in cases of impeachment, or upon order of a
competent court in cases of bribery or dereliction of duty
of public officials, or in cases where the money deposited
or invested is the subject matter of the litigation. RA No.
6426, otherwise known as the Foreign Currency Deposit
Act of the Philippines, protects all foreign currency deposits
authorised under the Act from disclosure except upon the
written permission of the depositors. RA No. 9510, otherwise
known as the Credit Information System Act, protects
credit information by mandating that Credit Information
Corporations, the submitting entities, the accessing entities,
the outsource entities, the special accessing entities and
the duly authorised non-accessing entities shall hold the
credit information under strict confidentiality and shall use
the same only for the declared purpose of establishing the
creditworthiness of the borrower.

Disclosure and privilege
Parties in civil and criminal cases are required to file
with the court and to serve on the opposing party their
respective pre-trial briefs, which contain the exhibits they
intend to present and the purpose of the presentation
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of such exhibits. These exhibits must be relevant to the
dispute. Under Philippine law, there is no general duty to
disclose all relevant documents; thus, a party may disclose
only those documents upon which he or she intends to rely.
Under the Philippine rules of evidence, there is a rebuttable
presumption that evidence wilfully suppressed would be
adverse if produced.
Philippine law recognises the concept of legal privilege
and provides that an attorney or his or her staff cannot,
without the consent of their client, be examined as to any
communication made by the client to him or her, or his or
her advice given thereon in the course of, or with a view
to professional employment. All such communications
between a client and his or her lawyer are privileged,
whether they relate to a suit pending or contemplated,
or to any other matter aimed at providing legal advice or
assistance. Moreover, matters disclosed by a prospective
client to a lawyer are also protected by the rule of privilege,
even if the prospective client does not thereafter retain
the lawyer. This privilege extends to all oral and written
communications, whether they are in the possession of the
client or the lawyer, survives the termination of the lawyerclient relationship, and continues even after the client’s
death. Certain exceptions to the lawyer-client privilege
exist such as: (a) if the client consents to the disclosure of
the privileged communication; (b) if the communication
pertains to a future crime; (c) if the communication is
not for the purpose of seeking legal assistance; (d) if the
disclosure of the privileged information is necessary for
the lawyer to collect his or her fees or to defend himself or
herself or employees or associates; and (e) if the privileged
documents come into the possession of the client’s
adversary or a third party.
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Singapore

Contributed by Norton Rose Fulbright (Asia) LLP

Transparency International (TI) rankings
Singapore is ranked 5 out of 177 on the TI CPI 2013.
Singapore is ranked 8 out of 28 on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Singapore has ratified the UNCAC. It is a member of the
ADB/OECD Anti-Corruption Initiative for Asia and the
Pacific, the FATF and the APG.

Key anti-corruption laws
In Singapore, the primary anti-corruption statutes which
prescribe corruption as substantive offences are:

The term “gratification” is broadly defined under the PCA
to include money, gifts, loans, fees, rewards, commissions,
valuable security, property, interest in property, employment
contracts or services (section 2, PCA). Both the PCA and
the PC cover a broad range of domestic public officials. The
provisions of the PCA pertaining to public officials refer to
such official as a “member, officer or servant of a public
body”. The definition of “public body” under the PCA
includes “any corporation, board, council, commissioners
or other body which has power to act under and for the
purposes of any written law relating to public health or to
undertakings or public utility or otherwise to administer
money levied or raised by rates or charges in pursuance
of any written law”. The provisions of the Penal Code use
the term “public servant”. This has been defined under
the Penal Code to include judges and officers of a court of
justice, arbitrators, Government officers and army officers.
The PCA and Penal Code do not specifically target the
bribery of foreign officials, although such bribery could fall
under the ambit of the general provisions of the PCA (at
sections 5 and 6).

• Penal Code.

The Penal Code also contains provisions that deal
specifically with the bribery of domestic public officials
(sections 161 to 165). These provisions describe the
following scenarios:

Features of bribery offences

• a public servant taking a gratification, other than legal
remuneration, in respect of an official act

• Prevention of Corruption Act (PCA)

Section 5 of the PCA creates public and private offences
of active and passive bribery by both individuals and
companies. Section 6 creates agency bribery offences
involving either the corrupt offer to, or acceptance of,
gratification by an agent in relation to the performance of
the principal’s affairs or for the purposes of misleading
that principal.

• a person taking a gratification in order to influence a
public servant by corrupt or illegal means

In addition to the above, specific provisions in the PCA
(sections 11 and 12) prohibit bribery of domestic public
officials. Section 11 addresses both active and passive
bribery in relation to Members of Parliament, while section
12 creates offences in respect of any “member of a public
body”. Section 10 creates an offence in relation to offering
or accepting gratification in relation to Government tenders.

• a public servant obtaining anything of value, without
consideration or with consideration the public servant
knows to be inadequate, from a person concerned in
any proceedings or business conducted by such
public servant.
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• a person taking a gratification for exercising personal
influence over a public servant
• abetment by a public servant of the above offences

A Singapore citizen will be liable under section 37 of the
PCA for corrupt behaviour, even if such behaviour took place
outside Singapore. Similarly, the Penal Code provides that

Singapore

an act committed outside Singapore by a Singapore public
servant (who is a Singapore citizen or permanent resident)
purporting to act in the course of his or her employment
that would constitute an offence within Singapore, will be
deemed to have been committed in Singapore. Accordingly, if
the Singapore public servant accepted a bribe overseas, he or
she would be liable under Singapore laws.

Compliance defence and mitigation
There is no express defence of adequate anti-bribery
compliance procedures under the statutes pertaining to
corruption in Singapore. Having adequate procedures in
a company to guard against corruption may be a relevant
factor at the mitigation stage, and also may be viewed
favourably by regulators and prosecutors when deciding
whether to pursue a case against the company and/or
directors of the company. Further, having such adequate
procedures in place may be an argument against liability
for a director or officer in respect of civil claims brought by
the company or shareholders of the company for breach of
fiduciary or other duties or for failing to take steps to guard
against corruption. Prosecutorial discretion is granted to
the Public Prosecutor to initiate, conduct or discontinue
any criminal proceedings.
The PCA does not provide an express defence for extortion
or intimidation. However, extortion is specifically
prohibited in the Penal Code (section 383). Extortion is
defined as placing a person in fear of being harmed in the
mind, body, reputation, or property. In cases of extortion
which involve a threat to life, the defence of duress in
section 94 of the Penal Code may be available. This defence
only applies when there is a threat of instant death directed
towards the accused or any other person. Under section 94,
nothing is an offence if done by a person who is compelled
with threats which cause reasonable apprehension at the
time of instant death (except murder and offences against
the State punishable with death).
There is no express defence for bribery if such conduct was
permitted or required by the written laws of the country
in which it was made. This accords with the position that
Singapore citizens are liable for actions prohibited under
the PCA even when outside of Singapore (PCA, section 37).

Facilitation payments
Neither the PCA nor the Penal Code expressly permits
facilitating or “grease” payments. Such payments would
technically constitute an act of bribery under the general
prohibitions set out in the PCA and the Penal Code.
Notably, section 12(a)(ii) of the PCA prohibits the offer of
any gratification to any member of a public body as an
inducement or reward for the member’s “expediting” of
any official act, among other prohibited acts. As the PCA
applies to actions taken by Singaporean citizens outside
of Singapore (section 37), such payments outside of the
country will also constitute an act of bribery.

Gifts and entertainment
There are no specific types of gifts or gratuities which
are considered permissible under the PCA and the Penal
Code. Any gift or gratuity is potentially caught by the PCA
and Penal Code if accompanied with the requisite corrupt
intent, and if the other elements required by the statutes
are met.
Domestic public officials are also subject to the Instruction
Manual, which details the circumstances in which gifts
and entertainment can be accepted and when they must
be declared. As a matter of practice, all gifts need to be
approved by a permanent secretary and only gifts under
S$50 (US$40) can be accepted. Any gifts valued at more
than S$50 (US$40) can only be kept by the public official
if they are donated to a Governmental department or
independently valued and purchased from the Government
by that public official.

Corporate liability for the acts of
intermediaries
Companies can be held liable for bribery offences. The
various provisions of the PCA and the Penal Code set out
certain offences which may be committed by a “person”.
The term “person” has been defined in the Interpretation
Act (Cap 1) to include “any company or association of body
of persons, corporate or unincorporated”.
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In addition, Singapore case law indicates that corporate
liability can be imposed on companies for crimes
committed by their employees, agents etc. This will depend
on whether the person who has committed the crime can be
regarded as “the embodiment of the company”, or whose
acts “are within the scope of the function of management
properly delegated to him”.

to recover property of which he or she has been deprived.
The PCA also provides for the recovery as a civil debt, by
the principal, of an amount paid to its agent (section 14).

Liability of individual directors and officers

Enforcement agencies

Both individuals and companies can be held liable for
bribery offences, including bribery of a foreign official.

The main Government enforcement agency is the Corrupt
Practices Investigation Bureau (CPIB), which derives its
powers from the PCA. The CPIB carries out investigations
into complaints of corruption, but does not prosecute cases.
Where appropriate, the CPIB refers cases to the Public
Prosecutor for prosecution.

Generally, individual directors and officers of a company
will not be held strictly liable for an offence found to have
been committed by the company if they were not personally
responsible for, or otherwise involved in, that particular
offence. There are no express provisions in the various key
statutes which would seek to attribute the criminal liability
of a company to its directors and officers. However, it may
be possible for the individual directors and officers who are
not personally guilty of the corrupt acts committed by the
company to be potentially liable for consequential offences
related to such corrupt acts, including money laundering
and the failure to report the suspicion that certain property
is connected to criminal offences.

The Penal Code imposes a fine and/or imprisonment for
a term ranging from one to three years for violation of the
bribery offences listed in the statute.

The Economic Crimes and Governance Division (EGD) was
established within the Attorney-General’s Chambers in
January 2011. It is one of three divisions in the AttorneyGeneral’s crime cluster, with the Criminal Justice Division
and State Prosecution Division being the other two.
The EGD is primarily responsible for prosecutions and
all related appeals in respect of white-collar and other
commercial crimes, as well as corruption cases. This
includes money laundering and terrorist financing offences.

The directors and officers (whether of Singaporeincorporated companies or companies incorporated in
other jurisdictions) who are personally involved in the
corrupt activities may be liable beyond bribery offences for
abetment or conspiracy, breach of fiduciary duties, breach
of disclosure requirements under the Companies Act,
breach of reporting obligations, and could potentially be
exposed to civil liability arising out of the corrupt acts.

The CAD is the specialist department within the Singapore
Police Force which investigates complex fraud, white collar
crime, money laundering and terrorism financing. There are
three branches within the CAD that deal with such issues:

Penalties

• The Suspicious Transaction Reporting Office is
Singapore’s Financial Intelligence Unit. It is the central
agency in Singapore for receiving, analysing and
disseminating Suspicious Transaction Reports.

The PCA imposes a fine and/or custodial sentence for
the contravention of the general offence provisions. The
guilty individual or company may be liable to a fine not
exceeding S$100,000 (US$79,600) and/or imprisonment
(for individuals only) for a term generally not exceeding five
years, which is extended to seven years for public officials.
There are civil remedies available for a victim of corruption
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• The Financial Investigation Branch is in charge of
investigating money laundering under the Corruption,
Drug Trafficking and Other Serious Crimes (Confiscation
of Benefits) Act (CDSA).

• The Proceeds of Crime Unit is responsible for conducting
financial investigations concerning property that
directly or indirectly represents the proceeds of criminal

Singapore

conduct. The unit will confiscate such proceeds of crime
under CDSA.

Anti-money laundering laws
The CDSA criminalises any dealing with the proceeds of
certain criminal conduct, including predicate corruption
offences under the PCA. Both the CDSA and the Criminal
Procedure Code (CPC) prescribe various reporting
obligations in respect of corrupt behaviour.
Section 39 of the CDSA requires a person who “knows
or who has reasonable grounds to suspect” that any
property represents, was used in connection (or intended
to be used in connection) with any act which may
constitute “criminal conduct”, to disclose such knowledge
or suspicion to the relevant authorities. This section
imposes an obligation to disclose knowledge or suspicion
of a corrupt act, whether such corrupt act is committed in
Singapore or outside Singapore.
Section 44 of the CDSA, which prohibits a person from
assisting another to retain benefits from “criminal conduct”
extends to property derived from corruption outside
of Singapore. This is because “criminal conduct” has
been defined in the CDSA to include the “doing or being
concerned in, whether in Singapore or elsewhere, any act
constituting a serious offence or a foreign serious offence”.
A “foreign serious offence” refers to an offence that, if it had
been committed in Singapore, would have been a “serious
offence”. Offences under sections 5 and 6 of the PCA would
constitute “serious offences” under the CDSA.
Section 47 of the CDSA, which prohibits the acquiring,
possessing, using, concealing or transfer of benefits of
“criminal conduct”, extends to benefits derived from
corruption outside of Singapore on similar grounds as those
discussed above.

Whistleblowing
There is currently no overarching whistleblowing
legislation in Singapore. As regards corruption, section 36

of the PCA affords anonymity to whistleblowers. However,
the right to anonymity may be revoked in the following
circumstances:
• if the courts believe that justice cannot be done without
revealing the identity of the informer
• if the whistleblower did not believe that the statement
he or she was making was true or actually knew that the
statement was false.
Currently, no express provision exists to protect or reduce
the sentence of whistleblowers who have participated in the
illegal activity they have reported. In such instances, the
discretion of the court will be exercised when determining
whether or not the act of whistleblowing should result in a
reduced sentence or fine for the whistleblower. The exercise
of discretion will depend, in part, on the motivation of the
whistleblower.
The public are obliged to provide any information they are
in possession of (relating to corrupt acts) if the Director of
the CPIB requires them to do so.

Data privacy
Personal data is protected in Singapore by the Personal
Data Protection Act (PDPA), which came into force in
January 2014. The PDPA aims to provide a comprehensive
data protection regime. Before it was in force the
protection was provided through sector-specific legislation,
regulations and common law confidentiality principles.
The PDPA prohibits the unnecessary collection of personal
data and prohibits the unauthorised use of personal
data. However, the disclosure of data is permitted if it
is “necessary for any investigation or proceeding” or to
a public agency and such disclosure is necessary in the
public interest (section 1(f) and (g) of Fourth Schedule).
The Banking Act also protects customer information from
disclosure by banks (section 47(1)) unless such disclosure
is necessary for compliance with an investigation (Third
Schedule).
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Disclosure and privilege
The basic rule for disclosure under Singapore law within
judicial proceedings is that each party has a mutual and
ongoing duty to disclose all the relevant documents in his or
her possession, custody or power on which he or she relies or
will rely; or which could affect his or her own case, adversely
affect another party’s case or support another party’s case.
In regulatory proceedings, the extent of disclosure required
is determined by the rules applicable to the particular
regulatory proceedings and the powers of the regulatory
body can be extensive. For instance, the Monetary Authority
of Singapore has extensive powers to obtain documents for
the purposes of carrying out investigations.
There are two types of privilege recognised in Singapore
law: legal advice privilege and litigation privilege. These are
codified in sections 128 and 131 of the Evidence Act (Cap.
97). Legal advice privilege protects communications between
a client and his or her advocate and solicitor, the dominant
purpose of which is to seek and obtain legal advice.
• Legal advice privilege can include third party
communications, provided the communication was
for the dominant purpose of enabling the client to
obtain legal advice. Communications for the purpose
of obtaining business advice from a solicitor are not
privileged even if giving business advice of a certain
kind is within the ordinary business of a solicitor. In
circumstances when legal and non-legal purposes are
interconnected and hard to separate distinctly, such
communications are likely to still be privileged. The
Evidence Act expresses this privilege as a duty of the
advocate and solicitor to prevent disclosure of privileged
communications. The client is the holder of the privilege
and is permitted to disclose privileged communications
if he or she so desires. This privilege includes
communications with in-house counsel provided they
relate to legal rather than administrative matters.
• Litigation privilege is concerned with protecting
information and materials created and collected for the
dominant purpose of litigation. This privilege extends to
third party communications. Litigation privilege exists
only when there is a reasonable prospect of litigation.
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Singapore courts require that the dominant purpose
be for litigation if legal privilege is to be asserted, but
litigation does not have to be the sole purpose. For
documents that are privileged, the privilege belongs to
the person for whose benefit the documents were created.
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South Korea

Contributed by Lee & Ko

Transparency International (TI) rankings
South Korea is ranked 46 out of 177 on the TI CPI 2013.
South Korea is ranked 13 out of 28 on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
South Korea has signed and implemented the UNCAC and
the OECD Anti-Bribery Convention. It is a member of the
ADB/OECD Anti-Corruption Initiative for Asia and the
Pacific and the FATF.

Key anti-corruption laws

Domestic bribery is primarily governed by the Criminal
Code. In addition to the Criminal Code, there are other
Korean laws regulating domestic bribery including laws
that are specific to certain industries prone to bribery,
rebates or other types of corrupt conduct (eg, the
Pharmaceutical Affairs Act and the Medical Devices Act).
Foreign bribery is primarily governed by the Foreign Bribery
Prevention in International Business Transactions Act
(the FBPA). The FBPA implements the OECD Anti-Bribery
Convention.

Features of bribery offences
Article 357 of the Criminal Code prohibits giving an
economic benefit to a person who is entrusted with
conducting business of another person in connection with
such person’s duties. Unlike the domestic public official
bribery described below, the offence of private commercial
bribery requires proving that an improper request was
made to the recipient of the bribe. Once private commercial
bribery is established, both the recipient and the giver of
the bribe can be penalised.
Domestic public official bribery is primarily governed
by Articles 129 to 133 of the Criminal Code. A public
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official is prohibited from receiving an economic benefit in
connection with the public official’s duties. The giver of the
bribe can also be penalised.
The term “public official” is broadly interpreted to include
persons defined as, or deemed to be, public officials in the
following statutes:
• The State Public Officials Act and Local Public Officials
Act: a public official is defined as any person employed
by a state or local government.
• The Act on the Aggravated Punishment of Specific Crime
(the Specific Crimes Act): any senior staff employee of
a “state-owned” or “state-controlled” entity, which is
listed in the Enforcement Decree of Specific Crimes Act,
is deemed to be a public official.
• The Act on Administration of Public Entities: any
director, officer or employee of a “public corporation”
and “quasi-government entity” is deemed to be a public
official. A list of the public corporations and quasigovernment entities is updated and issued annually by
the Ministry of Strategy and Finance.
• Other statutes: any individual performing a certain
public function delegated by a state or local government
is also deemed to be a public official pursuant to various
other statutes.
Unlike private commercial bribery, establishing public
official bribery does not require showing that an improper
request was made to the recipient of the benefit. It is
sufficient that an economic benefit received by a public
official is in connection with such public official’s duties.
In determining whether an economic benefit received is
in connection with a public official’s duties, the Supreme
Court of Korea has considered not only the duties of the
public official as prescribed in the applicable laws, but also
the de facto duties and the duties of the division to which
the public official belongs. However, if giving a gift or other
economic benefit under the circumstances is consistent
with a social custom or courtesy or if a benefit is given
because of a personal relationship between the public
official and the giver, such benefit is deemed not to be in
connection with the public official’s duties.

South Korea

Article 3 of the FBPA prohibits any person from promising,
offering or disclosing an intention to offer a bribe to a
foreign public official (including any person holding a
judicial office of a foreign government, exercising a public
function for a foreign government or public international
organisation, or working for a public enterprise carrying
out a specified public function), in connection with the
public official’s duties in an international commercial
transaction, for the purpose of gaining an improper benefit.
The criminal laws of South Korea apply to:
• both Korean nationals and foreign nationals who
commit crimes within the territory of South Korea
(Article 2, Criminal Code) − the prevailing view is that a
crime is “committed within the territory of South Korea”
if either any part of the criminal act occurs in South
Korea or its effects are felt within South Korea
• all Korean nationals who commit crimes outside the
territory of South Korea (Article 3, Criminal Code)
• foreign nationals who commit crimes outside the
territory of South Korea, if and only if:

liability. The Criminal Code is silent on the issue of
vicarious liability and thus a corporation cannot be
held liable under the Criminal Code. On the other hand,
Article 4 of the FBPA and certain other statutes which
regulate specific industries (eg, the Medical Devices Act,
the Pharmaceutical Affairs Act, the Framework Act on the
Construction Industry and the Housing Act) provide for
vicarious liability for corrupt conduct.
Even if vicarious liability is expressly provided,
corporations cannot be held strictly liable. Vicarious
liability cannot be attached to a corporation if the
corporation can demonstrate that it discharged its duty
to adequately supervise its employees. Therefore, in
practice, an effective compliance program might play a
similar role as a defence to vicarious liability claims against
corporations.
The Criminal Code does not expressly provide any defences
regarding extortion, duress or intimidation in the bribery
context. Theoretically, if an economic benefit is provided
due to extortion and not in connection with the recipient’s
duties, then bribery cannot be established. In practice, it is
unlikely that such a defence will be accepted by courts.

—— such crime is a crime of insurrection or any other
crime prescribed in the Criminal Code

The following defences are available for foreign bribery
charges under Article 3(2) of the FBPA:

—— such crime is against South Korea or its nationals,
provided that the criminal laws of South Korea
shall not apply if the act is lawful under the laws
of the nation in which the act occurred (Article 6,
Criminal Code).

• the payment was lawful under the applicable laws of the
foreign country

As bribery is considered a crime against South Korea and its
nationals, if a foreign national commits an act constituting
bribery, for the purpose of South Korea’s anti-corruption
laws, outside the territory of South Korea, such person can
be held liable under South Korea’s anti-corruption laws.

Compliance defence and mitigation
In South Korea, corporations can be criminally punished
only if the relevant laws expressly provide for vicarious

• the payment was a facilitating payment as described
under 6.2 below

Facilitation payments
Facilitation payments are not permitted under the Criminal
Code in respect of domestic bribery.
Article 3(2) of the FBPA permits small payments to be made
to a foreign public official in order to facilitate his or her
official function involving a routine and repetitive function
not subject to discretion.

Norton Rose Fulbright – June 2014 111

Business ethics and anti-corruption – Asia Pacific laws

Gifts and entertainment
There is no minimum threshold for a bribe under South
Korea’s anti-corruption laws.
With respect to public official bribery, there are cases in
which small gifts to public officials were found to be in
violation of the public official bribery provision of the
Criminal Code. To establish public official bribery, it is
sufficient to show that a public official received a gift of
any value in connection with the public official’s duties.
However, if a gift given to a public official is the type of gift
that is customarily given under the circumstances, or if a
gift is given because of a personal relationship between the
public official and the giver, such gift is not deemed to be in
connection with the public official’s duties.

Housing Act) expressly provide for vicarious liability.
Pursuant to the FBPA and such statutes, a corporation can
be held criminally liable for bribery committed by its agent
or employee. For the purpose of determining vicarious
liability, the term employee is broadly defined to include:
(a) any person who has entered into an employment
agreement with the corporation; and (b) any person who
works directly or indirectly for the corporation and is
controlled and supervised by the corporation.
Even if vicarious liability is expressly provided,
corporations cannot be held strictly liable. Vicarious
liability cannot be attached to a corporation if such
corporation can demonstrate that it discharged its duty to
adequately supervise its employees.

The Code of Conduct for Government Officials, which
prescribes the standard of conduct for public officials,
prohibits public officials from accepting any gift or
entertainment in excess of KRW 30,000 (approximately
US$30) or a cash gift for family events (eg, wedding,
funeral) in excess of KRW 50,000 (approximately US$50).
Courts might consider these thresholds in determining
whether a gift at issue was given pursuant to a social
custom and thus not in connection with the public
official’s duties. However, mere compliance with the Code
of Conduct will not preclude a finding of bribery if all the
requisite elements are met.

Liability of individual directors and officers

Corporate liability for the acts of
intermediaries

• A recipient of a bribe is punishable by imprisonment
for up to five years or a fine of up to KRW 10 million
(approximately US$9,700) (Article 357(1), Criminal
Code).

As discussed above, Korean jurisprudence on vicarious
liability is that a corporation cannot be criminally
punished as a principal of crime. A corporation can
be penalised only when vicarious liability is expressly
provided for in the relevant criminal law. The Criminal Code
is silent on vicarious liability and thus corporations cannot
be held criminally liable for domestic bribery under the
Criminal Code.
On the other hand, the FBPA and certain statutes that
prohibit corrupt conduct in specific industries (eg, the
Medical Devices Act, the Pharmaceutical Affairs Act, the
Framework Act on the Construction Industry and the
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Directors and officers of a corporation cannot be held
strictly liable for bribery committed by other employees
working for them. However, if such directors and officers
consented to or approved corrupt acts of other employees,
they can be held liable for conspiracy to commit bribery.

Penalties
Violation of Domestic Private Commercial Bribery Law of
the Criminal Code:

• A giver of a bribe is punishable by imprisonment for up to
two years or a fine of up to KRW 5 million (approximately
US$4,800) (Article 357(2), Criminal Code).
Violation of Domestic Public Official Bribery Law of the
Criminal Code:
• A public official who receives a bribe is punishable
by imprisonment for up to five years (Article 129(1),
Criminal Code).

South Korea

• A giver of a bribe is punishable by imprisonment for up to
five years or a fine of up to KRW 20 million (approximately
US$20,000) (Article 133(1), Criminal Code).
• Where the amount of the bribe received exceeds KRW
30 million (approximately US$29,000), the punishment
applicable to recipient can be even more severe (Article
2(1), Specific Crimes Act).
Violation of Foreign Public Official Bribery Law of the FBPA:
• Where the benefit gained from the bribe is less than
KRW 10 million (approximately US$9,700), the giver is
punishable by imprisonment for up to five years or a fine
of up to KRW 20 million (approximately US$20,000)
(Article 3(1), FBPA).
• Where the benefit gained from the bribe exceeds KRW
10 million (approximately US$9,700), the giver is
punishable by imprisonment for up to five years or a fine
of up to twice the value of the benefit (Article 3(1), FBPA).
• A corporation liable for its employee’s violation of
the FBPA can subject to a fine of up to KRW 1 billion
(approximately US$1 million) or if the benefit gained
from the bribe exceeds KRW 500 million (approximately
US$483,500), a fine of up to twice the value of the
benefit (Article 4, FBPA).

Enforcement agencies
The National Policy Agency and the Prosecutors’ Offices are
the primary enforcement agencies. Bribery and corruption
are an enforcement priority of the Special Investigation
Department of each Prosecutors’ Office.
For investigation of violations of anti-corruption law in
certain specific industries such as the pharmaceutical
industry, the prosecution may also form a joint task force
with the relevant administrative agencies (eg, the Ministry
of Food and Drug Safety).

Anti-money laundering laws
The primary anti-money laundering laws are the Act
on Regulation of Punishment of Criminal Proceeds
Concealment (the Criminal Proceeds Act) and the Act
on Reporting and Using Specified Financial Transaction
Information (the Financial Transaction Reporting Act).
The Criminal Proceeds Act is intended to prohibit the
concealing of proceeds of crimes. The Criminal Proceeds
Act imposes on people working for financial institutions
the obligation to report any transaction such person knows
to involve financial assets that are proceeds of crimes
(Article 5).
The Financial Transaction Reporting Act is intended to
prohibit money laundering and financing of terrorism.
For this purpose, the Financial Transaction Reporting Act
requires that financial institutions: (a) report suspicious
transactions; (b) report high-value cash transactions; and
(c) conduct customer due diligence. For customer due
diligence, a financial institution is required to verify the
name, address and contact information when a customer
conducts a financial transaction (Article 5). If it is suspected
that a customer may be engaged in money laundering, a
financial institution is also required to verify the identity of
the customer and confirm the purpose of the transaction.
Additionally, the Real Name Financial Transaction and
Guaranty of Secrecy Act prohibits opening or maintaining
of anonymous accounts or accounts under fictitious names
and requires financial institutions to check and verify the
real name of customers.

Whistleblowing
In the anti-corruption context, a whistleblowing program
is established pursuant to the Act on the Prevention of
Corruption and the Establishment and Management of the
Anti-Corruption and Civil Rights Commission (the AntiCorruption and Civil Rights Commission Act), which was first
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introduced in 2001. Anyone can report, on an anonymous
basis, any corrupt act of a public official. Whistleblowers
may be entitled to monetary rewards if as a result of
whistleblowing, revenues of government entities increase.
The Anti-Corruption and Civil Rights Commission Act also
protects whistleblowers from retaliatory personnel actions.

Data privacy
The Personal Information Protection Act, together with
the Protection of Communications Secrets Act and the
Act on Promotion of Information and Communications
Network Utilisation and Information Protection etc. provide
overarching protection of personal information.
An enforcement authority can collect personal information
in connection with a criminal investigation with consent
of the person subject to the investigation. Otherwise, a
warrant needs to be obtained.
Collecting personal information in connection with an
internal investigation requires prior consent of the person
subject to the investigation.

Disclosure and privilege
South Korea does not recognise the concept of attorneyclient privilege or work product protection. However, there
are other laws that afford certain protection. For example,
the Attorney-At-Law Act protects the confidentiality of
communications between an attorney and his or her client,
and the Criminal Procedures Act provides that an attorney
cannot be compelled to testify, in a criminal proceeding, to
clients’ confidential information obtained during the course
of the attorney’s representation of such clients.
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Taiwan

Contributed by Eiger

Transparency International (TI) rankings
Taiwan is ranked 36 out of 177 on the TI CPI 2013.
Taiwan is ranked 19 out of 28 on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Taiwan is a member of the APG under the name
“Chinese Taipei”.

Key anti-corruption laws
In Taiwan, the key anti-corruption laws can be found in the:
• Anti-Corruption Act

Organic Statute for Anti-Corruption Administration, has
published a set of ethics guidelines for employees who
fall under the Civil Servants Act – namely civil servants,
military personnel and employees of public enterprises,
such as public hospital workers and public school teachers.
Both the Anti-Corruption Act and Criminal Code can be
applied extraterritorially, as outlined in Article 11 of the
Anti-Corruption Act and Articles 6, 7 and 11 of the
Criminal Code. Officials who receive bribes within or
outside Taiwan are subject to the Anti-Corruption Act.
Taiwan has no jurisdiction over the bribing of local officials
outside of Taiwan.

Compliance defence and mitigation
While Taiwan does not have provisions related to
compliance defence and mitigation, having proper rules
and procedures to prevent corruption may be viewed in a
positive light by prosecutors.

• Criminal Code

Facilitation payments

• Organic Statute for Anti-Corruption Administration.

While not explicitly called “facilitation payments”, the
AAC’s ethics guidelines do outline acceptable low-level
gratuities. Any facilitation payment could be viewed as a
bribe by the courts. Facilitation payments made by private
individuals or corporations would be considered on a caseby-case basis by the courts.

Features of bribery offences
Bribery is not expressly defined under Taiwan statutes,
but is still considered an offence as a benefit gained under
illegal circumstances. A definition of bribery has been
provided by the courts, and cases involving bribery can
be punished under the Criminal Code and other laws such
as the Banking Act and Securities and Exchange Act. The
penalties under the two latter acts are heavier than those
provided in the Criminal Code, and are applied first.
Attempting to bribe, or the acceptance of a bribe by
a government official, is a criminal offence and is
punishable under the Organic Statute for Anti-Corruption
Administration and/or the Criminal Code. Payment of a
bribe to a foreign official is also a crime. What constitutes
a “bribe” is not statutorily defined; rather, bribes are
determined by the courts on a case-by-case basis. The
Agency Against Corruption (AAC), constituted under the
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Gifts and entertainment
The AAC’s ethics guidelines set the following limits on gifts
and entertainment:
• An official is not allowed to receive gifts from people or
organisations who have a vested interest in that official’s
performance of his or her duties unless the gift is under
TWD 500 (approximately US$17) for an individual
official, under TWD 1,000 (approximately US$33) for
an official entity, or under TWD 3,000 (approximately
US$100) for attending engagement ceremonies,
weddings, baptisms, etc. If the giver has no such vested
interest, a gift may not exceed the amount customarily

Taiwan

given under such circumstances. Any gifts not from
relatives or close friends that exceed a market value of
TWD 3,000 (approximately US$100) must be reported.
Gifts from relatives or friends with no vested interest in
an official’s duties may be accepted without the need to
make a declaration.
• Officials are not allowed to accept invitations to
attend dinner parties or other entertainment activities
from those with vested interest in an official’s duties.
Exceptions to such prohibitions include public festivals
(such as Lunar New Year banquets), weddings, baptisms,
housewarming parties and job promotion festivities.
Even if the host of a party has no vested interest in a
civil servant’s official duties, officials are advised to be
cautious about the events they attend.
• Government officials are not allowed to be paid more
than TWD 5,000 (approximately US$167) an hour
for any private speaking, judging or panellist events.
Compensation for the preparation of manuscripts
associated with private events must not be more than
TWD 2,000 (approximately US$67) per 1,000 Chinese
characters.

Corporate liability for the acts of
intermediaries
Corruption in Taiwan is based on individual criminal
responsibilities. A company would not be held liable.
Only individual chairpersons, directors, or anyone else
in a company who participates in corruption would be
held liable.

Liability of individual directors and officers
As bribery and other forms of corruption are criminal
offences, individual directors and officers would only be
liable if they actually participated in a crime. Under strict
criminal scrutiny, the person in question might be deemed
as an accomplice or accessory, depending on the degree
of their participation, even if he or she was not personally
involved in the actual bribe. Having knowledge of a matter
but not intervening can often involve moral issues, but not
necessarily criminal responsibilities.

Penalties
Under Article 11.1 of the Anti-Corruption Act, any person
who tenders a bribe or other unjust valuables, promises
to give anything of value, or gives anything of value to
a public official in return for that person’s performing
or omitting to perform his or her official duties shall be
punished by imprisonment from one to seven years,
and may also be fined for not more than TWD 3 million
(approximately US$100,000).
Specifically in the banking industry, the Banking Act
prohibits a responsible person or any other staff member of
a bank from accepting, under any pretence, commissions,
rebates and other unwarranted benefits from depositors,
borrowers or other customers. Violators face imprisonment
for not more than three years, detention and/or a criminal
fine of up to TWD 5 million (approximately US$167,000).
However, if more severe punishments are stipulated in
other laws, those are imposed instead.
Moreover, a bank’s responsible person or staff member
who violates his or her duty with the intent to gain illegal
benefits for himself or herself, or a third party, and damages
the bank’s assets or other interests is punishable by
imprisonment for between three to 10 years, and may be
subject to fines between TWD 10 million and TWD 200
million (approximately US$333,333 to US$7.6 million).
Those who obtain criminal income of TWD 100 million
(US$3.3 million) or more are subject to imprisonment
for at least seven years, and may also be fined between
TWD 25 million (US$833,333) and TWD 500 million
(approximately US$16.7 million).
In the securities sector, the Securities Exchange Act
requires that a director, supervisor, or manager of a listed
company who, with the intent to procure a benefit for
himself or herself or a third person, acts contrary to his
or her duties or misappropriates company assets, causing
damage of TWD 5 million (approximately US$167,000)
or more to the company, faces imprisonment for between
three to 10 years, in addition to a fine of between TWD 10
million (approximately US$333,333) and TWD 200 million
(approximately US$6.7 million).
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Where the amount gained by the commission of an offence
under the preceding paragraph is TWD 100 million
(approximately US$3.3 million) or more, a prison sentence
of not less than seven years must be imposed. In addition,
a fine of not less than TWD 25 million (approximately
US$833,333) and not more than TWD 500 million
(approximately US$16.7 million) may be imposed.

Enforcement agencies

and the Ministry of Finance for review. The Act also
imposes obligations on financial institutions to report
certain transactions over a certain amount (TWD 500,000
(approximately US$17,000)) to the competent authorities
as well as to know the identities of their customers. The
Regulations Governing Cash Transaction Reports and
Suspicious Transaction Reports by Financial Institutions
also impose additional obligations upon financial
institutions to report suspicious transactions as set out in
the Regulations.

The AAC was established in 2011, as the Taiwan
Government’s first-ever agency dedicated to fighting
corruption. The AAC’s main purposes are to strengthen
existing mechanisms against corruption, increase
conviction rates in corruption cases, and further protect
human rights in Taiwan. Its headquarters are in Taipei, and
it also has offices in both central and southern Taiwan.

Taiwan has continued to strengthen its anti-money
laundering regime and is under pressure to make further
amendments to its current regime so as to bring all types of
designated non-financial businesses and professions listed
in the international anti-money laundering standards into
the regime.

The Special Investigation Division, set up by the Supreme
Court Prosecutors Office, is in charge of investigating
corruption issues involving the president, vice presidents,
heads of the five yuans (legislative bodies), ministers, and
military officials holding the rank of general and above.
It is also in charge of investigating corruption involving
elections. The Supreme Court Prosecutors Office also has
the authority to investigate other types of corruption, as
seen fit by the prosecutor general of the Supreme Court
Prosecutors Office.

Whistleblowing

Anti-money laundering laws

The Anti-Corruption Informant Rewards and Protection
Regulations were introduced in July 2011. Article 10
of the regulations guarantees that the name, gender,
date of birth, identification numbers and address of a
whistleblower must be kept confidential. Any statements,
affidavits or other related information on a whistleblower
must be stored separately and kept away from investigation
files unless absolutely needed. Any violations against a
whistleblower will be dealt with according to the Criminal
Code and other related laws.

Taiwan’s Money Laundering Control Act and its
accompanying Regulations Governing Cash Transaction
Reports and Suspicious Transaction Reports by Financial
Institutions apply to financial institutions and retail jewellery
businesses. The Act currently defines 17 types of financial
institution and gives the competent authorities the discretion
of designating additional types of institution in the future.
Taiwan banks holding accounts for customers paying out of
Taiwan would be subject to the Act and its Regulations.

Data privacy

The Money Laundering Control Act imposes obligations
on financial institutions to establish money laundering
prevention guidelines and procedures and to submit those
guidelines and procedures to the competent authorities

PIPA should not impede a lawful investigation by a
government entity nor would it prevent a non-governmental
entity from complying with lawful requests made by
authorities. It should also not hinder an investigation by a
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Taiwan’s Personal Information Protection Act (PIPA) came
into force in October 2012. It replaced the Computer
Processed Personal Data Protection Act that only applied
to computer-processed data by government entities and
designated industries. The PIPA applies to all collection,
processing, and use of personal information by government
and non-government entities and individuals in Taiwan.

Taiwan

non-governmental entity investigating internal corruption
or related issues. The latter though would obviously depend
on the facts of the matter as well as the conduct of the
investigation. Other laws and protections though could
apply to employees in the workplace that could have an
effect on internal investigations.

Disclosure and privilege
The procedure stipulated in the Criminal Code provides
that a lawyer may refuse to testify when being questioned
as a witness for a client’s confidential matters unless
permission from that client is obtained. In addition, mail
or other correspondence between a defendant and his or
her defence lawyer could be seized provided that they are
deemed to be criminal evidence, or it is discovered that the
sender or receiver may destroy, forge, or alter evidence or
conspire with a co-offender or witness, or the defendant
has absconded.
To protect the relationship between a lawyer and client in
the course of their communication, confidential matters
such as the written documents of a defendant’s confession
of a crime to the lawyer is not allowed to be seized.
However, this privilege does not extend to allowing the
lawyer to cover up, destroy or forge criminal evidence. In
other words, criminal evidence could be seized even if it is
in the custody of the lawyer.

Contacts

John Eastwood
Partner
Eiger
john.eastwood@eigerlaw.com
Heather Hsiao
Associate
Eiger
heather.hsiao@eigerlaw.com

Norton Rose Fulbright – June 2014 119

Business ethics and anti-corruption – Asia Pacific laws

120

Norton Rose Fulbright – June 2014

Thailand

Business ethics and anti-corruption – Asia Pacific laws

Thailand

Contributed by Norton Rose Fulbright (Thailand) Ltd

Transparency International (TI) rankings
Thailand is ranked 102 out of 177 on the TI CPI 2013.
Thailand is not ranked on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Thailand has ratified the UNCAC. It is a member of the
ADB/OECD Anti-Corruption Initiative Asia and the Pacific
and the APG.

Key anti-corruption laws
In Thailand, the primary anti-corruption statutes which
prescribe corruption as a substantive offence are the:
• Penal Code
• Organic Act on Counter Corruption B.E. 2542 (1999)
(OACC).

Features of bribery offences
At present, there is no private bribery offence under
Thai law.
The Penal Code deals with different types of corruption,
including bribery. However, the regime is limited to
corruption involving public officials or other types of abuse
of public office for personal gain by Thai government
bureaucrats and elected officials (public officials). The
law distinguishes between active and passive bribery and
penalises public officials and any person who assists in the
commission of the offence. The mere offer or agreement
to give a benefit to a public official to undertake, avoid or
delay an act which is contrary to the functions of the public
official is an offence under the Penal Code.
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The OACC prescribes offences for bribery, abuse of public
power and accumulation of “unusual” wealth by public
officials. For offences under the OACC, the burden is on the
public official charged with an offence to prove that he did
not commit the offence. For offences under the Penal Code,
the burden is on the prosecutor to prove that the public
official has committed the offence. Under the OACC, the
National Anti-Corruption Commission (NACC) can conduct
an investigation to examine the assets of a public official
where the public official is suspected to have accumulated
wealth in an “unusual” manner. A 2012 notification issued
under the OACC requires all persons or entities involved
in government procurement projects with budgets of THB
2,000,000 (approximately US$65,000) or more to prepare
and submit income statements to the Revenue Department
for review. It is envisaged that in 2015 the threshold will be
changed to THB 500,000 (approximately US$15,000).
There are also various other public sector Acts set up to
provide additional tools to tackle corruption, such as: the
Official Information Act B.E. 2540 (1997) which sets out
certain rights of an individual to access public information
held by public agencies; the Act Regulating the Offence
Relating to the Submission of Bids and Tender Offers to
Government Agencies B.E. 2542 (1999) which prescribes
certain offences in respect of the bidding process for
government contracts; the Act on the Management of
Partnerships and Securities Owned by Ministers B.E.
2543 (2000) which limits, among others things, the
quantity of shares in private companies which can be
held by government Ministers; and the Regulation of the
Prime Minister’s Office on Procurement which sets up the
framework for procurement by government agencies.
The bribery of foreign officials by Thai nationals abroad is
not an offence under the Penal Code.

Compliance defence and mitigation
There are no specific legislation or guidelines dealing with
defences or mitigation measures by a company to prevent
bribery. Generally, setting up and implementing bribery
prevention measures by a company may demonstrate good
corporate governance and support an argument that the
company has a policy against, and does not support, any
corrupt practice by its employees or agents.

Thailand

Extortion or intimidation is not in itself a defence under
anti-corruption laws. However, if extortion or intimidation
involves a threat to life or personal property, it may
generally be raised as a defence under section 67 of the
Penal Code.

Facilitation payments
Section 149 of the Penal Code expressly prohibits public
officials from receiving any benefit in order to undertake,
avoid or delay an act which may or may not be contrary
to their functions. Accordingly, the taking of facilitation
payments would technically violate section 149 of the
Penal Code.
The restriction does not apply to a person offering
facilitation payments in order to induce the public officials
to act in accordance with their functions. The same applies
where Thai citizens or corporations give facilitation
payments outside Thailand.

Gifts and entertainment
In 2000, the NACC issued supplemental rules governing the
acceptance of property or other benefits by public officials.
Gifts cannot be accepted unless there is in an appropriate
occasion or circumstance. Gifts given in an appropriate
occasion or circumstance and with a value not exceeding
THB 3,000 (approximately US$100) can be accepted
without committing an offence under the OACC. Gifts given
in an appropriate occasion or circumstance and with a
value in excess of THB 3,000 (approximately US$100) must
either be notified to, and approved by, a superior officer
or returned. The rules apply for a period of two years after
a Public Official leaves the public service. There are no
specific guidelines or definitions on what are “appropriate
occasions or circumstance”.
The Regulation of the Prime Minister’s Office on Giving or
Receiving Gifts by Public Officials B.E. 2544 (2001) sets
out similar rules with respect to the acceptance of property
or other benefit, but extends to cover family members of
public officials.

Corporate liability for the acts of
intermediaries
There are no specific laws imposing criminal liabilities
on companies where an offence relating to corruption is
committed by an employee, agent or officer of the company.
Generally, there is a risk that a company may also be guilty
and subject to the same fine as the employees or agents
who committed the offence where there is evidence that: (a)
the relevant employee or agent acted within the company’s
objectives, as a representative of and for the benefit of the
company; or (b) the company (acting through its directors)
has knowledge of, ratified or otherwise enjoyed the benefit
of, the offence; or (c) the company has not taken reasonable
steps to prevent such offence.

Liability of individual directors and officers
Under the Penal Code, a person who has taken part in
the commission of an offence or aided or abetted in the
commission of an offence by another person will be
considered as the “principal” or “supporter” (as the case
may be) in the commission of such offence and punishable
accordingly. As a result, an individual director or officer
of a company can be held liable for the offence with the
company, if he or she is considered to have taken part in
the commission of an offence or aided or abetted in the
commission of an offence by the company.

Penalties
Penalties for bribing public officials under the Penal Code
are imprisonment for a term not exceeding five years or a
fine not exceeding THB 10,000 (approximately US$3,000),
or both. Only monetary fines will apply to corporations.
Generally, a director of a corporation who is complicit
in the commission of an offence by that corporation
will be subject to the prescribed penalties, including
imprisonment. Penalties under the OACC include removal
from public office and forfeiture of property.
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Enforcement agencies

The principal offences under the AMLA are to:

Allegations of corruption under the Penal Code are
generally prosecuted by the Office of the Attorney
General in the criminal court either directly, or on the
recommendation of, an independent anti-corruption
commission. Prosecutions of corrupt politicians are brought
before the Supreme Court’s Criminal Division for Persons
Holding Political Positions established under the OACC.
Prosecutions of other Public Officials are brought in the
general criminal court system.

• transfer, receive, or change the form of an “asset
involved in the commission of the underlying offence”
for the purpose of concealing or disguising the origin
or source of that asset, or for the purpose of assisting
another person before, during, or after the commission
of an offence, to enable the offender to avoid or receive a
lesser penalty for the relevant offence

The two principal independent anti-corruption
commissions are the NACC, which was established by
the OACC, and the Office of Public Sector Anti-Corruption
Commission (PACC), which was established by the Act on
the Administrative Measures for Anti-Corruption B.E. 2551
(2008). The NACC investigates allegations of corruption
involving bureaucrats at or above a specified rank and
elected officials, while the PACC investigates allegations of
corruption involving other bureaucrats. Both commissions
are empowered to conduct their own investigations
and collect evidence (including the authority to compel
production of documentary and oral evidence) and make
recommendations to the Office of the Attorney General. The
OACC also allows the NACC to seek information from banks
holding the client and account information on government
procurement projects suspected of bribery or corruption. In
practice, allegations of corruption are more often brought
before the NACC or PACC, rather than the Office of the
Attorney General directly, as the commissions have the
relevant specialist resources and skills.

Anti-money laundering laws
One of the principal objectives of the Anti-Money
Laundering Act B.E. 2542 (1999) (AMLA) is to stop the
concealment or disguise of proceeds from offences specified
under the AMLA (underlying offences). The underlying
offences include the improper exercise of power by public
officials under the Penal Code. The AMLA also established
the Anti-Money Laundering Commission to monitor and
suppress money laundering activities.

124

Norton Rose Fulbright – June 2014

• conceal or disguise the true nature, location, sale,
transfer, or interest in an “asset involved in the
commission of the underlying offence”.
For the purposes of the AMLA, an “asset involved in the
commission of an offence” means: (a) money or property
derived from the commission (or aiding or abetting in
the commission) of an Underlying Offence; (b) money or
property derived from the sale, distribution, or transfer of
the money or property referred to in (a) above; and (c) any
interest derived from money or property referred to in (a) or
(b) above.
A person who: (a) commits an offence under the AMLA;
(b) aids or abets in the commission of an offence under
the AMLA; or (c) attempts to commit an offence under the
AMLA, may be subject to imprisonment for a term of one to
10 years, or a fine of between THB 20,000 to THB 200,000
(approximately US$600 to US$6,000), or both. The “asset
involved in the commission of the underlying offence” may
be subject to forfeiture at the court’s discretion.
The AMLA imposes an obligation to report suspicions of
anti-money laundering activities and cash transactions
above a specified threshold to the Anti-Money Laundering
Office. However, such obligation is imposed on only
financial institutions, the Land Offices (the government
land department which records dealings involving
land) and certain business operators, eg, non-financial
institutions, which provide financial services or
securities companies. For financial institutions, there are
requirements on maintaining anti-money laundering policy
and performing risk analysis, customer due diligence and
customer identification.

Thailand

Whistleblowing
The 2011 amendment to the OACC introduced provisions
which established protective measures for whistleblowers.
Such protections include a safe house, a police escort,
allowance and changing the name and other registrations or
identification cards of a whistleblower. The protections also
extend to cover close family members of a whistleblower.
The OACC also provides incentives for whistleblowers in
respect of the corrupt practices under the OACC. The NACC
may award a prize to a whistleblower who has reported or
provided evidence or testified in proceedings or, in cases
where the whistleblower is a public official, propose to the
Ministerial Cabinet to promote the whistleblower. There is
currently no express obligation under any statute requiring
the public to whistleblow when they encounter corrupt
practices in Thailand.

the communication was created for the purpose of giving/
receiving advice or in contemplation of litigation.
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Data privacy
The right to privacy is a constitutionally protected
right. However, there is no specific law on data privacy
protections in Thailand. Data privacy protections are
generally provided under the defence of wrongful act in
the Civil and Commercial Code. If the disclosure of any
personal information causes damage to the data subject or
the data owner, they may bring an action for wrongful act
against the person(s) responsible for the disclosure.
There are specific laws which prohibit certain financial
institutions from disclosing customer information received
from the Thai Credit Bureau and which require credit card
customer information to be kept confidential.

Disclosure and privilege
Thai law does not have a concept of legal professional
privilege. The closest concept is confidentiality under
which any communication between a lawyer and the client
is confidential and the lawyer cannot be compelled to
disclose any such communication, irrespective of whether
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Vietnam

Contributed by VILAF

Transparency International (TI) rankings
Vietnam is ranked 116 out of 177 on the TI CPI 2013.
Vietnam is not ranked on the TI BPI 2011.

International anti-corruption conventions
and inter-governmental organisations
Vietnam ratified the UNCAC with certain reservations. In
addition, Vietnam is a member of the ADB/OECD AntiCorruption Initiative for Asia and the Pacific.
Vietnam has also signed certain bilateral agreements for
the purpose of sharing information, exchanging experience
and enhancing the effectiveness of anti-corruption
programmes, eg, the Development Partnership Agreement
with the United Kingdom (2006), the Joint Committee with
Japan for Preventing ODA Related Corruption (2008), the
Cooperation Agreement on Anti-Corruption Measures with
Malaysia (2010), and the Partnership and Cooperation
Agreement with EU (2012).

Key anti-corruption laws
In Vietnam, there are four key laws relating to anti-bribery:
• Law on Prevention and Combat of Corruption No.
55/2005/QH11 dated 29 November 2005, as amended
by Law No. 01/2007/QH12 dated 4 August 2007 and
Law No. 27/2012/QH13 dated 23 November 2012 (AntiCorruption Law)
• Decree No. 59/2013/ND-CP of the Government, dated 17
June 2013, detailing a number of Articles of the AntiCorruption Law
• Decision No. 64/2007/QD-TTg of the Prime Minister,
dated 10 May 2007, on the Promulgation of the
Regulations on Giving and Receiving Gifts and Returning
Gifts Applicable to Agencies, Organisations and Units
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Using State Budget and Cadres, Civil Servants and Public
Officials (Decision 64)
• Penal Code No.15/1999/QH10, as amended in 2009
(Penal Code).

Features of bribery offences
Generally, Vietnamese anti-bribery laws do not criminalise
bribery in the private sector. However, in certain specific
sectors such as audit, accounting, construction and medical
examination and treatment, a corrupt act may be subject to
administrative sanctions.
The Penal Code is being revised and new criminal liabilities
on bribery in the private sector are being considered.
The primary law penalising corruption activities in the
public sector is the Penal Code, which covers both active
and passive bribery.
A bribe is construed as money, assets or other material
benefit in any form, which has a value of VND 2 million
(approximately US$95) or more (or less than VND 2 million
if serious consequences were to arise or if the act of bribery
was committed repeatedly) either provided, offered or
promised by any person to a person holding an official
position or power with the intent of taking advantage of
his or her official position or power in order to perform or
refrain from performing certain acts for the benefit of, or as
requested by, the person who offers the bribe.
Vietnamese law does not expressly cover bribery of foreign
public officials, so it is unlikely that a Vietnamese company
or individual would be subject to criminal liability in
accordance with Vietnamese law if such company or
individual gives bribes to a foreign public official.
A Vietnamese citizen who pays a bribe to a Vietnamese
public official when abroad may be subject to criminal or
administrative liability under Vietnamese laws.
A foreign citizen paying a bribe to a Vietnamese public
official outside of Vietnam’s territory may also be subject to
criminal liability under the Penal Code.

Vietnam

Compliance defence and mitigation
Persons who are coerced to offer bribes but report them
before being detected are deemed to be innocent and will
have the entire property offered as bribes returned. Noncoerced bribe givers or bribery intermediaries who report
the bribes before being detected may also be exempt from
penal liability.
The laws of Vietnam do not expressly provide that having
adequate compliance procedures in the context of anticorruption is an express defence or a mitigating factor. If the
anti-corruption programme or compliance procedures help to
prevent or reduce the violation then these procedures can be
taken into account by the court as a mitigating circumstance.

Facilitation payments
There is no express recognition of, or exemption for,
facilitating payments if the person offering or making
the facilitating payment had the intention of requiring
the public officials to perform or refrain from performing
certain acts. According to the scope of bribery set out in
the Penal Code, a person receiving a facilitation payment
may still be subject to criminal liability even if the ensuing
action is in accordance with the laws.

Gifts and entertainment
Generally speaking, the giving or receiving of gifts and
hospitality will be deemed a bribe under Vietnamese law if it
satisfies all elements of a bribe as described in 4.4 above.
Decision 64 provides regulations on the receiving and
giving of gifts by organisations, units, and “staff, public
officials and officials”. Under this Decision, a gift includes,
among other things, cash, “valuable papers” (such as
shares, bonds, certificate of deposits or promissory notes),
goods, properties, tourism benefits, medical services,
education and training. Decision 64 also prohibits “staff,
public officials and officials” from directly or indirectly
receiving gifts when the public official has responsibilities
and/or power over the gift giver’s activity and the gift giving
is not justified by a clear and legitimate purpose.

Subject to prohibited cases mentioned above, Decision 64
allows a public official to receive gifts if: (a) he or she is
sick or on certain occasions such as a wedding, funeral,
traditional ceremonies or New Year holiday; and (b) if the
value of such gift is less than VND 500,000 (approximately
US$25). Decision 64 also provides that staff, public officials
and officials may receive gifts that do not relate to their
public duties without having to report them to the relevant
authority. However, they must sign for the receipt of the
gifts. It is not clear what document must be signed by the
person receiving the gift.

Corporate liability for the acts of
intermediaries
Generally, companies are not liable for the acts of their
intermediaries, such as their subsidiaries because under
Vietnamese laws: (a) only individuals can be subject to
criminal liability (companies can only be administratively
sanctioned); and (b) a subsidiary is usually regarded as
a separate legal person from its parent company and is
therefore responsible for its own conduct only.

Liability of individual directors and officers
Subject to the imposition of criminal liabilities in the case
of directors and officers who are accomplices or their failure
to denounce crime, Vietnam laws do not expressly stipulate
any particular responsibility of individual directors and
officers for consent to, or connivance in, a corrupt act in
their company. Nevertheless, a head and deputy head of
a state-owned enterprise may be subject to discipline or
criminal liability upon the occurrence of corrupt acts in
their enterprise.

Penalties
According to the Penal Code, a bribe receiver may be
liable for criminal penalties of: (a) up to 20 years’ or life
imprisonment or capital punishment; and in addition
(b) a monetary fine of up to five times of the bribe value;
(c) confiscation of all or part of the properties; and (d)
prohibition from holding a position for up to five years.
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A bribe giver may be liable for criminal penalties of: (a) up
to 20 years’ or life imprisonment; and (b) a monetary fine of
up to five times of the bribe value.

• Decree No. 116/2013/ND-CP of the Government, dated 4
October 2013, detailing the Implementation of a number
of Articles of AML Law

A bribe intermediary may be liable for criminal penalties
of: (a) up to 20 years; and (b) a monetary fine of up to five
times of the bribe value.

• Circular No. 35/2013/TT-NHNN of the State Bank of
Vietnam, dated 31 December 2013, guiding the Provisions
on Prevention and Combat of Money Laundering

Enforcement agencies
From the central to the local level, the key enforcement
agencies within the anti-corruption sector include the
following:
• Central Committee for Internal Affairs of the Communist
Party of Vietnam, which is responsible for directing and
coordinating anti-corruption activities in Vietnam. By
law, this Committee is a part of the Communist Party and
does not have judicial or executive function but given
the current political settings in Vietnam, the Committee
possesses significant weight in the fight against
corruption.
• State Inspector and the State Audit, which are
responsible for the inspection and audit of corrupt acts.
• Ministry of Police, the Ministry of National Defence,
the Procuracies and the Courts are responsible for
the investigation, prosecution and adjudication of
corruption-related crimes.
• Ministry of Foreign Affairs and the Ministry of Justice,
which play an active role in corruption cases involving
foreign elements.

Anti-money laundering laws
In Vietnam, the key legal instruments governing the antimoney laundering activities include:
• Law on Prevention and Combat of Money Laundering
No. 07/2012/QH13 (AML Law)

130

Norton Rose Fulbright – June 2014

• Penal Code.
Under the AML Law and the Penal Code, money laundering
covers various acts conducted by individuals and
organisations in order to legitimise the origin of the assets
obtained as a result of crime, including the following:
• directly or indirectly engaging in financial, banking
transactions or other transaction to conceal the illegal
origin of the proceeds of crime
• using the proceeds of crime
• assisting an organisation or individual involved in crime
to evade its legal liabilities by way of legalising the
source of assets obtained as a result of crime.
Generally, Vietnamese anti-money laundering laws
require organisations operating in certain businesses
such as banking, gambling, insurance and securities to
comply with various requirements for preventing money
laundering. These include the establishment of an antimoney laundering programme for the identification of their
customers, record keeping, internal control and supervision
of suspicious transactions and reporting obligations with
respect to suspicious transactions.
A person convicted of committing a crime of money
laundering may be subject to 15 years’ imprisonment,
confiscation of all or part of properties, a monetary fine
of up to three times of the breach value and a ban from
holding certain posts for up to five years.

Vietnam

Whistleblowing

Disclosure and privilege

In Vietnam, whistleblowing or denunciation is mainly
handled in accordance with the Law on Denunciation
No. 03/2011/QH13, the Criminal Proceedings Code No.
19/2003/QH11 and the Anti-Corruption Law.

Under Vietnamese laws, lawyers are required to keep
information relating to the cases and the clients
confidential during and after their supply of legal services,
except as approved otherwise by the client or requested
in accordance with the laws. Nevertheless, as Vietnamese
laws do not expressly recognise any privilege with respect
to the disclosure of confidential information in the legal
profession, it is arguable whether lawyers have the
obligation to disclose confidential information of their
clients upon the request of the competent authority during
any investigations or legal proceedings.

Denunciation may be made verbally or in writing.
Generally, after the receipt of denunciation, the competent
authority will verify the information of the denouncer and
the contents of denunciation in order to issue a written
conclusion within a period up to 90 days, which may be
extended for an additional period of up to 60 days, subject
to the complexity of the case. The conclusion must be
disclosed publicly in accordance with the laws.
Denouncers and their relatives are protected by certain
legal mechanisms. Although the denouncers must give
their name and address when making the denunciation,
their identifying information may be kept confidential.

Contact

Luu Hoang Ha
Partner
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Under certain circumstances as provided in the Penal
Code, failure to denounce a criminal violation or corrupt act
may subject the relevant person to a penalty of up to three
years’ imprisonment.

Data privacy
Currently, there are no specific laws governing the
protection of data privacy in Vietnam. However, the
requirement for keeping private information relating to
an individual or organisation confidential may be found
in various legal documents, such as the Civil Code No.
33/2005/QH11, the Law on Information Technology No.
67/2006/QH11 and the Law on Electronic Transactions
No. 51/2005/QH11. In principle, the collection and/
or publication of any information and material of an
individual or organisation must be approved in advance
by that person or organisation, except as required by the
competent authority in accordance with the laws.
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